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1 Terms and Acronyms

Term

Definition

Client

Carrier from which the System owner receives traffic

System owner

System owner — a specialized carrier record used to create
parent products and user accounts with access to the
System’s admin interface

Vendor

Carrier to which the System owner sends traffic

API

Application Programming Interface

ASR

Answer Seizure Ratio, calculated as the percentage of
messages successfully received by the carrier with respect
to the total number of message send attempts. For example,
if the total number of send attempts is 100 and 50 of them
are received by the carrier, the ASR will be 50%

DLR

Delivery Receipt, a report sent by the carrier to the original
sender containing the message delivery status.

DLR(t)

DLR(total), the percentage of SMS delivered to the end user
with respect to the total number of message send attempts.
For example, if the total number of send attempts is 100 and
25 messages are delivered to the end user, the DLR(t) will
be 25%

DLR(s)

DLR(successful), the percentage of SMS successfully
received by the end user with respect to the number of
messages received by the carrier. For example, if the
carrier received 50 SMS and 25 of them are successfully
received by the end user, the DLR(s) will be 50%

DNIS

Dialed Number ldentification Service

EDR

Event Detail Record

EMA

Exponential Moving Average

ESME

External Short Message Entity (external sources and sinks of
short messages)

ERMES

Enhanced Roaming Messaging System
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Term Definition

GUID Globally Unique Identifier

ISDN Integrated Services Digital Network
LOT Level of Trust

MCC Mobile Country Code

MNC Mobile Network Code

MS Excel MS Excel or any other spreadsheet editor
NANP North American Numbering Plan

NPI Numbering Plan Indicator

OLAP Online Analytical Processing

POI Point of Interconnection

SLA Service Level Agreement

SMSC Short Message Service Center

SMPP Short Message Peer-to-Peer Protocol
SSuU Soft Switch Unit

TON Type of Number
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System overview

Alaris SMS Platform (further on referred to as “the System”) is a complete solution intended for carriers
working in the SMS interconnect industry. The general idea of the System is to provide a carrier with a single
easy-to-use point of control of all tasks related to SMS traffic management:

Switching of SMS traffic over HTTP or SMPP
Real-time provision of routing instructions to the switch based on user-defined static or dynamic rules

Authorizing events and user registration attempts. To provide for prepaid balance control, the SMS
Platform authorizes every SMS in the network. As soon as the routing System detects that a user has
exhausted the balance/credit, it starts to reject all new message attempts from that user

Clients’ billing and invoice distribution. The System provides for client account charging and invoice
generation. Invoices can be automatically delivered to customers by email. The System owner can
also track client payments and match these payments with the issued invoices

Monitoring statistical parameters related to traffic behavior and System health. Detailed traffic
statistics is calculated immediately after the EDR data gets into the System. Thus, all statistical layers
(any combination of any customer, vendor, etc. split by any period) are preliminarily calculated in the
background. This allows for instant view of any statistical layout — irrespective of the amount of
requested data

Along with the SMS Platform, the company offers Alaris inVoice, a BSS solution for voice traffic management.
For more detail on Alaris inVoice, refer to www.alarislabs.com.
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3 Interface structure

Check out the video tutorial on the interface structure at the Alaris YouT hannel.

The System provides a carrier with a set of tools that help employees in everyday activity. The user
interface is web-based; no other software installation is required. The interface is designed to work with
recent versions of Mozilla Firefox and Google Chrome; other browsers may not provide access to all
System functions correctly.

7. Start Page

A Set of metrics Database session count: 29 HDD used on Oracle folder: 66%  HDD used on primary partition: 74%
CPU used (%) & ¢ Total RAM used (%) 8¢
100 100
- =
50 50
3 25
) J
168112 /112 1|11 18112 161122 16112 18112 1B112 161122 1|11 /112 16112 18112 /112
12:00:00 12:30:00 13:00:00 13:30:00 14:00:00 14:30:00 15:00:00 12:00:00 12:30:00 13:00:00 13:30:00 14:00:00 14:30:00 15:00:00
Attempts per second &2 Running processes per CPU core 8|
13 a8
as
as
a4
aa a3
az
-5
ai
-1 aa
8112 181123 181132 15113 151123 161123 161123 181123 151123 8112 181123 15113 1851133
14:35:00 14:40:00 14:45:00 14:50:00 14:55:00 15:00:00 12:00:00 12:30:00 13:00:00 13:30:00 14:00:00 14:30:00 15:00:00
Start page

The Start page provides a set of auto-refreshing charts offering an overview of the traffic, database and
hardware performance.

Each chart can be customized in terms of grouping the data by the period (minutes/hours/days, no
grouping by default), by the number of recent values to display (100, 200, 300 or 500) and by the refresh

period (1, 2, 5, 10 or 30 minutes). Use the & button in the top right corner of each chart to configure the
required parameters and the ¥ button to refresh the chart.

The list of parameters to track is configured in the Set of metrics view opened with the PSR

button, located in the top left corner of the Start page. Select the appropriate checkboxes and click

J Save
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Set of metrics *
Charts Others
Attempts + 7] Database session count

Attempts per second
[7] Attempts per second

HDD used an Oracle folder (%)
HOD used on primary partition (%)

Routing server #1)

[] Attempts per second (Routing server #10)

[] Attempts per second (Routing server #2)
[] attermnpts per second (Routing server #3
[7] Attempts per second (Routing server #4
[] Attempts per second

[] Attempts per second (Routing server #6

e T i T i T i DO i T i SO e SO i

)
)
Routing server #35)
)
)

[] Attempts per second (Routing server #7

(3 Cancel @ Save

Set of metrics

NOTE: By default the server metrics shown on the Start page are collected only from the server with an
installed active database. By request, the mefrics for all servers configured in the System can be displayed.
To enable the feature, contact the Alaris technical support team and communicate the code BZ12388.

The k4] Start putton that opens the main System menu and provides access to all System features is
located in the bottom left corner of the page. Some of the menu items may be unavailable to certain
users depending on their access rights. The access rights are configured on the Administration\Users[9h

page.
The menu includes the following items:

e Administration

e Carriers

e Finance

¢ Reference books

e Reports

e SMS

e Campaign Portal

e Swap deals

e DID management

15
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& Administration 3 & Feedback

Bh camiers & User setlings

@ Finance 3 (@ License info

ﬁ Reference books (38 @ Database info

[] Reports ® Logout
SMS pl

> Campaign Porial b

5| Voice 3

[l Swap deals

B, DID management

Start menu
A typical page is illustrated below.

i Start page || [Z] Charges *

Charge filter <« Charges
Amount currency: | Account curren hd
Charge ID: v el
D Charge type  Gontract company Carrier Product description  Account Product type
Contract company:  All -4
Carrier: L] Al N 1537840 Manual Alarislabs Spam for everyone Enterprise Spam for everyone (EUR) SMS
Account: - 1537841 Manual Mark email lests CC Mark-life Mark-life (AKS) TecT TT HLR
Product type: Al - 1537842 Manual yaza s3_deal sa_deal (USD) International
. 1537843 Manual Alarislabs TESTFOR45213 TESTFOR45213 (EUR) Test fest International
Charge direction: All 2
1537844 Manual carrier_for_tesl_cc carrier_for_task_1 carrier_for_task_1 (USD) 2 DIDITFN fees
_— ~
Group index: v 1536113 Manual Alarislabs AM_SUBSCR AM_SUBSCR (EUR) International
Billing period: All v - »
T Clear filter | o Apply fiter Page| 10f6| b bl | @ | 200 v rows R Delete charge | [ Recalculate charge | (3 Add charge detail record Rows 1-201 of 1034 | %
Charge 1537840 details *
MCC | MNC  Dialcode Network Country SMS sent Rate, EUR Charged amount, E... «
Total: 5 2 500.00
Spam... 5 500.00000 2500.00
Pags  1|of1 & | |200 v |rows 3¢ r & + |£) Show partner detail Rows 1-2 of 1
[ start Tatiana  Server time: 2018.08.24 11:36:14 +03:00

A typical page view (Finance\Charges)

Opened menu items appear as tabs at the top of the page. Drag and drop the tabs to rearrange them as
convenient.

As some companies use both the Alaris SMS Platform and Alaris inVoice, for their convenience tabs that

I t Rate export *

refer to the Alaris SMS Platform are marked with a green ribbon (for example ) while those

referring to Alaris inVoice (voice traffic) are marked with a blue ribbon, for example I % Rate export (x . Tabs
referring to Alaris Campaign Portal (SMS Platform) are marked with a purple ribbon (for example,

| sm pack = ). Additionally, a pop-up tip with the System type (inVoice, SMS Platform or Campaign
Portal) appears when pointing the mouse to the tab. Find out more in the Alaris YouTube video.

The user can modify the number of rows per page (the v "% control) and the column order. These
settings are saved automatically in the browser's local storage. The bottom right corner of the page
shows the user name and server time.
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Most pages that show tables (for example, Carriers[od), [20) and many
others) contain the button that serves to unload the table to MS Excel format. Most tables also

contain the /7 button that serves to customize the current view by selecting columns to be displayed.
The figure below illustrates selection of columns for the Carriers\Carriers |99 page.

10
Region
Carmier name

Is frusted customer

|ff| Columns e Credibility

B Inbound trafiic allowsd

=]

Outbound traffic allowed

NEEEEEEHE

Contract company

Defining the columns to be displayed

Table records in the Carriers[+8 and SMS\Routing\Routing rules 23 sections contain the ‘@ icon. Point
the mouse to the icon to view a pop-up window that shows the author and date of the latest

modification. Objects that were not modified since creation have the grey icon 2.

.g 132 - CallingElvis
Modified 2018.01.17 11:33:37 by user icatl
Alaris bard

Object modification history

The EEMEEZEES menu opens the dialog that allows sending feedback regarding the interface. Use this
form to tell us how we can improve the System.

NOTE: This message will not create a ticket on the helpdesk. To receive feedback from the Alaris
technical support team, create a ticket.
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Feedback 3
Here you can let us know your guick feedback rega C|I" g the system interface. It will be recsived and
d; how '.h-rt be getting back to you «.IF it. In case you'd like to recsive our responss to
-;:ur:e::'"’k rl:ase use our helpdesk to submit it
Subject™: Very cool interface
Message™:
B IrulAAN AP EE=@lEEE
Thanks Alaris team! We greatly enjoy your system. |
Attachment: Browse
4] Cancel Mg Send

Feedback

The dialog allows changing the user password, hiding inactive carriers and changing the
color scheme of the interface. When the Hide mode is activated, inactive carriers will be hidden in
interfaces such as Carriers, Routing Rules, Rate editor and Simulation. Tasks for such carriers (for example,
in Simulation and Rate import) will be displayed, but the carrier's name will be replaced with the carrier ID.
See also the Alaris YouTube video.

The Sign block allows the user to download a personalized signature in jpg/png formats that can be used in
invoice cover letter and invoice detail file templates. For this purpose, the [BilingManagerSignature] marker is
used in the templates (for more detail on templates and markers, refer to Administration\Template manager[7%)

).
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User settings

Color scheme: Gray o
Inactive carriars:  Shown Hide| | [9]
Show rows: 5 | for each cell in multi valus figlds
Sign block
Hide sign Delete =ign

Sincerely yours,
Martha CooCoo

CooCoo Communications

My_signature.png Select a jpg or png file with sign

Change password

Current password: | essssss

Mew password: HA—— & Generate

Repeat: P ——

4] Cancel -./' Save and close

User settings
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4 Administration

41 Account manager history
Check out the video tutorial on account manager history at the Alaris YouTube channel.

The Administration/Account manager history page serves to view and add the information about account
managers. Account managers receive the same alerts and notifications as the carriers they control.
Besides, the System owner can configure access rights so that each account manager can see only its
own carriers. The page also comes handy in calculating manager bonuses when an account is
transferred to another manager. The Effective from field shows the date on which the account was
assigned to the manager.

+  Carrier Account Manager Account manager type | Effective from

'l_-fig All w LAl v | Support Alaris (Alaris) | v | All v T -
Diemo carrier USD (1D 11541} Support Alaris (Alaris) Account 2015.08.28 00:00.00 ®
llys RUR {ID: 20111}, lya... Support Alaris (Alaris) Account 2019.05.22 00:00:00 b 4
Cliznte & USD (1D 11243) Support Alans (Alaris) Account 2015.09.07 00:00:00 b 4
Cliznts B EUR {ID: 11545) Support Alaris (Alariz) Account 2015.09.07 00:00:00 b 4
Provider 1 USD {10 11547} Support Alaris (Alariz) Account 2015.09.07 00:00:00 ®
Provider 2 USD {ID: 11548) Suppert Alaris (Alaris) Account 2015.09.07 00:00:03 ®

Account manager history

Use the Delete % button in the rightmost column if you wish to delete the record from the table. Use the

2 button on the bottom toolbar to refresh the table. The & Assian manager 1o opens the same-name
window that enables assigning a manager to a partner carrier:

Assign manager

Account™: PocoDinero Enterprises, EUR (1 ¥
Manager™: admin Administrator (admin) | ¥
Account manager | Billing R
type™:

Effective from=: | 2019.10.10 [®
4] Cancel o' Submit

Assigh manager

Configure the required parameters. The field Account manager type (possible values - Account and
Billing) allows assigning two types of managers to a single account to handle two different processes. For
example, the account manager responsible for controlling and monitoring the credit limits and the billing
manager that handles payments and invoices.

Click # Submit to confirm or 44 Cancel to discard the settings.

NOTE: Users that are assigned as account managers receive browser notifications as well as emails
when their clients hit balance or credit limit thresholds. When clicking on such an alert, the
Carriers\Accounts page is opened filtered by the respective account ID.
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Administration

4.2 Custom parameter types
Check out the video tutorial on custom parameter types at the Alaris YouT hannel.

The Administration\Custom parameter types page allows creating custom parameters for the tab sheets
of the Carriers section: Carriers, Users, Accounts, Agreements, and Products.

The page has two panels. The left panel is a table of configured custom parameters; the right panel
contains the Add and Edit tabs.

Start page || gl Custom parameter types *

L)

= | ID Entity Parameter name Compiled JSON

e All (| Text mask
1003 Carrier carrier code type™ “numberfield”, "value""1"}
1002 Account Tax reference number {atype™"numberfield"}

Custom parameter types

& Add

Attention: All the changes done through this interface will
become visible in Carriers after the tab is
reopenead.

Enfity™: Account i

Parameter name™: Tax reference number

Field type: Number ¥

Default value: | |

Required field
Minimum value:

Minimum value:
Field width:
Compiled JSON: {Mstype™:"numberfield”}

Add tab

To create a parameter, enter the appropriate parameters in the fields detailed below. Fields marked with
an asterisk (*) are required.

o Entity: select the tab sheet in which the parameter will appear: Carrier, User, Account,
Agreement, Product, , SMS Channel, SMS POI,

e  Parameter name
e Field type. Possible values include:
- Text

- Number
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- Boolean
- Big text: field for entering multiple lines of text
- List of values
- Date
- Date & Time
e Default value:
e Required field: select the checkbox to make the field required

e Validating regular expression: the field appears if the Field type value is Text or Big text. Values
entered by the user that do not match the regular expression are rejected

e Field width:

e Compiled JSON: code in the JSON format (is entered automatically, maximum allowed length is
4,000 symbols)

Click # Submit 5 save the changes. The entry will appear in the Custom parameter types table.

The new field will appear in the Add/Edit panel and the tables of the Carriers section once the section is
reopened.

4.3 Email processing rules
Check out the video tutorial on email processing rules at the Alaris YouT hannel

The Administration\Email processing rules page serves to configure rules for recognition of incoming
emails that contain rate sheet files. The System analyzes the email parameters (address, subject, text,
attachment name etc.), identifies it as containing rate sheets and automatically imports the rate sheet file
(based on auto rate import rules configured at SMS\Rat to rate import/zsh.

NOTE: Data in this section is displayed only if the user has the appropriate permissions (View own
accounts only, View own contract companies etc.) Permissions are configured in
Administration\Users[ 9. Find out more about the feature in the Alaris YouTube video.

The page has three tabs: Email rules, Letters and Files. The Email rules tab has two panels: the list of
rules on the left and the Add, Edit and Simulation tabs on the right. The bottom of the Email rules tab

contains the button at the bottom that serves to export the rules table to a MS Excel file.
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Administration

Email rules Letters Files

¥ | ID Mail masks

-

10004 M

10005

10000 M

The Add tab is

e

from: *@coocoo.com

{ail from: *moi@alarnslabs com®*
il to: *rates@alarislabz.com*
fail zubject: *Wholesale*

from. *@nomoney.com
o *{@al.com

ect: *Premium®
*Premiun®

illustrated below.

Mail from mask™:

Mail to/CC/BCC mask:

Mail subject mask:
Mail text mask:
File name mask:

Interface™:

Carrier™:
Product™:

Rule description:

Owner notification:

Carrier notification:

Report recipients:

+ Rule enabled
Test rule
Resume processing

Add tab

File name mask Carrier
Text mask All
*rate* Boring Enterprizes
Ogorodnikov_Test
*rate® Barbie Dahl
Email rules
% Simulation
*@lotofcash.com
#@coucou.com
*LCR*
*A-Z price®
*_*
5MS rate import »
¥ Run auto import for attachments
b
hd
Wholesale A-Z rule
Yes W
Yes b4

¥ Alaris Labs
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To create a rule, enter the appropriate parameters in the fields detailed below. Fields marked with an
asterisk (*) are required.

Mail from mask, Mail to/CC/BCC mask, Mail subject mask, Mail text mask, File name mask:
define a mask (use an asterisk * or the percent symbol % as a wildcard) — at least one of the
mask fields must be configured

NOTE: It is possible to use the underscore symbol "_" in the file name if it is preceded by the backslash
symbol "\" (that is, the mask with the underscore symbol must contain the combination "\_").

Interface: select SMS rate import or Payments (for auto import of payments)
Run auto import for attachment. select to auto import attached files

Carrier

Product

Rule description: arbitrary comments

Owner notification, Carrier notification: select Yes if a copy of the message must be sent to the
System owner (account manager)/carrier respectively

Report recipients: supply comma- or semicolon-separated email addresses to which rate sheet
import reports will be sent

Rule enabled: select when the tests are complete to activate the rule

Test rule: select when testing the rule to prevent submitting it prematurely. The rule will only
operate in the simulation mode

NOTE: Both Rule enabled and Test rule must be selected to enable simulation.

Resume processing: select to process a single file multiple times and import the same file into
several products. If disabled, the System will select all rules that fit the email values and choose
the rule with the highest priority to perform auto rate import. If enabled, the next rule that fits will
also be used - in this way, auto rate import may be performed multiple times for one email

NOTE: The rule located higher in the list is considered to have higher priority (you can drag and drop
rules in the table to adjust rule priorities).

Click # Submit 5 save the changes. The entry will appear in the Email rules table.

To test the rule, select it in the table and open the Simulation tab.
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Mail from:

Mail to:

/7 Edit

Mail subject:

Mail text:

File name:
Interface:
Carrier:

Product:

Rule description:

¥ Alaris Labs
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CE?J Simulation
admin@lotofcash.com

prices@akton.com

LCR

SMS rate import

PocoDinero Enterprises
Wholesale {(undefined) - Vendor
Wholesale A-Z rule

Simulation

Enter the appropriate parameters and click *# Fun_ The rule details will appear on the Simulation panel
(highlighted in bold in the figure above) and the rule will appear in the Email rules table. Once the tests
are completed, go to the Edit tab and deselect the Test rule checkbox to activate the rule.

The Letters tab displays emails received by the System (the Recipient email address is configured by the
Alaris team during System installation).

Email nules || Letters || Files

=1 Delivered Sendsr

T —xZHEm -|ac
2047 2019.02.01 17:32:48 aci@acilm
2045 2019.02.01 17:31:38 ac@acii.m
2045 2019.02.01 17:30:21 aci@acilm
2044 2019.02.01 17:29:44 ac@aciiu
2048 2019.02.01 16:43:32 stiacii.n
2043 2019.02.01 16:38:14 at@acii.m
2049 2019.02.01 16:36:35 ac@acii.u

Page 1|of1 K? 200 | v rows

Sender: ac@acll.ru

Subject: Test2

Recipient: vasia.loh@inbox.ru

Carbon copy:

Blind carbon copy:

Attachments: rate_wholesale.csv

Subject Recipient Source

testd vasia loh@inbox.m download
Test2 vagia. loh@inbox.mu download
Rate Update vasia loh@inbox.m download
test vagia. loh@inbox.m download
Rate Update vasia.loh@inbox.ru download
Auto Import vasia loh@inbox.ru download
Rate Update vasia loh@inbox.ru downlead

@ Delete
Dear Partner,

See attached rate update from Deel.

Current notification DOES NOT COMPLETELY REPLACE all the rates yvou had before.
All codes and rates, which are not indicated in this price list remain the same.

Prefix is 11#

Please confirm the receipt.

Letters tab

The top part of the tab is a table of emails. Values in the Sender column are links. A click on the link
opens an email client, which allows easily sending a reply. The Source column contains a link that serves

to download the email.

The bottom area is divided into two sections - the left section shows the email properties and the right

displays the email text.
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NOTE: The maximum length of the Carbon copy and Blind carbon copy fields is 4,000 symbols. If the
fields are longer than allowed, during email import they will be trimmed to the last complete address.

The Files tab shows all imported rate sheet files (for both automatic and manual import).

Email rules || Letters || Files

Select file Message text
[ | Interface Carrier Product File name Date
T/ SMs rate imp | v | Al ~| Al v Dear Partner,
[[]  SMSrateimport  Ancient Communications Gold (EUR) - Client testxls 20180 $ee attached rate update from Deel
[F] | SMS rateimport  Amber Telezom - Gem LCR (USD) - Client 2018.C N .
Current notificanon DOES NOT COMPLETELY REPLACE all the rates you had before.
[T smsrateimport  ALARIS TEST LCR (USD) - Client mple-xls 20190 Al codes and rates, which are not indicated in this price list remain the same.
SMS rate import Belgian White Ltd. Premium (USD) - Viendor SMS samplexls 20181
]| SMSrateimport  AG_Vendor SMS | CP 1 (USD)- Vender 2018 Prefix is 112
[[] SMS rateimport  AC_Client SMS Type (USD) - Client 20181 Please confirm the receipt.
D SMS rate import PocoDinero Enterprises Premium SMS (EUR) - Vendor 20m8
[[] SMSrateimport  PocoDinero Enterprises Premium (USD) - Client xls 20181
[[] SMSrateimport  Brexit Telecom Premium (EUR) - Vendar 20180
[F] | SMS rate import Boring Enterprises Retail (USD) - Vendor 2018.
[F] | SMS rate import Alice Wondersystems Premium (EUR) - Vendor rate import vendor price list - premium xls 2018¢C
D SMS rate import ALARIS TEST Premium SMS (USD] - Client  fest import slsx 2018.C
] SMS rateimport  Kacey-vendor silver Enferprise (EUR) - Vendor 20180
] = SMS rate import Brexit Telecom Premium (EUR) - Viendor SMS sample xls 20180

Files page

The tab is divided into two panels. The left panel is the list of files. Click on the link in the File name
column to open the rate sheet file. The User name column shows the name of the System owner's user
who performed manual file import. The right panel shows the text of the email for the selected record

(can be toggled by clicking the i

controls:

button at the top right). The bottom of the tab contains the following

e M Delet= - removes the selected file from the Files tab and the interface to which it was
imported. Additionally, if the file was imported automatically, it is removed from the Letters tab
as well.

e Send to - serves to select the interface to which the file belongs. When the user changes the
interface, the file is removed from the previously selected interface and appears in the newly
selected one (for example, when changing SMS rate import to No interface, the file is removed

from the SMS rate import interface. Similarly, when changing the value from No interface to SMS

rate import, the file appears in the SMS rate import interface.

[=5)Find processing rule (available only for files that were received by email) - serves to find

suitable email processing rule. If no rule is found, an error message appears. If a rule is found,
its description/ID is displayed and the user is prompted to apply it. When applied, the file is
processed as if it was received by email based on an email processing rule (the interface,
partner and product are defined)

44 Outgoing email accounts
Check out the video tutorial on outgoing email accounts at the Alaris YouT hannel.
The Administration\Outgoing Email accounts page serves to configure accounts on behalf of which the

System owner sends emails to its partners. For example, it is possible to configure sending technical
and commercial emails from separate accounts.

The page has two panels. The left panel is a table of configured accounts; the right panel contains the
Add and Edit tabs.
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i Startpage | [} Outgoing email accounts *

ID Server type Accounts  Server IP Port EHLO cmd Secure conn. type Username Sender address

10025 Default smail alarislabs.com 801 ehlo smail.alarislabs.com TLS frw sa@alarislabs.com
10022 Default smail alarislabs.com 801 ehlo smail alarislabs.com TLS frw all+default TLS@ac11.ru

Outgoing email accounts table

The Add tab is illustrated below.

2 Add
Accounts: " Edit list
All accounts (=]

Server type™: Technical b
Server IP™: 127.0.0.3
Port™: 25
EHLO crmd:

I~ Use starttls
sername: support
Password: sssssssene

Sender address™: | support@supercash.com

From name: Supercash Technical Suppoer
Contract Alariskhbs Demo 3.4 =
company:

Add tab

To create an email account, enter the appropriate parameters in the fields detailed below. Fields marked
with an asterisk (*) are required.

e Accounts: click # EAtIEt o aqq partners that will receive emails from this account
e Server type: select the type of messages that will be sent from this address:
- Default: all kinds of e-mails
- Billing: invoices, balance and credit alarms
- Rates: rate updates and notifications on auto import and file receipt
- Technical- technical alerts (generated at Administration\Service notifications [32)
- Reports: reports generated by the Report builder
- Partner portal: messages related to the Alaris Campaign Portal[:s5 and Wholesale portal[+}
- Service notifications: sending service notifications (find out more in Alaris YouTube video)

e Server IP, Port. mail server parameters
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e EHLO cmd: EHLO value (see SMTP standard description rfc 5321)

e Secure conn type: select the encryption type (No encryption, TLS, SSL)

e Username, Password, Sender address, From name: specify the mail account details
e Reply to:

e (Contract company

Click # Submit to save the changes. The entry will appear in the Outgoing email accounts table. To

check if the account configurations are correct, click & =5t MalSETVET o4 the hottom of the page. The
System will try to connect to the mail server. The result will appear in a dialog box.

4.5 Report schedule

Check out the video tutorial on the report schedule at the Alaris YouTube channel.

The Administration\Report schedule page allows generation of a schedule for reports that are sent to a
multitude of recipients. The reports are based on one and the same template and schedule, but the
report data is personalized for each recipient.

The page has two panels. The left panel is a table of configured schedules; the right panel has the Add
and Edit tabs.

. Start page D Report schedule *

| ID Drescription Report Mail to (TC) Mail copy (CC) Mail hidden cop..
e Text mask All w || Text mask Text mask Text mask
1 Rate Export Schedule (SMS) Rate Export (3M3)

Table of configured schedules

Suppose the user needs to generate and send a report on rates to recipients on the 1st of every month at
8:00.
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Rate Export Schedule (SMS)

Rate Export (SMS) v
: B.3CC_Car_1d, %A
16 "not@alarislabs.com’ S*agr_defauli_rate_chg 4
11 from bas_agreement g
12 inner join bas_account a on (g.agr_acc_id = i
13 where g.agr_starti_date <= sysdate
14 and g.agr_end_date » sysdate
15| )}
16 on (acc_car_id = car_id)
1 where "pImailto” is not null
18 and product_type = 3
19 and product_direction = @ order by p.car_id
4 ]

#| Enable schedule
Cron format:
nes11,234,5:6,7.8.2910,11,12 *

Explzin:

Run at 00 minute;

at 08 Hour;

at 01 Day;

at January, February, March, April, May, June, July, August,
September, October, November, December.

Minutes:
e e [ e e e

00 01 020304050607 0809 10 11 12 13 14 15 16 17 18 19

20 21 22 23 24 25 26 27 2B 29 30 31 32 33 34 35 36 37 38 39

40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59

Hours:

00 010203040506 070809 1011

12 13 14 15 16 17 18 19 20 21 22 23

Days of month:

01 02 03 040506 07 08 09 10 11 12 13 14 15 16 17 18 19 20

21 22 23 24 25 26 27 28 29 30 31

Maonths:

Fe Mr Ao Ma In ]l Au S= Oc Mo De

Add tab

To create a schedule, enter the appropriate parameters in the fields detailed below. Fields marked with

an asterisk (*) are required.

e Description: name of the schedule

e Report: select the appropriate report from the list
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e SQL code: SQL query that will return a table of the report parameters for each recipient

NOTE: The query must contain all the binds used in the report (their bind names should be used as
column names) and it may contain additional execution parameters such as mail addresses and export
type. For assistance with the SQL code, contact the Alaris technical support team.

e Schedule: select the checkbox to configure the report schedule. It can be set in the cron format
or using the standard controls. For example, the figure above illustrates a report that is
generated at 8-00 on the first day of every month

Mail to (TO): account.manager@company.com
Mail capy (CC):

Mail hidden copy | COO@company.com
(BCC):

Attached file type: »

Add tab (continued)

e Mail to (TO), Mail copy (CC), Mail hidden copy (BCC): specify the email addresses to which all
the reports will be sent

e Attached file type

Click # Submit 5 save the changes. The entry will appear in the table of configured schedules.

) Add || & Edit

Description™: Rate Export Scheduls (SMS)

Report™*: Rate Export (SMS) R

Confract b

company:

S0L code: select "
p.product_id as "p_product_id|n", i
to_char(sysdate, “vywy.mm.dd hh2d:mi:ss
"pEmailto”

from bas_product_v p
left join
select distinct
@.acc_car_id,
'not@zlarislabs.com’ S*agr_default_rat -

from bas agreement e
]

Schedule: Enable schedule
Report fields: Field type Mame Bind name
All SMS products Product p_product_id
Date Actual date p_act_date
Edit tab

The Edit tab additionally contains the following elements and controls:

e Report fields: the table shows the binds that are used in the report. This table serves as
reference that helps the user create the SQL code.
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o pTestreport . seryes to verify the SQL code as well as its consistency with the report.

Schedule configuration example

Suppose the user needs to export currently active rates and send them to carriers at 8:00 on the 1st of
every month, each carrier receiving rates pertaining to them. Proceed as follows:

e Inthe Reportfield, select Rate Export (SMS)

e Inthe SQL code field, enter the following code:

select
p.product_id as "p_product_id|n",
to_char(sysdate, 'yyyy.mm.dd hh24:mi:ss') as "p_act_date|d",
"p$mailto"
from bas_product_v p
left join
(
select distinct
a.acc_car_id,
'not@alarislabs.com' /*agr default rate change email*/ as "p$mailto"
from bas_agreement g
inner join bas_account a on (g.agr_acc_id = a.acc_id)
where g.agr_start_date <= sysdate
and g.agr_end_date > sysdate
)
on (acc_car_id = car_id)
where "p$mailto" is not null
and product_type = 3

and product_direction = @ order by p.car_id

e Select the Enable schedule checkbox and set the schedule to 8:00 on the 1st of every month as
illustrated above.

e Configure the email fields as appropriate

e Click % Submit to save the changes
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At 8:00 on the 1st day of the next month the SQL query will be executed and will return a table in the
following format:

MAILTO P_PRODUCT_ID P_DIALCODE
info@abc.com 2311 *
info@ddde.net 2312 *

The report on active rates (Rate Export (SMS)) will be then generated and emailed to all recipients in the
MAILTO column, with the parameters set in the P_PRODUCT_ID and P_DIALCODE columns. A copy of
all emails will be sent to the addresses specified in the fields Mail to (TO), Mail copy (CC) and Mail
hidden copy (BCC).

4.6 Service notifications

The Administration\Service notifications page serves to generate and schedule emails to partners about
maintenance operations. The emails are sent to the addresses specified in Carriers\Agreements[+ (the
Default technical emails parameter).

The page has two panels. The left panel is a table of scheduled notifications; the right panel contains the
Add and Edit tabs.

Jp Start page || [y Service notifications '#
|:| * | Contract company Mail list type Diate Status Subject
se| | Al | Al b —mEXgm = [ All > || Text mask
[l All Technical 2016.03.12 16:15:00 Failed alarmobot wow
[l All Technical 2016.03.13 15:00:00 Successful hello yes this is alarim
[l All Technical 2016.03.12 01:00:00 Expired late alarm
[l All Technical 2016.03.12 16:26:00 Successiul AR, stahp it!
[l All Invoice email 2017.08.25 09:40:00 Successiul INVOICEICH
[l All Technical 2017.08.25 09:40:00 Successiul TechAlarm
[F All Account alert 2017.08.25 09:40:00 Successiul Account alert please check

Service notifications table

The Add tab is illustrated below.
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&2 Add

Confract ACQ Lid Ed
company™:

Mail list type™: Technical R
Outgoing miail Technical R
SErver:

Date™: 2019.04.05 [3 00:00:00 |¥
Subject™: System update

Text™:

v||B 7 U|A A | A- W

Dear Partner,
Update procedures are scheduled on 20 October from 1 tll
3 am.

Sincerely,
The ACQ support team

Attachment: Browse. ..

Add tab

The Add tab contains the following parameters:

Contract company

Mail list type: type of communication. The following values are available:

e Technical

e Account alert

e Rate change notification

e Invoice email

Outgoing mail server: mail server configured in Administration\Outgoing email accounts |28
Date: the date and time of the email dispatch to partners

Subject, Text. the subject and text of the message

Attachment: click 5@**¢-/ to upload a file

Click to # Submit to save the changes.
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The Administration\System jobs page contains general information about standard processes running in
the database. The page is intended for the Alaris support team.

& Jobname Comments Repeat interval
A BAS_APPLY_PENDING_DC_JOB This job applies pending dial codes

".‘ BAS_CHECK_EXPIRE_PASSWORD  This procedure check expire password for user account.

A BAS_CUR_UPDATE This job updates currency rates

A BAS_ETC_REF_SCO_CARR This procedure refresh scoring carriers

A BAS_IMP_DISP Auto import job dispatcher

".‘ BAS_SEND_NOTIFICATIONS This job sends scheduled notifications

A BAS_WIPE_PERSONAL_DATA This job wipes personal data by EU GDPR law

A DOC_SEND_MESSAGES This send email messages to users

A FIN_CHECK_CREDIT_USAGE This procedure checks credit limit usage and send appropriate alerts
".‘ FIN_HOURLY_ROUTINES This job performs financial hourly routines

48 System settings

System jobs

freq=hourly;byminute=0;bysecond=1
freq=daily;byhour=0;byminute=10
freq=hourly;byminute=1;bysecond=0
freq=hourly;byminute=1;bysecond=0
freq=minutely;bysecond=50
freq=hourly;byminute=0,10,20,30,40...
freq=daily;byhour=2;byminute=30
freq=hourly;byminute=1;bysecond=20
freq=hourly;byminute=1,6,11,16,212...

freq=hourly;byminute=25;bysecond=0

State

SCHEDULED
SCHEDULED
SCHEDULED
SCHEDULED
SCHEDULED
SCHEDULED
SCHEDULED
SCHEDULED
SCHEDULED
SCHEDULED

Last start date
2019.08.22 10:00:0
2019.08.22 00:10:4..
2019.08.22 10:01:0..
2019.08.22 10:01:0
2019.08.22 10:10:5
2019.08.22 10:10:4..
2019.08.22 02:30:4..
2019.08.22 10:01:2..
2019.08.22 10:11:0.
2019.08.22 09:25.0..

The Administration\System settings menu allows administration of all the main System parameters.
Most of them can only be configured by the Alaris support team and must not be edited by the user to
prevent the System breakdown. The sections below describe the parameters that can be configured by

the System owner.

L)

Start page .;,_f' System settings =

& Active calls

&

Common

DID inventory
Data import
Financial module
Monitoring
Partner portal
Rate module
Replication

Routing module

System settings

The bottom of the page contains the filter that allows searching for any parameter in the System settings.

Parameter:

Filter

%
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Common
= Common

Active event list

Add report info to file header (0 - no, 1 - yes). By defauli -1 1

Allowed ORA error codes for report execution ORA-053102
Allowed time-zone fraction types (times 15, 20 or 60 minu... &0
Automatic notification expiry period (hours) 3

Balance notifier url pattemn null
Common settings

Add report info to file header (0 - no, 1 - yes). By default - 1. if set to 0, export results (in any
format) will not contain the report header (report name + parameters with which the report was
launched)

Allowed ORA error codes for report execution: serves to indicate a list of errors that trigger the
System to resend a report. For example, ORA-08703, ORA-06512. If set to ORA, all ORA errors will
result in report resending. If generation of a scheduled report is interrupted with an error set in this
parameter for four times in a row (note that the value cannot be changed), the Is recurrent (Reports
interface) checkbox or Enable schedule checkbox (Administration\Report schedule| 28 interface) is
disabled. The interval in which a report is be re-sent is set in the parameter Period between report
execution attempts in case of ORA errors (in min.). Note that reports saved under the Default preset
will not be re-sent even if the respective error is specified in the parameter. Also the parameter affects
Export to Excel/Export to CSV buttons - if a report cannot cannot be generated and exported, the
task will automatically restart. See also the Alaris YouTube video

Allowed time-zone fraction types (times 15, 30 or 60 minutes). used in cases when partners have
time zones with irregular time offsets. For example, to include the Iran timezone (UTC + 3.5) set
this parameter to 30, so that the statistics and invoicing are calculated correctly. Note that the
parameter change will affect only new data - to apply it to the old data recalculation of financial cubes
is required (performed by the Alaris technical support team).

NOTE: The parameter only impacts statistics used for invoice generation and the invoice timezone.

Automatic notification expiry period (hours): fractional values are allowed; in case tasks created
in service notifications interface have date of schedule earlier than current time - the parameter
value, they will be considered expired and will not be sent. for example, if the current date and
time is 01/01/2019 10:40 and the parameter is set to 3.5, all notifications created with date earlier
than 01/01/2019 07:10 will have status: expired (once the system job bas_send_natifications is
executed), otherwise the status will be scheduled

Balance notifier url pattern. the link the System uses to send balance check notifications, for
example: https: m rl? id=9 idY heck=9 heck? mount=%amount%,
where:

o some_urlis a URL to the external service

o acc_id-account ID

o dcheck - time of balance change

o amount - balance amount

Block traffic exceeding license (1 - yes, 0 - no): if the value is 1, the System blocks traffic when
the monthly licensed volume is exceeded. The parameter can be changed only by the Alaris
technical support team
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Build number: the current version number with the software revision number

Critical threshold for running processes per core: number of processes per core which is
considered critical for System operation. The default value is 2. If the user tries to launch a new
task while the current load is greater than the parameter value, a warning appears (System
overload detected. Running resource-consuming tasks is prohibited until the load average is
lower), and the task is canceled. Note that only tasks created by users are taken into account
(EDR recalculation, export of EDRs - from the Wholesale portal, Analytics and EDR export
interfaces, export of rates and their generation, report sending and export)

Currency update source (possible values - ECB, LCB, BNR, NBU, NBRB, null - disabled) - the
bank that provides the currency update. Possible values are:

- ECB - European Central Bank

- LCB - Lithuania Central Bank

- BNR - National Bank of Romania

- NBU - National Bank of Ukraine

- NBRB - National Bank of the Republic of Belarus

Current user ID: ID of the user logged in the System
Current user ID: 1D of the user logged in the System
Current user login name: login of the user logged in the System

Database connection TNS alias (for dgmgrl): TNS alias for dgmgrl (Oracle Dataguard manager) in
order to show the database info in Start\Database info

Default CSV delimiter: allows setting a System-wide delimiter used in CSV files. Possible values are:
semicolon, comma, comma with a space after it, pipe (', ",', '|'). Applicable to the wholesale portal as
well. (Learn more in the Alaris YouTube video)

Default document handler (supported values: embedded_apach_poi, docprocessor): type of MS
Excel exporter. Normally, embedded_apach_poi is used (the export result will have an extension
specified in the Default spreadsheet extension parameter). In case of any problems with export,
use docprocessor

NOTE: The setting is applied only to export operations for which no regular template can be assigned

(Administration\Template manager[79) - for example, reports and EDR export.

Default format: date: default Oracle date format used for replacement of invoice date markers (for
example [InvoicePeriod], [InvoiceSysPeriod]) and other date markers (where no time is specified) in
template letters - for example, [ExpireDate] for Password expire letter

Default format: date (document export, Java): default Java date format to be used in export results in
MS Excel format

Default format: date (period): default date format (without specific time) for periods used in the
financial module (for example, for specification of invoice start/end dates)

Default format: date (period) in words: default date format for periods used in the financial module
(for example, for markers [InvoicePeriodInWords], [InvoiceSysPeriodinWords] etc)

Default format: date NLS: default date NLS (national support language) format
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e Default format: date in words: default date format for periods used in the financial module (for
example, for markers [InvoiceDueDateln\Words], [InvoiceRegDatelnWords] etc)

e Default format: datetime: default Oracle date time format used for replacing markers (for example,
[IssueDate] for SMS rate export or [CurrentDate] for balance/credit alarms)

e Default format: datetime (document export, Java): default Java date time format to be used in export
results in MS Excel format

e Default format: datetime (period): default date format (with time) for periods used in the financial
module (for example, for specification of invoice start/end dates)

o Default format: datetime (period) in words: default date format (with time) for periods used in the
financial module (for example, for markers [InvoicePeriodInWords], [InvoiceSysPeriodInWords] etc)

e Default format: datetime in words: default date format (with time) for periods used in the financial
module (for example, for markers [InvoiceDueDatelnWords], [InvoiceRegDatelnWords] etc

e Default format: numeric (fractional): default format for fractional numbers to show traffic volume (in
minutes) in invoice files

e Default format: numeric (integer): default format for integer numbers to show the number of
messages in invoice files

o Default format: numeric (monetary): default monetary format to show the invoice amount in invoice
files

e Default format: numeric (NLS): default numeric NLS format which is used for invoice markers to
show the invoice amount/balance

o Default parallelism degree for heavy queries: level of parallelism (integer number of simultaneously
executed tasks) for EDR export. In case of low server capacity the recommended value is 1. The
parameter also regulates performance of the DID management interface load and can come handy
when the interface contains a lot of data

e Default spreadsheet extension (supported values: xIs, xIsx): the default format of all exported
spreadsheets

e Default System language: default System language for new users (can be changed in the login
window next to the Enter button).

e Download directory: directory (default value is /var/www/html/invoice/files/) to which the database
exports generated files (invoices, simulation logs, export tasks, rates). The parameter can be edited by
the Alaris technical support team. Note that the web file server hostname is defined in the Web-server
hostname/IP parameter

e Email limit per minute (null - unlimited): number of emails that can be sent within a minute. The
parameter is intended to limit the email flow in order not to overload the mail server. Note that the
threshold value is not global and the transaction speed is calculated for each mail server separately

e Enable NANP jurisdiction features (0 - no, 1 - yes): toggles on/off the NANP (North American
Numbering Plan) jurisdiction layers in the Analytics interface (once the setting is changed, relogin is
required)

e Enable SNMP metrics gathering (O - disable, 1 - enable): enabled by default (value 1). When
enabled, server metrics are collected to display the CPU usage, RAM usage and Running CPU per
core charts on the Start page.
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e Enable extra secure mode (1 - enable, 0 - disable): serves to enhance the security policy when
resetting the user password in the following interfaces:

o Main System interface when clicking the Forgot password? button

o Alaris Campaign Portal interface when clicking the Forgot password? button
o Wholesale portal interface when clicking the Forgot password? button

o REST API method used to reset the password

If the parameter is disabled, and the System fails to find the user by its name or email, the
following error message will appear: "User with such email or name not found". If the parameter
is enabled, the user will not be able to see full details of an error (of the type "ORA-"). Instead, a
general error will be displayed, with the following description: "Internal error. Please contact the
System administrator."

Additionally, when the parameter is enabled, the menu item Start\Database info is hidden, and
escaping of special characters is performed (for example, of the symbol "-" for negative figures) to
prevent CSV injections during data export.

e Enable full trace for REST API requests (0 - no, 1 - yes): if setto 1, tracing for REST API requests
is enabled. The requests are written to /var/log/invoice/restman.log that is located on the web file
server. Note that enabling of the setting may lead to increased disk space consumption

e Enable overall email delivery in the System (1 - enable, 0 - disable): defines whether the System
will send emails (such as invoices, notifications, alarms etc.)

e Enable synchronization to redis DB (1 - enable, 0 - disable): defines whether Alaris Campaign Portal
module is synchronized with the database. The recommended value is 1. If set to 0, the module will
not receive updates - for example, if a client buys a pack, it will not be possible to send messages
using it

e Excel column width settings: the width of columns in spreadsheets exported to MS Excel.
Possible values are: WT - width from template (Administration\Template managerl%"l), E-
external - width as set in the column settings of the original table in the System, /- internal — use
the intrinsic width limit (present in invoices and traffic details)

e First day of the week (0 - Sunday, 1 - Monday): defines the day on which the week starts. This
parameter works only for the calendar and does not affect invoices

e fFont applied to excel files (0 - internal default, 1 - default file formatting). defines what font to use
in MS Excel files generated by the System. Select 0 to use the default System font or 1 to use the
font configured in appropriate templates (the System takes the font of the top first cell of the
document)

e Invoice detail Excel password (not used if empty): if any value is set, MS Excel files with invoice
details will be password-protected and can be edited only when the password set in the field is
provided. If the parameter is left empty (null), invoice detail files will remain editable. See also the
Alaris YouTube video

e [eft authorization attempts count. the maximum number of authorization attempts with a
temporary password (also see the parameter Temporary password logins allowed below)

e License expiry date: date and time when the license becomes obsolete obsolete (the main web
interface will not be accessible). To prolong it, contact the account manager

e License expiry date (System): the date of the last check of the license validity
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e Licensed number of sms messages per month: allowed number of messages within one month. If the
value is reached, an alert is sent to the account manager

e [Licensed number of swap deals: allowed number of swap deals. Once exceeded, swap deals cannot
be created. To increase the value, contact the account manager

e [List of forbidden characters for names: list of characters that are not allowed in the main System
web interface, Wholesale portal and Campaign Portal in the fields Company name (Carriers /o
interface), First name, Middle name, Last name and Position (the Administration\Users[9H
interface). The default value is <>V/'"

e | og store period, days: the period to store the logs of different components (Carriers, Products
and routing rules).

NOTE: The logs contain details of every change in System tables as well as the author of the changes.
This allows investigating any incident (System breakdown, errors, malicious attacks etc.). However, logs
take disk space and impact the DB size. Therefore, prior to modifying this parameter consult the Alaris
support team

e Login link: link to login to the main web interface

e Logins of users to be protected:. list of user logins (comma-separated) which cannot be modified or
deleted from the System. In case of attempt of change\removal such users, a warning appears. Note
that if someone tries to delete a carrier under which the protected user has been created with the help
of the Delete this carrier and all child components button (Carriers interface), the warning message
will be shown as well

e Max duration of report tasks (min): maximum duration of the report execution process. If the value is
exceeded, the task is aborted. The default value is 60

e Max numbers of rows to export in CSV/Excel (null - without limit): number of rows exported into
a file. When the limit is met, export is halted with a respective error. The default value is 500000

e Max unzipped file for recurrent reports (mb): maximum file size (in megabytes) of a recurrent report.
Once the value is reached, the report is archived (in zip format)

e Maximum allowed System job duration, hours: maximum allowed System job duration in hours. If a
task is being executed longer than specified, it will be aborted. The default value is 24

e Maximum record count in REST API responses: maximum record count (integer) which can be
returned in REST API responses (note that the limit for EDR export from the Wholesale portal and
Alaris Campaign Portal can be set in the EDR export record count limit parameter). The default value
is 10000. Note that an increase of the value may affect the System performance since generated files
take space on the server

e  Maximum search time for regexp in string: maximum time in seconds which is spent to compile
the inserted regular expression in the Translation rules interface (SMS\Routing\Translation
rules[=2) in the following fields: Sender ID pattern, Dest. number pattern, Text pattern. The
parameter is intended to find out whether the regular expression may affect operation of the
routing module. If the time is exceeded, a warning will be given to the user. The default value is
20 seconds. To change the value, contact the Alaris technical support team

e Min percent of free space in tablespaces: the minimum percent of free space in tablespaces. Once
reached, new datafiles are added to tablespaces automatically.

NOTE: The threshold set in the System parameter Minimum amount of free space in tablespace,
megabytes must be met as well for the file to be added.
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Minimum amount of free space in tablespace, megabytes: the minimum percent of free space in
tablespaces. Once reached, new datafiles are added to tablespaces automatically. Note that the
threshold set in the System parameter Min percent of free space in tablespaces must be met as
well for the file to be added

Password expiry date: password expiry date of the current user (can be also checked in
Administration\Users[ 9% >> Expiry date)

Period between report execution attempts in case of ORA errors (in min.): serves to set the timeout
between report run and send attempts after receiving an error specified in the parameter Allowed
ORA error codes for report execution. Note that the time is increased exponentially - for example, if
set to 3, an attempt to resend the report will occur in 3 (3M), 9 (372), 27 (3"3) minutes (in case every
previous attempt fails)

Rate change log, days: storage period for the rate change logs in the System

Rate import analysis keep period, days: number of days (integer) during which the results of
analysis (rate import tasks launched in Mode: Analysis) are stored in the System (available tasks can
be checked on the bottom grid of the Rate import interface by clicking on the view hyperlink). The
default value is 7. Tasks created older than 7 days from the current date cannot be reviewed. If the
parameter is set to O, it will be possible to check only one last task (once a new one is created all
other tasks will become unavailable)

Rate import analysis user decision timeout, minutes: timeout in minutes, the default value is 60. In
case a user imported rates in the Choice mode and has not confirmed the changes, the task will be in
the waiting state within the set value. Once the value is reached, the task will be canceled
automatically

Rate import files retention period, days: number of days (integer) during which rate import tasks
(Rate import interface) and files of auto rate import (Administration\Email processing rules[23) >>
Files) are stored to be shown in the System

Rate snippet max number of rows: controls the number of rows that can be displayed in the
[RateSnippet] marker (which serves to list the rates in the rate export email body). See also the Alaris
YouTube video

Running processes per CPU threshold: maximum number of processes per core. Used for internal
calculation of the possibility to launch simultaneous processes (for example, analytical cube
calculation). Fractional values are allowed. The number of concurrent tasks is calculated as the
parameter value*number of cores on the active database

SMS license exceeded. if set to 1, SMS traffic will be rejected in case of exceeding the allowed
monthly volume and in case the System setting Block traffic exceeding license is set to 1 as well. The
parameter can be modified only by the Alaris technical support team

SMS module enabled (1 - enabled, 0 - disabled): flag showing if SMS interfaces are available for
use. The parameter can be modified by the Alaris technical support team

Send rate change notifications as blind copy: allowed values are 0 (do not send the notifications as
BCC) and 1 (send the notifications as BCC). If set to 0, rate change notifications will be sent to
addresses as specified in Default rate change emails (Carriers\Agreements| ™ interface) as CC,
otherwise - as BCC. If the send to partner emails checkbox is selected for rate export tasks, rate
changes are sent to the account manager’s email address (in CC or BBC depending on the setting)
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e Server time offset from GMT: self-updating parameter that shows the offset of the server timezone
from the GMT timezone. For example, if the server timezone is GMT+1, the parameter will be shown
as 1. The value is automatically changed for daylight saving timezones

e Server timezone name:; name of the main platform timezone. It also serves as the default value in
some interfaces - for example, In/Out time zone parameters (Carriers\Agreements|:1 interface) while
creating an agreement or the Timezone field while importing the rates (Rate import interface)

e Show start page watermark: possible values are 0 (do not show the watermark) and 1 (show the
watermark) on the Start page. To change the parameter, contact your account manager

e Support email: email address of the Alaris support team that some System notification and
alarms are sent to

e Swap deal expiry date: license expiration date on the swap management module (see Swap
Deals | ¢t)

e Switch Redis DB hostname: connection address used by the SMS switch to access Redis. Must not
be changed

e Switch Redis DB password: password to be used for connection to Redis by the SMS switch. Must
not be changed

e Switch Redis DB port: port required for the SMS switch connection to Redis. Must not be changed

e System currency code: code of the System currency, also shown in Reference books\Currency
exchange rates[+N. The value can be changed by the Alaris technical support team. Note that restart
of the routing module is required to apply the change correctly. Also, exchange rates between the new
System currency and the account currencies must be added in Reference books\Currency exchange
rates[+7

e System date format: information field to show which date format (without time) will be used in the
System (the format affects dates in exported files except for rate export or financial data; additionally
the format is applied to graphics on the Start page). Cannot not be changed

e System date/time format: information field to show which date format (with time) will be used in the
System (the format affects dates in exported files except for rate export or financial data; additionally
the format is applied to graphics on the Start page). Cannot not be changed

e System debug mode (true or false): specifies whether the debug mode is enabled in the System
(true) or not (false). If set to true, additional information will be shown in the System log
(Administration) report. The parameter is intended for troubleshooting purposes

e System name: the System name that is used in header of the web browser. Note that the header is
compiled from values specified in the System owner name and System name parameters

e Temporary password logins allowed: the number of allowed login attempts with a temporary
password

NOTE: A temporary password is assigned to the user if the regular password was not changed in due
time and expired. The user can log in the System with the temporary password and change it to a
regular one. If the user fails to create a new regular password and uses up the number of logins
specified in this parameter, the access to the System is blocked. The password can be changed at
Start\User settings
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Temporary password valid period (days). defines the period of the temporary password
expiration. If the period has expired or the number of allowed logins is reached (see above), the
password becomes invalid

Time full format: information field to show which full time format (default one) will be used in the
System. Must not be changed

Time short format: information field to show which short time format will be used in the System (in
case the control structure |SD is added - for example, to a rate export column: Effective {ill|SD). Must
not be changed

Ul dispatcher IP: IP address of a server where the web module is installed in order to send update
events from database. If the database and web interface are installed on the same server, the
parameter must be set to 127.0.0.1. Several IP addresses (comma-separated) are allowed

Ul dispatcher port. port through which update events are sent from the database to the web interface.
Several ports (comma-separated) are allowed. The default value is 5000

Warning threshold for running processes per core: allowed number of processes per core. The
default value is 1.5. In case the current load is greater than the value but lower than Critical threshold
for running processes per core, a corresponding message will appear once the user launches a task
(Current average load is higher than the threshold and proceeding with the action may overload the
System as well as the task will take more time than usual). Note that only tasks (EDR recalculation,
export of EDR - from the Wholesale portal, Analytics and EDR export interfaces, export of rates
and their generation, report sending and export) created by users are taken into account

Web-server hostname/IP: web server on which the web interface is installed. Must not be
changed by the user

Campaign Portal module enabled (1 - enabled, 0 - disabled): the parameter serves for enabling
Alaris Campaign Portal functionality in the System. Can be modified by the Alaris technical support
team

4.8.2 DID inventory

=l DID inventory

Batch format YYYY-IMM-DD | HH24:MI

Default aging pericd (days) 0

Last DID checkpoint

List of TFN prefixes 1800,1888 1877, 1866,1855 1844 1833,18..
List of products to check margin in the routing 17709

Use DID/TEN management 1

DID inventory

Batch format. serves to generate the name of the batch (group of DID/TFN numbers)
automatically if the Batch field is not specified during creation of a record (DID management]seb).
Markers can be used as well - for example, YYYY-MM-DD HH24:MM:SS

Default aging period (days): the number of days that must pass before the status of the number
is set from Aging to Available. Integer values are allowed. If set to 0 when a record is deassigned, it
immediately becomes Available. If set to null the default value (30 days) is used. Value changes
affect the existing aging records - depending on the increase or decrease of the parameter, the aging
period is extended or shortened
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Last DID checkpoint. date of the last DID checkpoint (serves for generation of charges)

List of TFN prefixes: the parameter sets the list of toll-free number (TFN) prefixes. Numbers with
these prefixes are considered toll-free numbers.

List of products to check margin in the routing: list of products for which margin will be checked
during routing. If set to null, the margin for termination of DID/TFN SMS will not be calculated. If a
vendor product ID is set, the margin will be checked for SMS termination to the vendor product (for
both cases DID and TFN margin is calculated as vendor rate - client rate). If the margin is negative,
the SMS will be blocked

Use DID/TFN management. consider DID/TFN numbers in billing and routing (possible values are
0 - disabled and 1 - enabled). If the functionality is enabled, the routing module performs the following
steps:

o client authorization

o check if the B-number is in the list of assigned numbers (DID management! = interface)

o if the number is in the list and its type is DID, the rate search logic is B-number longest match
o if the number is in the list and its type is TFN, the rate search logic is A-number longest match

o if the vendor product (to which the number is assigned) is in the List of products to check margin
in the routing, the margin is calculated. If it is positive or the product is not in the list, the SMS is
terminated to the vendor without any further search of vendor products. If the product is in the list
and the margin is negative, the SMS is blocked

o if the number is not in the list, the routing takes place as usual (search of vendor rates, search of
suitable vendors in accordance with routing rules etc)

Data import
= Data import
Auto rate import parallel sessions 2
Auto rate import script config file null
Default interface for email felched files (0 - voice, 1 -sms,... 2
Email for aute rate import and mail client aleris null
Ignore emailz clder than M hours 0

Data import

Auto rate import parallel sessions: serves to limit the number of simultaneous auto import tasks. The
parameter is intended to prevent the System load in case a large amount of emails have been
received. Files are processed in the order of their arrival; auto import tasks for the same product will
not be launched in parallel. If the parameter is left blank, the allowed number of simultaneous tasks is
calculated automatically. See also the Alaris YouTube video

Default interface for email fetched files (payments, voice, sms, undefined, no interface): the
System interface (SMS\Rates\Rate import[2sh or Finance\Payments|[s%) to which the System sends
files received for rate import/payments if no rules are found for the email in Administration\Email
processing rules [22), If set to no interface, the received files without any suitable rules are shown in
the Files tab of Email processing rules only

Email for auto rate import and mail client alerts: email addresses (comma-separated) to send
notifications in regard to auto rate import tasks (for example, if an email processing rule was not found
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or critical errors are found in the file). If set to null, alerts are not sent (additionally the list of
recipients can be set in Administration\Email processing rules[221 and SMS\Rates\Auto rate
import[ 2 interfaces)

e Ignore emails older than N hours: defines how far in the past the fetchmail service will look for
unprocessed emails when getting new ones imported. This parameter allows the System to
ignore cases when an old email is put into the “unread” folder (for IMAP protocol) or when the
email server itself has a problem and does not mark older emails as processed (for POP3
protocol). Fractions of an hour can be used (for example, 0.5 will allow importing mail that is less
than 30 minutes old). If set to 0 or null, all emails are processed

4.8.4 General data protection regulation

= General Data Protection Regulation

lgnore message texts for customer channels null
Wipe SMS contents after, days 50
Wipe personal data after, days of inactivity 30

General data protection regulation

e Ignore message texts for customer channels: the parameter serves to specify the list of client channels for
which no text EDRs will be written. It means that the text of messages received from these channels will not
be saved to the System

o Wipe SMS contents after, days: number of days (positive integer) after which SMS texts will be wiped.
The default value is 0 (the functionality is disabled). In case the functionality is enabled, the System job
will be launched every day and texts of messages with timestamps older than the specified value will
be removed

o Wipe personal data after, days of inactivity: number of days (positive integer) after which all personal
user data will be wiped. The default value is 0 (the functionality is disabled). In case of enabled
functionality, the data is wiped based on a job which is launched once a day. Suppose the parameter
is set to 50 days. Once the job is launched, the following data will be replaced by the Info wiped by EU
GDPR law record:

o contact emails (Default invoice emails, Default rate change emails, Default technical emails, Account
alert emails) from Carriers\Agreements [+ for all agreements that were closed more than 50 days
ago (End date field)

o First name, Last name, Email fields from the Contacts section (except for Zip code) from
Administration\Users[ 9} in case the user’s carrier has no active agreements and all past agreements
were closed more than 50 days ago. See also the Alaris YouTube video
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4.8.5 Financial module

= Financial module

Add taxes to manual charges (0 - no, 1 - yes) 0
Balance alarm threshold #1 100
Balance alarm threshold #2 50
Balance alarm threshold #3 20
Balance alarm threshold #4 0
Balance alarm threshold #5 null
Balance status reset threshold 10
Calculate charge detail amount as volume *rate (0-no,1... 0
Charge detail rounding digits (client leg) 2
Charge detail rounding digits (vendor leg) 2
Charge detail rounding function (client leg): 0 - floor, 1 -ro... 1
Charge detail rounding function (vendor leg): 0 - floor, 1-... 1
Credit alarm threshold #1, % 70
Credit alarm threshold #2, % a0
Credit alarm threshold #3, % a0
Credit alarm threshold #4 . % 100
Credit alarm threshold #5, % null

Credit and balance alarms default email (null - do not use it) null

Financial module

Add taxes to manual charges (0 - no, 1 - yes). when enabled, the tax rate set in

Carriers\Agreements |1 is added to manually created charges

Balance alarm threshold: defines the minimum amounts (fractional values are allowed) of the client
account balance (in the account currency) to trigger an alarm (five thresholds are available; just one
threshold may be specified but in this case it must be Balance alarm threshold #1). Balance alarms
are sent in case of prepaid clients (the In credit option is set to 0 in the agreement). Additionally, the
account’s option Send balance alerts must be enabled. For clients with non-zero credit limit the
System setting Send balance alerts for accounts with non zero credit limit (0 - no, 1 - yes) must also
be enabled to receive balance alerts. The setting is System-wide; it is also possible to set the
thresholds on the account level. Alerts are sent to the user’s email address (if the option Send alarms
is enabled) specified in the Account alert emails field in Carriers\Agreements[+h. If the parameters
are set to null, balance alerts will be sent only in case the thresholds are configured on the account
level

Balance status reset threshold.: integer value (balance amount, in account currency) that defines a
window when balance alerts are not sent. It can be handy when the client’s balance is changed
constantly. For example, the current balance is 1,000, the reset threshold is set to 20 and the balance
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threshold is set to 950. Once the balance is lower than 950, the alert will be sent out. In case the
balance fluctuates (for example, becomes 960 and then again becomes lower than 950), the alerts will
not be sent - they will be sent out again when the reset threshold is reached (for this example the reset
threshold is 970 (950+20) - so once the balance reaches 970 and is lower than 950 again, the alert is
sent out)

Charge detail rounding digits (client/vendor leg): number of decimal places (integer value) in charge
detail amount for client/vendor side correspondingly

Charge detail rounding function (client/vendor leg). defines the rounding method of the charge
amount — downward (floor), mathematical rounding (round) or upward (ceil)

Credit alarm threshold #1-#5, %: defines the minimum amount of the credit provided to a partner
(configured in the In/Out credit field on the Carriers\[+NAgreements[+™) to trigger an alarm (five
thresholds are available; just one threshold may be specified but in this case it must be Credit alarm
threshold #1). If the parameters are set to null, the credit alerts will be sent only in case the thresholds
are configured on the account level. Alerts for the client side are sent to the user’s email address (in
case the option Send alarms is enabled), Account alert emails specified in the agreement, email
addresses set in the Credit and balance alarms default email, and the email address of the account
manager (if the System parameter Send credit and balance alarms to account manager is set to 1).
Alerts for the vendor side are sent only to the account manager’s email and to the Credit and balance
alarms default email if specified.

Credit and balance alarms default email (null - do not use it): list of email addresses (comma-
separated) that receive balance and credit alerts for all accounts that have the Send balance alerts
flag checked

Credit status reset threshold, %: defines the minimum amount of balance for credit alarms to be
triggered again (it is done to prevent numerous alarms when the client balance is fluctuating
around the limit because of bilateral traffic, increasing a bit above the disconnection point and
then dropping below the limit again). Example: suppose the Credit alarm threshold is set to 70%,
the Credit status reset threshold is 5%, and the credit usage fluctuates between 69% and 71%.
For the alert to be sent again, the credit usage must first drop to at least 65 percent and then rise
to 70 percent

Credit status reset threshold: same as Credit status reset threshold, %, but measured in the
System currency instead of percentage

Cross-monthly invoice splitting (O - no, 1 - yes): defines whether invoices with the billing period
covering the joint between two months must be split in two separate invoices (for example, when a
partner’s billing period is set to Weekly). Additional configuration can be done on the agreement level.
If the agreement’s option Cross-monthly invoice splitting is set to Default, the value from the System
settings is used

Current invoice number. defines the index number of the next automatically generated invoice
(increases automatically with every invoice generated by the System, i.e. does not count
manually created documents). This parameter is used in generation of the invoice reference
number. The parameter’s value is editable (e.g. to start invoice enumeration from the beginning
set the parameter to 1)

Default charge grouping mode (1 - separate invoices for client and vendor side; 2 - separate
invoices for each product; 3 - separate charges within 1 invoice): defines how invoices are
grouped if the Autovalue flag is checked in the Carriers\Products[+% Add or Edit tab. Possible
values include:
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- 1 - separate invoices for client and vendor side: traffic details for all products are grouped
in one invoice for each traffic direction (client or vendor)

- 2 - separate invoices for each product. a separate charge and a separate invoice are
issued for each product

- 3 - separate charges within one invoice: a single invoice contains several traffic detail files,
one for each charge

Default detail comparison match percentage: default value (in percent) which defines the
similarity coefficient between System charges and partner charges. The value will be set
automatically to the Similarity field (Finance\Charges[+H >> Show partner details >> Compare)
and can be changed every time

Email address list to CC finance-related emails: defines the additional email addresses for invoice
delivery; several comma separated addresses can be specified. The same setting (as well as
Email address list to BCC finance-related emails) can be specified in Reference books\Contract

companies| s for each contract company individually

Finance first (second, third) currency: text string that defines additional currencies in which
invoices and charges can be calculated (normally they are displayed in the account currency).
Examples: USD, EUR etc. The default value is null. The parameters are used for calculation of
financial cubes in different currencies with the use of invoice markers[77 (for example,
[EstimatedAmountin<currency_code>]). Note that the conversion will take place as of the date
specified in the System parameter Invoice currency rate date in case the System parameter
Invoice estimated amount currency conversion method is set to 2 (otherwise it will be calculated
on a daily basis). The default value for the first currency is the System currency (cannot be
changed from the web interface and cannot be set to null). The default value for the second/third
currency is null.

NOTE: After you configure the currencies in Finance first (second, third) currency, perform EDR rerating
(see SMS\EDR management\EDR Rerating|2:¥) and invoice recalculation (see Finance\lnvoices\Editing
invoices[ ) for the appropriate period, otherwise all amounts in the Charges table will be zero. Before
invoice recalculation, check that the respective financial cubes have been updated (refer to Reports\SMS

Analytical cube status[+8) for the information).

Force generate invoices after, hours: integer value that specifies the timeout after which invoices will
be generated at the end of the billing period. The parameter serves to generate invoices even if
corresponding cubes have not been calculated yet

Generate reference code for outbound invoices (0 - no, 1 - yes): specifies if the reference number
of invoices and credit notes should be generated for the vendor side. The default value is 0 (do
not generate). The minimum amount is 0.01. In case the option is set to 1 (enabled), the number
for invoices will be generated based on Invoice reference number format (outbound) of the
corresponding contract company (Reference books\Contract companies|s%). If the parameter is
not set, the format is taken from the Invoice reference number format (inbound) parameter (of the
same contract company as well). If none of the parameters are specified, the value is taken from
the System parameter Invoice reference number format. The format for credit notes is generated
based on Credit-note reference number format (outbound) (Reference books\Contract
companies [ %) of the carrier’s contract company if specified, otherwise - from Invoice reference
number format (outbound) of the same contract company as well. If both parameters are not set,
Invoice reference number format (inbound) of the same contract company is used. If none of the
parameters are set, the System setting Invoice reference number format is used for the number
generation

Global minimum vendor invoice amount, Global minimum client invoice amount: the parameters set
the invoice amount threshold (in account currency) for client/vendor directions correspondingly
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(fractional values are allowed). If the charge for a billing period is lower than the value, no invoice will
be generated. The amount still affects the balance and is shown in the Transaction history reports in
the Reports[ A interface. If set to null, no threshold is applied (except for In/Out minimum invoice
amount on the agreement level). See also the Alaris YouTube video.

Invoice auto-dispatch delay, hours (null - auto confirmation and dispatch is off). when the value is
a positive integer, all invoices are confirmed and sent to client side automatically with the delay
specified in the parameter. Note that the dispatch is launched according to the System job
FIN_HOURLY_ROUTINES. When the value is null, all created invoices must be confirmed and
dispatched manually

Invoice correction type (1 - replace invoice, 2 - correct last invoice). defines the method of
sending invoice corrections. When the value is 1, the invoice is replaced and the partner receives
a new version of the invoice. Note that in case the invoice has the Sent/Delivered/Confirmed status
it will not be resent to the client. When the value is 2, the partner receives an additional credit note
or new invoice

Invoice currency rate date (1 - issue date, 2 - period end date, 3 - period start date): the parameter
defines the date as of which the currency exchange rate (Reference books\Currency exchange
rates[7h) must be taken to replace markers that show amounts in a currency different from the
account currency (for example, [EstimatedAmountin<currency_code>])

Invoice delivery options (1 - attachment, 2 - link, 3 - separate emails, 4 - attachment+links, 0 - do
not send): defines the way invoices and the traffic details summary are sent. Links are replaced
with the markers [DocumentLink] and [DetailsLink] (can be set in Administration\Template manager|75)
>> |nvoice letter template)

NOTE: If the value 2 (link) is selected, the email will be sent twice every 24 hours (or until the recipient
clicks on the link - in which case the invoice status will change to Delivered).

Invoice details filename pattern. defines the file name format of the file with the traffic details
summary (for example, [CompanyName]_[InvoiceDate]_[Details].pdf). The parameter also supports
other markers| 7A. A different format can be set on the contract company level (Reference
books\Contract companies[+h >> Invoice details filename pattern)

Invoice due date based on (0 - issue date, 1 - registration date). the parameter defines the date
based on which the invoice due date is calculated. The default it is the issue date (0). If the
parameter is set to 1, the calculation is based on the registration date (which is the date of the
invoice confirmation)

Invoice estimated amount currency conversion method (1 - floating rate, 2 - single rate according to
parameter): defines the method of invoice amount calculation in case the currency exchange rate
must be applied (when a marker for invoice amount in a currency other than the account curency is
used - for example, [EstimatedAmountin<currency_code>]). If set to 1, the exchange rate is taken on
daily basis to calculate corresponding financial cubes. If set to 2, the currency exchange rate is static
and taken as of the date defined in Invoice currency rate date

Invoice filename pattern: defines the format of the invoice file name (for example,
[CompanyName]_[InvoiceDate].pdf). The parameter supports markers|77. Additional configuration
can be performed on the contract company level (Reference books\Contract companies| 12 >>
Invoice filename pattern)

Invoice generation delay, hours: period to delay invoice generation after the invoicing period
ends - this is done to make sure that all the late EDRs for that period successfully hit the System
before the invoice is generated. Note that the delay is applied to the date of the last cube change.
Integer values are allowed. If set to null, invoices will be generated without any delay once the cubes
are ready (can be checked in the report SMS analytical cube status (Administration)
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Invoice issue date option (1 - last day of current billing period, 2 — first day of next billing period):
defines the date of invoice issue

Invoice presented amount includes tax (1 - yes, 0 - no). defines whether the amount due
according to partner estimation includes tax. If set to 0 and the Amount source of an invoice is
Amount presented by partner, Due amount is calculated as Presented amount+taxes. If setto 1 and
the Amount source of an invoice is Amount presented by partner, Presented amount will be used as
itis

Invoice reference number format: defines the format of the invoice reference number. The

parameter supports all alphabetical and numeric values. The following markers can also be used
here:

- [XXXX] (the number of X's can vary) — placeholder for the value from the Current invoice
number parameter. The number of X's stands for the amount of digits to display. For
example, if the Current invoice number is set to 123 and the Invoice reference number
format parameter is set to XXXXX] (five X's) - the reference number of the next generated
invoice will be 00123

- [CAR_ID] - ID of the partner Carrier record

- [AGR_CODE] - code of the partner's agreement (defined by the mandatory field Agreement
code of Carriers\Agreements[ )

- [YYYYMMDD] or [YYMMDD] - the invoice generation date (displayed in the Created column
of the Finance\lnvoices[ 4 page)

- [PARAMX] - where X is the ID of a custom parameter defined in Administration\Custom
parameter types[2f

Additional configuration can be done on the contract company level (Reference books\Contract

companies| % >> Invoice reference number format)

Limit mapping to the specific documents of the same billing period (0 - no, 1 - all, 2 - map to
invoices, exclude payments). when the value is 1, automatic mapping is performed only for
documents belonging to the same billing period; automatic mapping for payments takes place
irrespective of the period. When the value is 2, payments are excluded from automatic mapping
operations but can be mapped manually; only invoices of the same billing period are mapped

Min absolute mismatch to invoke a dispute: the minimum absolute difference between the
System owner's and partner's invoice amounts to start a dispute (Presented amount and Due
amount). Note that both of these thresholds must be exceeded to change the invoice status to
Disputed. In case one of the parameters is set to null, only the other one will be taken into account for
assignment of the Disputed status. In case both parameters are null, the invoice status can be set to
Disputed only manually. It is also possible to set the thresholds on the agreement level

Min percent mismatch to invoke a dispute: same as above, but checking the relative difference
(in per cent). Both of these parameters should be surpassed to change the invoice status to
Disputed

Notification period of deferred payments coming due, days: the number of days for notifying a
partner about the expiry of a draft payment - one that is created with the disabled Confirmed
payment checkbox (see Finance\Payments\Payments table[h for more detail on draft payments).
The email addresses are set in Carriers\Agreements| ™ (Default invoice emails field)

Open financial period, days: defines the period in days within which financial data can be changed in
the past (starting from the current date). For example, if the parameter is set to 30 and EDR rerating
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is performed for a period later than a month ago, it will have no effect on financial data (balance,
existing invoices, etc.)

Request delivery receipt for invoices (0 - no, 1 - yes): when enabled, emails with invoices will require
confirmation of receipt. Note that the Disposition-Notification-To header is used for confirmation
sending (supported by MS QOutlook). The confirmations are sent to the email address from which the
invoice was received. See also the Alaris YouTube video

Scoring (Credibility), Scoring (Payment stability), Scoring (Subjective estimation), Scoring (Traffic
volume stability). defines the weight of partner’s estimation index — a bigger value in the field
means more weight of this parameter among others. Credibility is an index of the partner’s due
diligence, automatically calculated based on the partner’s payment stability, subjective estimation (set
on the Carriers[ 991 page), credit limit (Carriers\Agreements[+1) and traffic volume stability

Send balance alerts for accounts with non-zero credit limit (O - no, 1 - yes). defines whether
balance alerts must be sent to accounts having a credit limit (Carriers\Agreements| % >> In credit
limit). The thresholds for balance alert sending must be configured either in the System settings
parameter Balance alarm threshold #1-#5 or in the similar parameter on the Carriers\Accounts|+%

page

Send credit and balance alarms to account manager (0 - no, 1 - yes): defines whether
credit/balance alarms are sent to the client account manager on the System owner's side (to the
address indicated in the Email field in the account manager’s user record on the
Administration\Users[ 9% page)

Send credit and balance alarms to customer (0 - no, 1 - yes): defines whether credit/balance
alarms are to be sent to the partners (to the addresses indicated in the Account alert emails field
in the Carriers\Agreements[+™. Note that the System parameter has priority over Send balance
alerts on the account level - even if the account setting is enabled, but the System setting is disabled
(set to 0), the alerts will not be sent to clients

Send notifications of deferred payments coming due to client (1 — yes, 0 - no). defines whether to

notify partners about the expiry of draft payments (see Finance\Payments\Payments table " for
more detail on draft payments). The email addresses are set in Carriers\Agreements|[+™ (Default
invoice emails field)

Send payment confirmation to partner (0 - do not send, 1 - send to account alert emails, 2 - send
to default invoice emails): specify to which recipients payment confirmation must be sent. The
account alert and default invoice email addresses are configured in respective fields in
Carriers\Agreements|[ . If the option is enabled, the notification sending period is defined in the
parameter Notification period of deferred payments coming due, days

Skip checking rerating tasks before invoice generation (1 - skip, 0 - do not skip): specifies whether
EDR rerating tasks must be ignored for invoice generation. If set to 0 and there are rerating tasks that
affect the invoice billing period, the invoice will not be generated until the tasks are complete

Suggest making document mapping by default (1 — yes, 0 - no). when the parameter is set to 1,
the Make auto mapping flag in the Edit invoice form is checked by default

System owner name: name of the System owner. The name affects the value of the marker
[SystemOwnerName]. Additionally, the name is shown as the header of tabs opened in the browser
(the main web interface) and as the name for REST API (for example, Alaris REST API)

Unconditional invoice dispute threshold: the minimum absolute difference between the System
owner's and partner's invoice amounts to start a dispute, regardless of the parameter Min
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absolute mismatch to invoke a dispute. If set to null, the parameter is not used. Additionally the
threshold can be set on the agreement level

Zip traffic details when sent to e-mail (0 - no, 1 - yes). defines whether the traffic detail files
attached to the e-mails sent by the System are archived. Note if several traffic detail files are
formed, they are archived regardless the parameter value

Partner portal
= Partner portal

Allow Wholesale portal user registration (0 - no, 1 - yes) 1
Allow Wholesale portal users to edit POl (1 - yes, 0 - no) 1
Available currencies (null - All) null

Available product 1Dz {mull - All) null

Partner portal settings

Allow Wholesale portal user registration (1 - yes, 0 - no). defines whether Wholesale portal users
can create their accounts themselves or new user registration is only performed by the System
Owner. Note that the registration button is available in case the System setting Wholesale portal
access mode (1 - read/write, 2 - read only) is set to 1

Allow Wholesale portal users to edit POI (1 - yes, 0 - no). defines whether Wholesale portal users
can create and edit their POls

Available currencies (null — All. comma-separated list of currency codes defined in the System,
which will be available in the Partner portals (both the Wholesale portal and Alaris Campaign Portal)
for new partner account creation. Note that the currency codes can be found in Reference
books\Currency exchange rates[ . If set to null, all currencies are available

Available product IDs (null — All): comma-separated list of client products belonging to the
System owner that will be available as parent products in the Wholesale portal for new partner
product creation and in the Alaris Campaign Portal as available rate plans. If set to null, all
possible products are available. If the parameter contains a non-existing product ID, no product will be
available for product creation/rate plan assignment in the portals correspondingly

Campaign status change notification emails: list of email addresses (comma-separated) where
notifications of campaign status change (Paused, Canceled, Completed or Failed) will be sent.
The texts of the notifications are defined in the following templates (Administration\Template
manager[73): SMS campaign fail threshold letter (html), SMS campaign failed messages resend
notification (html), SMS campaign resuming notification (html), SMS campaign start letter (html),
SMS campaign status change letter (html). See also the Alaris YouTube video

Credit limit for new Campaign Portal clients: the parameter allows configuring the predefined credit
limit (Carriers\Agreements|*h >> In credit limit) for Alaris Campaign Portal users (integer values are
allowed). Note that it is also possible to specify the credit limit on the contract company level (which
has priority over the System setting) in Reference Books\Contract companies|[ . Decimal values are
allowed in the interface. Note that the value is rounded down to 2 decimal places if more than 2
places are specified

Default SMS channel NPI, Default SMS channel TON, Default SMS channel address range,
Default SMS channel port, Default SMS channel system type: parameters for SMS channel
creation using the Wholesale portal. Values entered in these fields will be default settings for the
newly created channels. The null value means that no default value is specified. Note that if an
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incorrect value is specified, the SMS channel may be created with incorrect parameters which may
lead to traffic rejection

Default account manager user ID: 1D of the user belonging to the System owner that will be
appointed as the account manager for all new self-subscribed clients at the Partner portals. If set
to null, no account manager is assigned

Default long message split mode. Allowed values: split, split_sar, payload, cut. defines how long
messages are treated by default when they are sent from Alaris Campaign Portal. Possible values are:
split - split message into several messages with UDH, split_sar - split the message using SAR TLV
fields; payload - send long texts in a dedicated optional field (message_payload) that can contain up
to 4kb (some vendors may not support it); cut - trim the message to 140 bytes. Note that the default
value can be changed during message sending (Dashboard page in Alaris Campaign Portal)

Default SMS rate plan (Product ID) for new Campaign Portal clients (null - do not add rate plan).
Several IDs for different currencies can be set separated by comma: the parameter defines the
rate plans (parent product IDs in different currencies) which will be assigned to partners in Alaris
Campaign Portal when their registration is completed. Note that a product ID specified here must
be specified in the Available product IDs (null - All) parameter (if set to a value other than null)

Duplicate dest.number import merge type (1 - ignore duplicates, 2 - update number tags only, 3
- update tags and contact data, 4 - add duplicates separately). defines the behavior for import of
contacts in Alaris Campaign Portal when processing duplicate DNIS entries. Possible values
are:

- 1 -ignore duplicates without uploading them

- 2 - update number tags only (new tags will be added to an existing contact entity keeping
old data field values like First/Last name, Comments, etc.)

- 8- update tags and contact data (new tags will be added to an existing contact entity
overriding old data field values)

- 4 — add duplicates as separate records

E. 164 number pattern (POSIX format). a regular expression that affects contact import operations
in the Alaris Campaign Portal: records containing non-matching destination addresses will be
treated as incorrect and rejected. For example, the record A[0-9]*$ allows only numeric destination
addresses. Additionally it serves to verify numbers inserted to the Recipient field of Alaris Campaign
Portal - if the verification is successful, the field will be highlighted in green. See also the Alaris
YouTube video

E.164 number pattern (java format): a regular expression (java format) that specifies a pattern of
destination addresses allowed during message sending. For example, the expression \p{Digit}{5,11}
will result in accepting only numeric values with the length of 5 to 11 digits. The default value is .*
which accepts all destination addresses

EDR export record count limit. maximum number of EDRs that can be exported in a single
session. The default value is 10000. Note that an increase of the parameter may slow down operation
of the System

Emails to send errors of payment registration: the email for sending any payment confirmation
error notifications (for Authorize.net, PayPal etc.). If set to null, no emails are sent

Infrastructure POI IPs (comma separated): IP addresses of the System owner’s internal network.
The parameter is intended for creation of additional POls with the specified IPs. Once a POl is
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created in the client portal, additional POls are created with the same parameters except for the IP
address

e Initial payment for new Campaign Portal clients: the amount that is automatically added to the
balance of a newly registered user (decimal places can be used). Note that the same parameter on
the contract company level (Reference books\Contract companies[ ) has priority over the System
parameter

e Invalid sender ID error message: an error message that appears in Alaris Campaign Portal if the
Sender ID value does not match the regular expression set in the parameter Sender ID pattern.
JSON format can be used, for example: {"en":"Invalid Sender ID", "ru":"HekoppeKT Hblli
WBEHT mnbyiKkat op oT npasuT ens'}

o Ljst of roles for newly registered users: list of roles (comma-separated) for self-registered Alaris
Campaign Portal partners. Since the parameter contains internal codes as values (database names
and not web interface names), contact the Alaris technical support team to change it

e MO matching window frame, min: serves to define a timeout for matching user response (MO) to an
MT message sent from Alaris Campaign Portal (single message or campaign). The default value is 5
(minutes) which means that if a MO message is sent within 5 minutes, the MT and MO messages are
matched and the user response is shown in the Alaris Campaign Portal statistics tab. The match also
takes place based on the sender ID and destination address (the MO message destination address
must be the same as the MT message sender ID; the MO message sender ID must be equal to the MT
message destination address). Decimal values are allowed. See also the Alaris YouTube video

e Mandatory Wholesale user positions (comma separated): the parameter is intended to specify
obligatory user positions that must be configured in the Wholesale portal. For example, if the
parameter contains Rates, Billing, NOC - these roles will be required for setting in the Wholesale
portal. This parameter comes instrumental in distributing tasks — as users in these positions will
receive notifications on respective System events such as sending of rates, invoices etc.

e Max client products per carrier (null - unlimited): maximum allowed number of products
configured in the Wholesale portal and Alaris Campaign Portal. If set to null, the number is not
limited

e Maximum number of DB sessions for Wholesale portal: an integer value that defines how many
simultaneous requests can be sent to the database from the web interface of the Wholesale
portal

e Message limit for Campaign Portal campaigns: number of messages per second that are sent within
a campaign. The limit is intended to prevent clients from any negative effect when another client is
sending a large campaign

e Number of parallel threads for EDR export tasks in Campaign Portal: the maximum number (integer)
of simultaneous threads per one EDR export task launched from Alaris Campaign Portal

e Number of parallel threads for sms dispatch in Campaign Portal: integer number of simultaneous
threads that can be created during campaign sending from Alaris Campaign Portal. Note that if set to
1 (single-thread mode), the MPS (number of sent messages per second) can be low - up to 10

e Poi IP mask to hide in partner portal (null - show all). subnet of IP addresses that should not be
displayed at the Wholesale portal. For example, the setting can be specified as 1.2.3.7|12.34.56.67|
3.2.* The POI with the IP address 12.34.56.67 will not be shown in the Wholesale portal as well as any
POI which address starting either with 1.2.3 or with 3.2. If set to null, POIs with any IP addresses are
shown
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o Register external payments as drafts - when enabled, new payments made in the Wholesale
portall 51 and Alaris Campaign Portal[ssh through payment systems are registered as drafts. In this
way, the new payment does not affect the client balance, and can be confirmed by the user of the
main System interface before it affects the balance. If the option is disabled (0 - default behavior),
payments are created with the Confirmed status. See also the Alaris YouTube video

e Segment billing mode for new Campaign Portal clients (1-5): serves to set the SMS billing mode
for all contract companies. See also the Alaris YouTube video. Possible values include:

- 1- Bill by messages, exclude vendors with segment billing
- 2- Bill by messages, include vendors with segment billing
- 3- Bill by segments, calculate routing rate by message

- 4 - Bill and calculate routing rates by segments

- 5- Bill by messages/segments depending on vendor mode

NOTE: Additionally the biling mode can be set on the contract company level (Reference books\Contract
companies|sh), which has a priority over the System setting. This parameter is used only in case the
Campaign Portal user subscribes to an SMS pack. When the user subscribes to a specific rate plan, the
billing mode is inherited from the respective parent product. See also the Alaris YouTube video.

e Send partner portal notifications to (null — don’t send): email address to send email notifications
when a new user or partner POI is created, or a payment is made through the Wholesale portal or
Alaris Campaign Portal. If set to null, notifications are not sent

e Sender ID pattern: a regular expression that defines the format of the Sender ID field in Alaris
Campaign Portal. For example, if the parameter is set to Afa-zA-Z0-9]{10}$, 10-symbol alphanumeric
senders will be allowed (for message sending use Dashboard page, for campaign sending use the
Campaigns page, for template creation use the Templates page).

NOTE: The user can configure the error message shown if the Sender ID value does not match the
preset regular expression. For that purpose, use the parameter Invalid sender ID error message.

e Show fully paid invoices (0 - no; 1 — yes): defines whether the invoices settled by a partner
should be displayed in the Wholesale portal. Unsettled invoices are always displayed

e Spare database connection waiting timeout. defines the keep alive time for the requests from the
Wholesale portal GUI to the database if the Maximum number of simultaneous connections to
database is exceeded. The default value is 15

e Wholesale portal URL: web address of the Wholesale portal [

e Wholesale portal access mode (1 - read/write, 2 - read only): defines access permissions to the
Wholesale portal[ 3. The Write permission allows users to edit data from the portal - for example, to
delete a POI. Note that if the parameter is set to 2, registration at the Wholesale portal is not allowed

e Campaign Portal URL: URL of the Alaris Campaign Portal portal[sh (for SMS campaigns)
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Campaign Portal carrier name prefix (used if company name is not set): the System uses its value
as the company name if the Company field is left empty during registration in the Campaign Portal.
The default value is Retail client - which means that a carrier with the name Retail client (%user’s
email address%) will be created (if the user has not specified the Company field). If set to null, the
user’s email address is used as a carrier name. If set to any other value, the value (without the user’s
email address) will be used. See also the Alaris YouTube video

Campaign Portal dispatcher IP: |P address of a server where web module is installed in order to
send update events from database. In case the database and web interface are installed on the same
server, the parameter must be set to 127.0.0.1. The parameter must not be changed by the user

Replication
= Replication

Enable sync from master server (0 - no, 1 - yes)

Replication gerver |IP address 182.1658.18.234

Replication server database 510 invoice

Replication gerver pagsword for main DB scheme FREER

Replication server port 1521
Replication

Enable sync from master server (0 - no, 1 - yes): defines whether synchronization must be
enabled. The parameter is intended for enabling synchronization between active databases of
different Systems - it is handy when you have two Alaris Systems installed. When
synchronization is enabled, the data of pre-defined tables (specified in the internal database table
invoice.rep_table) will be synchronized between the Systems. The parameter must be changed
by the Alaris technical support team only

Repilication server IP address: IP address of the active database whose data must be
synchronized with the current System. If the database is switched to the standby mode, the data
will not be synchronized, and corresponding error messages will appear in the report System log
(Administration)[ ¥, The parameter must be changed by the Alaris technical support team only

Repilication server database SID: SID of the active database where data will be synchronized
from with the current System. The parameter must be changed by the Alaris technical support
team only

Replication server password for main DB scheme: password to access the active database for
synchronization (under the invoice user). The parameter must be changed by the Alaris technical
support team only

Repilication server port. port of the active database. The parameter must be changed by the
Alaris technical support team only
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4.8.8 SMS

= SM5

Active EDR day count 62
Apply posiponed OLRs in, days null
Archive EDR day count 365
Automatic EDR archiving limit 30000000
Buffered EDR storage pericd, days 30
Default vendor GUID (if mot supplied in csv files) null
Delivery timestamp delfa (sec) 15
EDR loader process count null
ECR rerating step (in minutes) 30
EMA frame 100
EMA siats delay, min 3
EMA stalz last date

EMA valid pericd, days 2

Enable system-wide stateful concatenated messages pro... 0

SMS

Active EDR day count: period during which EDRs can be accessed for various operations (such
as rerating, invoice generation etc.) After this EDRs are moved to an archive and are no longer
available from the main web interface. If the default value is decreased, the data is moved to the
archive partition iteratively (run by the System job PRV_CLEANUP_SCHEME). Any increase of the
value must be approved with the Alaris technical support team as the operation may require additional
disk space

Apply postponed DLRs in, days: delay period for applying DLRs generated before the date
specified in the parameter Postpone applying DLRs for SMS received before. If set to null,
delivery reports will be applied immediately

Archive EDR day count. EDR storage period in an archive. After this EDRs are deleted. If the
default value is decreased, the data is removed iteratively (run by the System job
PRV_CLEANUP_SCHEME). Any increase of the value must be approved with the Alaris technical
support team as the operation may require additional disk space

Automatic EDR archiving limit. the number or EDRs archived within a single session (for example,
if set to 10000000 and if the default Active EDR day count is decreased, EDRs will be moved to the
archive partition by 10000000 EDRs per iteration). The EDRs are moved to the archive every day (by
default at 01:30 by server time) in accordance with the System job PRV_CLEANUP_SCHEME

Buffered EDR storage period, days: the default value is 30. It specifies how many days buffered
EDRs can be stored in the active partition (with statuses BUFFERD CLB, BUFFERD HB,
BUFFERD_RB, BUFFERD_VLB, BUFFERD_VSLB, BUFFERED SEGMENT). Once the value is
reached, the EDRs are deleted

Delivery timestamp delta (sec): the parameter is intended to specify the timestamp shift of delivery
reports for concatenated messages - the default switch logic is to shift ‘Event time’ of concatenated
message parts (since uniqueness of EDRs is based on the event time+message ID. In case a vendor
returns the same message ID for all parts, duplicates will not be written to the database). The
parameter is applied in order to match such submits (with shifted timestamps) with delivery reports
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e EDR loader process count: defines the guaranteed number of loading processes of EDRs which will
be launched irrespective of the System load. The recommended value is 0 which means that the
number of the processes will be defined by the System performance and its current load

e EDR rerating hour: the hour when the daily auto-rerating procedure runs

e EDR rerating step (in minutes): default value is 30 minutes which means that during rerating of EDRs
for the defined period they will be rerated by portions of 30 minutes

e EMA frame: window (number of attempts) for calculation of statistics for routing - for example, for
routing metrics such as CLPoiDLR or RuleDIvCNT. The default value is 100, meaning that if the
number of attempts arrived within last minute is less than 100, the statistics will be calculated by EMA
(Exponential Moving Average) algorithm

e EMA stats delay, min: the statistics calculation delay in minutes. The statistics is applicable to DLR
metrics and metrics based on the routing rules usage counters - such as VPoIiDLR, RuleAttCNT,
RuleSucCNT, etc. Itis calculated every time System jobs SMS_UPDATE_DELIVERY_EMA (for DLRs
stats) and SMS_UPDATE_RULE_EMA (for routing rules stats) are launched (every 5 minutes by
default). The statistics is checked for the period between the last check date and the current date,
where the date of the last check can be seen in EMA stats last date, and the value specified in EMA
stats delay, min is subtracted from the current date. For example, if the job is launched at 15:05:00,
the interval for calculation will be 14:55-15:00

NOTE: In terms of routing statistics, the EMA tool serves to secure prevalence of recent EDRs over
earlier ones; the System's routing module receives all SMS statistical data from the database, where
EMA is calculated retrospectively with the specified delay, i.e. data on messages arriving within or after
this delay period is not taken into account since it can seriously damage the overall analytical picture, for
example, because of the absence of delivery reports that are most likely to arrive shortly afterwards.

e EMA stats last date: date and time of the latest update of statistics. When statistics (for DLRs and
routing rules) has been calculated, the date is set to current date minus EMA stats delay, min

e EMA valid period, days: stats validity period in days for stats validity for items used in the
routing rules (for example, client MCC MNC code). If on expiration of the specified period no
traffic is processed for the item, the routing module will assume statistics for this item as null; if
even one SMS arrives within this period the stats will be considered valid

o Enable system-wide stateful concatenated messages processing. the parameter serves to control
the list of channels that are used for sending all segments of an SMS through a single vendor. When
set to 1, all client channels expect to receive all parts of a long message before sending a single
routing request and thus receive the same routing list for all the parts and send all the parts through
the same vendors.

NOTE: To create a custom list of channels, use the parameter Stateful concatenated messages
processing in Carriers\SMS channels [+ (available only when Partner direction = Client). This means you
can choose the necessary list of channels and activate the option for each of them. Find out more in the
Alaris YouT Vi

e |s_last flag update delay (hours) and Is_last flag update window frame (hours): work together for
updating the EDR's /s last flag when rerouting based on delivery reports takes place. In this situation,
ASR in SMS\Analytics[2® can be shown higher than 100% for some time. It will be updated within the
period specified in the parameters. The logic is as follows: the System job
SMS _UPDATE _CDR_LAST runs twice an hour and checks all EDRs between /s _last flag update
delay+ls_last flag update window frame and Is_last flag update window frame - and the flag /s /ast
for non-last messages is removed. For example, if both parameters are set to 24 (hours), once the job
is launched, the period between the last two days and the last day is checked
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List of client products to apply activation reports to: list of client product IDs (comma-separated) for
which the conversion/activation report will be applied. Starting from version 3.5.13 the System allows
receiving device activation status notifications from Viber. These notifications confirm that the SMS
has been delivered to the end user device. The system receives the notifications and registers them in
the EDR, changing the delivery status to ACTIVATED. To enable the activation feature in the System,
contact the Alaris technical support team

Max rerating interval: defines the maximum period (in days) affected by the daily auto-rerating
procedure. The value cannot be set greater than Active EDR day count. Suppose the parameter is
set to 30 days and there is a rate for the period 01/01/2018 00:00:00 - 01/01/2019 00:00:00 (today is
01/01/2019). Suppose the price was changed during the day. When auto rerating starts (defined by
EDR rerating hour) the period 02/12/2018 00:00:00 - 01/01/2019 00:00:00 (last 30 days) will be
recalculated for the rate

Maximum autorerating job count: maximum number of simultaneous autorerating tasks

Non-match DLR storage period, min: storage period of DLRs with no matching EDR submit_sm
packets. The parameter is intended to match delivery reports which for some reason were inserted to
the database before the EDR with the corresponding submit_sm packet

Postpone applying DLRs for SMS received before: postpone applying DLRs for messages
received before the specified date. The parameter serves to prevent backdate update of
statistics during invoice generation. The postponed DLRs will be applied after the delay
configured in the parameter Apply postponed DLRs in, days. The parameter must be specified as
a date, for example: 2016.06.19 12:30:00. If set to null, delivery reports are applied with immediate
effect

Resolve domain names for SMS channels every X minutes: serves to specify how often the
System needs to check the domain name of SMS channels. For example if the value is 2, the
System will resolve all domains specified in the SMS channels every 2 minutes. Note that domain
names can be specified only for the vendor direction. Additional info in regard to the resolved names
will be posted to the System log (Administration)[h report if the System parameter System debug
mode (true or false) is set to true (can be changed with the help of the Alaris technical support team)

Rule count stats clear policy (1 - daily, 2 - weekly, 3 — monthly). defines how often the System
must reset the values of the rule attempt counters RuleAttCNT (total attempts), RuleSucCNT
(successful attempts) and RuleDIVCNT (delivered attempts) - see SMS\Routing\Routing
rules\Rules pagelzs3. For example, if set to 1, every day at 00:00 (by server time) statistics will be
removed; if the value is 2, the reset will happen every Monday at 00:00; if set to 3, the metrics will be
set to 0 on the 1st day of every month (at 00:00 as well)

SMS status request periods: serves to set the number and periods of requests (the periods are set
as numbers separated by either comma or blank space). The default value is 5,75,60. Up to 4000
symbols can be inserted. Positive integer values are allowed, negative values will trigger an immediate
request sent to a vendor. For example, if the user specifies 5 5 5 in the SMS status request periods
parameter, the SMS switch will request the status from the vendor three times every 5 seconds (or
less than three times if an expected status is received earlier). The same parameter can be set in an
HTTP vendor channel, which has priority over the System setting. If both the channel and System
settings are left empty (null), no request will be sent to the vendor. See also the Alaris YouTube video

Set 'Dip HLR' as enabled by default (0 - no, 1 - yes): when the value is 1, the Dip HLR checkbox
is selected by default in the Add panel of the Carriers\Products % page for SMS products

Simulation test password: password of the channel used for sending test messages (from the
SMS\Routing\Simulation\Send SMS[ =2 tab). For correct operation at least one channel with the Auto
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type must have a username and password matched with the parameters Simulation test password
and Simulation test user name

Simulation test user name: username of the channel used for sending test messages (from the
SMS\Routing\Simulation\Send SMS[ =2 tab). For correct operation at least one channel with the Auto
type must have a username and password matched with the parameters Simulation test password
and Simulation test user name

Switch IP list for test message sending: IP addresses of switches used when sending a test SMS
in SMS\Routing\Simulation\Send SMS| 2 (in case of several switches). If set to null, the Switch IP
cannot be chosen in the Send SMS tab

Switch URL template for SMS test send: URL of the switch used for test SMS generation in
SMS\Routing\Simulation\Send SMS[:2h. Test messages may be generated directly from the
switch or from the billing interface by creating a channel, linking it to POI and a certain product,
and can be terminated if the System manages to find possible termination. The parameter is set
by Alaris engineers and must not be changed by a user

Switch URL template for Campaign Portal: URL of the switch used for message sending from Alaris
Campaign Portal . The parameter is set by the Alaris technical support team and must not be changed
by users

Campaign Portal trusted IP list (separated by comma): list of all IP addresses (local - or if not
available, public) of the server scheme. The parameter is set by the Alaris technical support team and
must not be changed by users
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4.8.9 SMS Test

= SMS Test
C3G AP login null
C3G AP| password e
CSG SM5Route ID mull
C3G URL mull
C3G test result {1 - system calculated, 2 - taken from C5G) 1
Manual SMS send URL hitp:iheostportfapi?command=submmit&us. .
Mumber of tezsts to consider for feature generation 10
Period of tests to consider for feature gensration 30
Prefix-based route testing channel ID null
Remote365 SMS send URL null
Remote385 control URL null
Remote385 password FhEEE
Remote3&s user nams null
Route testing client null
SMS test max attempts count 10
TelQ app id H
Tell app key i
Teld test result timeout, min i}
Test client producis null
Testhiy 5SS URL http-ffportal testmy=ms.com:83280/3MSCi. ..
TestMySMS password e
TestMySMS user name null
TestMySMS vendaor null

SMS Test

CSG APl login, CSG API password, CSG SMSRoute ID, CSG URL: parameters that serve to
configure the CSG Assure service for SMS testing (for detailed configuration refer to SMS\Test

system\Using CSG Assure service to test SMS delivery|[s)

CSQG test result. when set to 2, the test result is taken from the CSG platform. When set to 1, the
test result is calculated based on the System logic (the test result is FAIL if the Sender ID was
changed or the UlTestStatusID field value is other than 100)

Manual SMS send URL: link for sending test messages through the Manual test platform,
configured by the Alaris technical support team

Number of tests to consider for feature generation. number of tests sufficient for automatic

generation of routing features in SMS\Routing\Routing features [2s (the following routing features
are generated: FalseDLR, OrigNotKept, Textintegrity)

The default value of the FalseDLR feature will be changed to Yes if at least one of the checked tests
is not in the DELIVRD status (the Delivery status column) - in case the Manual test System is used.
The FalseDLR of other systems will be changed to Yes if the delivery report received from the vendor
and the delivery returned from the test System are different (for example, the vendor returned
DELIVRD while the test System returned UNDELIV):
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o The default value of OrigNotKept will be No if sender IDs were not modified in all tests (Sender
status column)

o The default value of TextIntegrity will be set as No if test texts were modified ( Text diff column -
relevant only for the TestMySMS platform)

o The parameter works along with the setting Period of tests to consider for feature generation
(see below) - for example, if Number of tests to consider for feature generation is 10 and Period
of tests to consider for feature generation is 1 day, then only the last 10 tests for the past 24
hours will be taken into account. If there are only 5 tests for the period, the result will be based on
them. Note that the System job SMS_AUTO_FEATURES must be enabled (System jobs
interface). It is disabled by default

o The parameter works along with the setting Period of tests to consider for feature generation
(see below) - for example, if Number of tests to consider for feature generation is 10 and Period
of tests to consider for feature generation is 1 day, then only the last 10 tests for the past 24
hours will be taken into account. If there are only 5 tests for the period, the result will be based on
them. Note that the System job SMS_AUTO_FEATURES must be enabled (System jobs
interface). It is disabled by default

Period of tests to consider for feature generation: period (in days) of tests sufficient for automatic
generation of routing features in the SMS\Routing\Routing features|2s8 interface (the following routing
features are generated: FalseDLR, OrigNotKept, TextIntegrity). The parameter works together with the
setting Number of tests to consider for feature generation (see above) - for example, if Number of
tests to consider for feature generation is 10 and Period of tests to consider for feature generation
is 1 day, then only the last 10 tests for the past 24 hours will be taken into account - if there are only 5
tests for the period, the result will be based on them

Prefix-based route testing channel ID: serves to specify the channel ID. Once a message is received
from this channel, the destination number will be searched for the # symbol, and the digits preceding
it will be used as the POI ID to which the message must be sent. No routing will be performed for the
message. See also the Alaris YouTube video

Remote365 SMS send URL, Remote365 control URL, Remote365 password, Remote365 user
name: parameters that serve to configure the remote365 service for SMS testing (for detailed
configuration refer to SMS\Test tem\Using remot to test SM livery[s5). The
parameters are configured by the Alaris technical support team

Route testing client: D of the carrier that has channels configured for the test systems (SMS\Test
system[s#). Change of the parameter require either switch restart or change of the test channel
(usually the configuration is made by the Alaris technical support team)

SMS test max attempts count. number (integer) of attempts to send the test message (attempts are
made until the number is reached or delivery status is received from the test platform). Note that the
first attempt is resent in a minute, the second - in 2 minutes, the 3rd - in 4 minutes, etc (the delay is
increased exponentially)

TelQ App ID, TelQ App key: parameters that serve to configure the TelQ service for SMS testing
(for detailed configuration refer to SMS\Test system\Using TelQ to test SMS delivery|[s)

TelQ test result timeout, min.: timeout to wait for the response of the TelQ test platform about the
test status. Note that the check is made together with SMS test max attempts count. For example, if
the count is 5 and the timeout is 60 minutes, test rejection will occur on the 15th minute - and since
the timeout value is not reached, the test will be considered failed. However if the count is 7, the
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rejection will happen on the 63rd minute (in case all attempts are unsuccessful) and the timeout is
reached

Test client products: list of products that are considered test products (Traffic type will be
displayed as Testin SMS\Analytics|[>) for these products

TestMySMS URL: links for sending test messages through the TestMySMS test platform, configured
by the Alaris technical support team

TestMySMS password and TestMySMS user name: login and password used to access the
TestMySMS platform

TestMySMS vendor: the name of the vendor as specified in the TestMySMS platform (for
detailed configuration refer to SMS\Test system\Using TestMySMS to test SMS delivery|[a)

4.8.10 SMS analytics

= SMS analytics

Analytice calculation process count 4

Analytics first currency

Analyfice second currency UsD
Analytics third currency RUE
Auto threshold calculation (0 - no, 1 - yes) 1
Calculate analytics total depending on WPD 1

Cray cube partition count
Default Analytics view SRC_CARRIER
Delivery interval ranges (comma-separated, seconds)

Hour cube partiticn count

SMS analytics

Analytics calculation process count. defines how many processes will be used for analytics
calculation (concurrent threads). If the setting is empty or 0, the number of sessions is calculated
based on the current System load. Any positive integer value is allowed for specification (as well as 0)
- note that the maximum is 20 (it is possible to specify a larger value but this will affect the System
operation)

Analytics first currency: currency used in SMS\Analytics[2/% (can be different from the System
currency) for columns like Margin, Revenue, Cost, HLR cost. The parameter can be changed by the
Alaris technical support team. Note that cube recalculation is required to apply the change. The
exchange rate must be defined in the Reference books\Currency exchange rates[ 7 interface

Analytics second currency: currency used in SMS\Analytics[>® (can be different from the System
currency). Note that cube recalculation is required to apply the change. Can be null (no additional
columns will be added to Analytics in this case). The exchange rate must be defined in the Reference
books\Currency exchange rates[ 7/ interface

Analytics third currency: currency used in Analytics (can be different from the System currency).
Note that cube recalculation is required to apply the change. Can be null (no additional columns will
be added to Analytics in this case). The exchange rate must be defined in the Reference
books\Currency exchange rates[ 7/ interface

Auto threshold calculation (0 - no, 1 - yes): when the value is 1, the cube update thresholds (System
settings Stats calculation threshold (EDR/day; EDR/hour; EDR/min; EDR/month; EDR/week) are
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calculated automatically once the current day cube has been successfully updated. The thresholds
are calculated on the following conditions:

o Min threshold: 150% of the average EDR volume per minute
o Hour threshold: 30% of the average EDR volume per hour

o Day threshold: EDR volume for the first eight hours of the day
o Week threshold: 10% of the average EDR volume per week

o Month threshold: 10% of the average EDR volume per month

Calculate analytics total depending on VPD: possible values are 0 (disabled) and 1 (enabled). In
case of 1, analytics Total row will be calculated and shown in accordance with permissions
configured for a user on the Administration\Users[of) tab. Note that some traffic may not be taken into
account (for example, if the user has permission to check data of client X and vendor Z but is
restricted to check data of vendor Y, the traffic passed from client X to vendor Y will not be calculated
for the Total)

Day cube partition count. number of daily cubes stored in the System; in other words, a period
of time (in days) during which the System retains aggregated statistics arranged by daily cubes.
Since increasing of the parameter requires additional server space (on databases), it can be modified
only by the Alaris technical support team

Delivery interval ranges (comma-separated, seconds): serves to set up to 5 time intervals (in
seconds). Delivery reports are distributed between the intervals for more precise calculation of
average delivery delay (ADD). Messages will be shown in the columns Delivered within interval 1...5
in SMS\Analytics [23. To edit the parameter, contact the Alaris technical support team and
communicate the code BZ22968. See also the Alaris YouTube video

Default Analytics view: serves to configure the statistics layer that is opened by default in the
SMS\Analytics[2/5 interface. The default value is SRC_CARRIER (Client layer). For example, the
value CALLED_COUNTRY allows checking the data starting from Country

Delivery interval ranges (comma-separated, seconds): serves to set up to 5 time intervals (in
seconds). Delivery reports are distributed between the intervals for more precise calculation of
average delivery delay (ADD). Messages will be shown in the columns Delivered within interval 1...5
in SMS\Analytics [28. To edit the parameter, contact the Alaris technical support team and
communicate the code BZ22968. Note that recalculation of analytical cubes is required to apply the
change. For example, if the value is 5,15,60,180, the analytics columns will show:

o Delivered within interval 1 - number of delivery reports that were received within the interval 0-5
seconds after message sending to the vendor side (the right boundary is not included)

o Delivered within interval 2 — the interval is 5-15 seconds
o Delivered within interval 3 — the interval is 15-60 seconds
o Delivered within interval 4 — the interval is 60-180 seconds

o Delivered within interval 5 — the number of delivery reports that were received in 3 minutes and
later

Hour cube partition count. number of hourly cubes stored in the System; in other words, a period
of time (in hours) during which the System retains aggregated statistics arranged by hourly
cubes. Since increasing of the parameter requires additional server space (on databases), it can be
modified only by the Alaris technical support team
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List of SMS products which margin is set to 0 in analytics: SMS ID of SMS products (comma-
separated — 2,000 symbols are allowed) that must be excluded from margin analysis (their margin is
displayed as 0 in SMS\Analytics[>%). This parameter is used when the rates must be ignored in
analytics — for example, when the System owner uses internal equipment for processing SMS
messages, which makes rates and margin data irrelevant. In order to apply the changed parameter to
processed traffic, analytical cubes must be recalculated

Minute cube partition count. number of minute cubes stored in the System; in other words, a
period of time (in minutes) during which the System retains aggregated statistics arranged by
minute cubes. Since increasing of the parameter requires additional server space (on databases), it
can be modified only by the Alaris technical support team

Month cube partition count. number of monthly cubes stored in the System; in other words, a
period of time (in months) during which the System retains aggregated statistics arranged by
monthly cubes. Since increasing of the parameter requires additional server space (on databases), it
can be modified only by the Alaris technical support team

Recalculate current day stats at, hours (0-23, 1-fold). forced recalculation of day statistics at the
specified hour (valid values are integers from 0 to 23). Several values can be specified (comma-
separated), e.g.: 1,15,22 (daily cubes will be recalculated every day at 01:00, 15:00, 22:00
irrespective of the calculation threshold). In case null is specified, cube recalculation will happen
every time when the Stats calculation threshold (EDR/day) is reached

Recalculate current hour stats at, mins (0-50, 10-fold): forced recalculation of hour statistics at
the specified minute of the hour (valid values are 0, 10, 20, 30, 40 or 50). Several values can be
specified (comma-separated), e.g.: 10,50 (hourly cubes will be recalculated every hour on 10th and
50th minutes irrespective of the calculation threshold). In case null is specified, cube recalculation will
happen once the Stats calculation threshold (EDR/hour) is reached

SMS statistics telescopic mode: when enabled, the interface shows:
- the past two hours (current and previous) calculated using minute cubes on the fly

- the current day calculated using hour cubes plus the past two hours calculated using minute
cubes on the fly

- the current month calculated using daily cubes; the current day of the month is calculated
using hour cubes

When disabled (0), click Telescopic view in the SMS\Analytics[> interface (available only if
the user has the Telescopic mode permission granted) to apply the same logic. To disable
the Telecopic view, click on the control again

Show aver. delivery delay in seconds (0 - no, 1 - yes): when the value is 1, the average delivery
delay is shown in seconds (by default it is displayed in minutes)

Stats calculation delay, minutes (day/hour/min/month): the delays configured for each time
increment (minute, hour, day, week, and month) to allow statistics calculation even if the thresholds
configured in Stats calculation threshold settings for corresponding type of cubes have not been
reached. For example, the value 45 in the parameter Stats calculation delay, minutes (day) means
that the statistics for a daily cube will be calculated in 45 minutes after EDR import for the day takes
place even if the value of Stats calculation threshold (EDR/day) is not reached. Note that it is not
recommended to decrease the values without consulting the Alaris technical support team first since it
leads to almost constant recalculation of the same data (in case of increase, the cubes may be
calculated too slowly and the data will not be shown in the Analytics interface). Additionally please
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note that all values are calculated automatically based on daily traffic volume (if the setting Auto
threshold calculation is set to 1)

e Stats calculation threshold (EDR/day, EDR/hour, EDR/min, EDR/month, EDR/week). number of
EDRs per day/hour/minute/month necessary to launch next cube recalculation. For example, if
Stats calculation threshold (EDR/day) is set to 100, the corresponding daily cube will be recalculated
as soon as more than 100 new EDRs are imported for this day

e Stats calculation delay, minutes (hour minor) and Stats calculation minor threshold (EDR/hour) are
intended to decrease the number of hour cube recalculations (for example caused by late delivery
reports). An hour cube will be placed to queue for recalculation:

o after the period set in the parameter Stats calculation delay, minutes (hour minor) if the
number of newly inserted EDRs is less than Stats calculation minor threshold (EDR/hour)

o after the period set in Stats calculation delay, minutes (hour) if the number of newly inserted
EDRs is greater than Stats calculation minor threshold (EDR/hour) but less than Stats
calculation threshold (EDR/hour)

o immediately if the number of newly inserted EDRs is greater than Stats calculation threshold
(EDR/hour)

If Auto threshold calculation is set to 1, Stats calculation minor threshold (EDR/hour) is calculated
as Stats calculation threshold (EDR/hour) / 50

e Traffic details days count. number of days to store the financial statistics in the System. Since
increasing of the parameter requires additional server space (on databases), it can be modified only
by the Alaris technical support team

e Week cube partition count. number of weekly cubes stored in the System; in other words, a period
(in weeks) during which the System retains aggregated statistics arranged by weekly cubes. Since
increasing of the parameter requires additional server space (on databases), it can be modified only
by the Alaris technical support team
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=l SMS rates

Blocked networks markers

Default network markers (client)

Default network markers (vendor)

Defragment SMS rates

Effective from date for zame (D - real, 1 - export date)
Fragmented rates import effect (D - remove further rates, ...
Ignore rates closed M days ago

Ligt of MCCMMCe to be excluded from export

List of MCCs with 3-digit MNCs

Ligt of net names to ignore MNC

MCCs from the price lists to be imported
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Mo, Falze, Blocked, 0 close
-1, ,-0,850 00995 — 000
-1, ,-.0,850 9939 000

1

- @

=]

=]
262,302, 310.311 312 316,320,234 332 34 .
default Al networks

null

Maximum rate anslysis depth (days) &00
Period to consider effective date as being too far in the past 11111
Price values to be considered as blocksd +
Rate changeg auto 2end hour 13
Rate export routing featurs inheritance (0 - no, 1 - yes) 1
Rate inheritance mode {0 - longest match at child, 1 - glo... 1
Rate rounding precision (dizplaying) 4
Rate rounding precision (storing) 4
Symbols ignored in rate field Z€a-n
Update rate notes for existing rates (D - no, 1 - yes) 1

SMS rates

Blocked networks markers: a list of keywords (comma-separated) used as markers of blocked
networks in import of rate sheet files. If the rate sheet file has the Network status column and one
of the keywords is found in the file for any rate, the Rate note field for this rate will have the
Blocked value. A vendor product with a blocked rate for the MCCMNC will not take part in routing. If
the message is received from a client product and a blocked rate is selected, the message will be
rejected. If the price contains both the Net status and Rate note columns, Net status takes priority
over the Rate note column

Default network markers (client/vendor). a comma-separated list of characters that should be
ignored when parsing the MNC and/or e.212 column. The parameter is set separately for the
client and vendor. It is helpful with price lists that contain placeholders (for example, space, dash
or 9999) instead of empty value in the MNC/e.212 field when offering a flat country rate. The
default value is "-1, ,-" - space is included. If the value contains 0, values like 000 will be removed
during rate import. Learn more about this feature in Alaris YouTube video

Defragment SMS rates: possible values are 0 and 1 (0 - disable rate defragmentation, 1 - enable,
default value is 1). Defragmentation means merging rates with the same price in case the End date of
one rate is equal to the Start date of another. The logic is as follows (if the setting is 1). Suppose
there is a rate 0.1 for MCCMNC 250001 with the period 2019.01.01 00:00:00 - 2019.01.10 00:00:00.
If the rate 0.1 for 250001 is added (Add rate button) with the period 2019.01.10 00:00:00 -

2100.01.01 00:00:00, a single unified rate 0.1 will be created as a result for 2019.01.01 00:00:00 -
2100.01.01 00:00:00. If the setting is 0, two rates with periods 2019.01.01 00:00:00 - 2019.01.10
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00:00:00 and 2019.01.01 00:00:00 - 2019.01.10 00:00:00 will be present. If rates contain different
rate notes, two rates will be created irrespective of the parameter value

Effective from date for same (0 - real, 1 - export date): when the value is 1, the Effective from date
is replaced with the task Start date for rates that were not changed during rate export, if the Export
type parameter has the value changes pending at or rates effective at

Fragmented rates import effect (0 - remove further rates, 1 - cut into existing rates): by default the
value is 0. When set to 1, the following logic will be applied. Suppose there is a rate with the period
2019.01.01 00:00:00 - 2100.01.10 00:00:00. Once a rate for the same MCCMNC and the price is
imported (period of the new rate is 2019.01.10 00:00:00 - 2019.02.01 00:00:00), there will be two
periods for the rate: 2019.01.01 00:00:00 - 2019.02.01 00:00:00 and 2019.02.01 00:00:00 -
2100.01.10 00:00:00. The default behavior is to close the period by the end date of the new rate (for
this example in case of default behavior the period will be 2019.01.01 00:00:00 - 2019.02.01
00:00:00)

Ignore rates closed N days ago: the setting is intended for optimization of checks performed by
routing module(s) while searching for vendor rates. The default value is 7 which means that the routing
module will not receive rates with a close date older than 7 days from the database after the module is
restarted

List of MCCMNCs to be excluded from export: MCCMNC codes entered in this field will be
excluded from any export task. The default value is 999. The null value means that all
MCC/MCCMNCs will be exported

List of MCCs with 3-digit MNCs: list of MCCs for countries that always use 3-digit MNCs. The
list is used to generate the MCCMNCS5 column during rate export. MCCs that are not in the list
are translated into 5-digit codes if the MNC starts with 0

List of net names to ignore MNC: ignore data from the MNC field during rate import

(SMS\Rates\Rate import\Rate sheet parsing|z%) in case the Net name column of the imported file

contains one of the values specified in this parameter (comma-separated, case insensitive). The
default value is All networks,default

MCCs from the price lists to be imported: allows ignoring rates for specific MCC codes from
imported rate sheet files. Rates for MCCs that are not specified in the parameter (exact match is
used) are not imported. The parameter may come handy if the System owner does not want to use
specific MCC rates received from a partner. The default value is null (which means that all MCCs will
be imported). Find out more about the feature in the Alaris YouTube video

Maximum rate analysis depth (days): the default value is 60 (days) which means that during rate
import in the Analysis mode, all rates that were active for the last 60 days for MCCs/MCCMNCs from
the sheet will be shown. Suppose there is a rate for MCC 250 in the file with the period 2019.01.01-
2100.01.01. If there is another rate in the product for MCC 250 with the close date less than the
current date - 60 days, two rows will be shown in the analysis result - the new rate and the past one)

Period to consider effective date as being too far in the past. the default value is 365 (days). Rates
with the effective date older than the value specified in the parameter will be ignored during rate import

Price values to be considered as blocked (comma-separated): when the Rate column contains a
value specified here, a rate with Rate note: Blocked is created. Vendor products with a Blocked rate
for the MCCMNC will not take part in routing. If a message is received from a client product and a
blocked rate is selected, the message will be rejected. Values should be separated by comma, the
default value is -. If the setting contains O as one of the values and if the rate import task has Do not
close empty or zero rates checkbox enabled, the rows with 0 rates will not be blocked

Rate changes auto send hours (comma separated): sets the hour of the day when the rate changes
are sent (configured by the parameter Send rate change notifications automatically in
Carriers\Products| %). Possible values are from 0 to 23. Several comma-separated values can be
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entered (in this case auto rate export will be triggered several times during the day). Tasks are
created with the start date equal to the previous hour value from the parameter. If a single value
is set, the start date will be equal to the same hour of the previous day. If the parameter is not
set (null), no auto export task is created. For example:

1) Rate changes auto send hours (comma separated): 1,3,5

If the System task is started at 1:24, the export task is generated with the start date = previous
day at 05:00

2) Rate changes auto send hours (comma separated). 1,3,5.

If the System task is started at 5:24, the export task is generated with the start date = current day
at 03:00

3) Rate changes auto send hours (comma separated). 13

If the System task is started at 13:24, the export task is generated with the start date = previous
day at 13:00

If during the day the user changes rates for a product that has the parameter Send rate change
notifications automatically set to any value other than Do not send, a new rate export task will be
generated at the predefined hour, and the user will be notified accordingly. Note that export tasks
(can be reviewed in the SMS\Rates\Rate export[zsh interface) are created in advance (for

example, if the setting is specified as 14 at 13:52, no export task will be created)

Rate export routing feature inheritance (0 - no, 1 - yes): if the option is set to 1, routing features of
the parent product will be exported when an export task is created for a child product (if the Column
settings contain the FEATURE column). Export uses the same logic with parent/child features as for
rates: in case there is a feature value for the client product, it will override the parent’s value

Rate inheritance mode (0 - longest match at child, 1 - global longest match): flag that controls rate
search logic. When set to 1, the System searches for the most detailed rate (in terms of both
MCCMNC/dial code/sender MCCMNC) in the parent and child product and uses the most detailed one
to charge the client. When set to 0, the System first searches for the child product and if there is no
suitable rate (for either MCC or MCCMNC), it searches it in the parent product. The default value is 1.
The same setting is available on the product level (which overrides the System parameter)

Rate rounding precision (displaying): number of decimal places for displayed rates
Rate rounding precision (storing): number of decimal places for rates stored in the System

Symbols ignored in rate field: all characters contained in the field will be ignored when parsing
the Rate column during an import operation. This allows filtering out currency symbols as well as
blanks (the default value is * $€’). Regular expressions are also supported (for example, ‘a-zA-Z’)

Update rate notes for existing rates (0 - no, 1 - yes): defines whether the imported rates must be
updated if the rate record has the same price but a new rate note. The default value is 0. Rates with
same type will not be updated even if they contain rate notes with values different from the existing
ones
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4.8.12 SMS routing

= SM5 rates

Blocked networks markers Mo, Falze Blocked, 0 close
Default network markers (client) -1, ,-,0,9556 9999 — 000D
Default netwark markers (vendaor) -1, -0,95%5 9999 000
Defragment SMS rates 1

Effective from date for change type «zame=z (0 - actual, 1 ... O

Fragmented rates import effect (0 - remove furtherrates, ... D

-

Ignore rates closed M days ago

Ligt of MCCMMCe to be excluded from export 559,100

List of MCCs with 3-digit MNCs 262,302 310,312,318,330,334,335 342 34,
List of net names to ignore MNC All networks default

MCCs from the price lists to be imported null

Maximum rate analysis depth (days) &00

Period to consider effective date as being too far in the past 11111
Price values to be considered as blocksd -0, M

Rate changes auto send hour 10
SMS routing

Deduct HLR rate from margin (0 - no, 1 - yes): when enabled, the HLR rate is deducted from the
margin (affects margin calculation for both analytics and routing). For concatenated messages the
HLR rate is deducted only once

Delay between simulations in multi mode (seconds). defines the delay between simulation tasks
if the Mode value is multi (SMS\Routing\Simulation[=#). The default value is 0.5

MCC "Rest of the world": the default value is 777; the respective record is made in the reference
book. This record is considered if the price for the full MCCMNC or its MCC cannot be found.
For example, when an attempt is sent to a number belonging to the network with MCCMNC
250001 but the product does not contain rates for either 250001 or 250, the price for code 777 (if
it is both present and active) will be selected. The parameter is applicable throughout the System,
including Alaris Campaign Portal and MO messages. If it is impossible to find a record for an MCC
available in the SMS\Reference books\Short code reference book[274), the routing module will try to
find a record for the MCC defined in the parameter

Routes to send: maximum number of routes that the System can provide for terminating an SMS
(applies to the SMS\Routing\Simulation[s% interface as well).

SMS simulation router list. list of routers available for selection in the Router drop-down list in
SMS\Routing\Simulation[s%. Routers are added in the format IP address:Port, and must be
comma-separated, for example: 66.210.56.183:1750,61.610.58.192:1751. In most cases the setting
is changed by the Alaris technical support team

SMS simulation username: the OS username for connection to the routing server to copy the
simulation log. The setting is modified when necessary by the Alaris technical support team

SMS vendor credit control enabled (1 - yes, 0 - no). when the value is 1 (default), vendors are
blocked after their credit limit is reached. Suppose the agreement parameter Out credit is set to 200
which means that the vendor can receive traffic until the vendor balance is greater than 200 (in the
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account currency). If the System setting is 1, messages will not be sent to the vendor once the credit
limit reached. If the setting is 0, messages will be sent to the vendor (if there is no other restriction)

Use choice and rule ID dependent sorting of routes (0 - disable, 1 - enable): when enabled, the
parameter changes the default logic of route sorting (context -> priority -> weight) to rule
ID/choice order dependent (context -> priority -> rule ID -> choice order -> weight). If several
rules have the same context and same priority, the rule with a higher 1D will be processed first. Static
choices go first (since they have the greatest weight). The weight of vendor products of dynamic
choices are calculated using Formula (in case the formula is not specified, it is a random value)

4.8.13 SMS switch

= SMS switch
Default vendor overflow buffer size 100
Default vendor window size 100
Delivery waiting period, sec 172000
lgnore registered_delivery for client 1
Low balance account MPS modifier 1
Track MO responses to MT max waiting period, minutes &0

Concatenated messages: All segments submit timeout, sec. 30
Concatenated messages: Delivery waiting period for state... 180
Concatenated messages: Fast response for every segme... 1
Concatenated messages: Reject incomplete messages (0... 1

Concatenated messages: Shift submit fime exponentially ... O

SMS switch

Default vendor overflow buffer size: the default allowed number of SMS in the storage buffer. The
parameter is used if the Vendor overflow buffer size parameter is not set in Carriers\SMS
channels[2h. The default value is 50000 (messages). In case the parameter is not set or set to 0 while
Vendor capacity (sms/sec) is not empty, when the capacity is reached, messages will be rejected
with EDR status BUFFERD_VSLB. Once the buffer threshold is reached, messages will be rejected as
well. The maximum value can be calculated based on server specifications (300,000 messages in the
buffer require approximately 1 GB of RAM

Default vendor window size: the default allowed number of pending messages awaiting the
vendor’s response (submit_sm packets without submit_sm_resp received). The parameter is
used if the Vendor window size parameter is not set in Carriers\SMS channels[+5. For example,
Window size set to 10 means that 10 pending messages are possible for the vendor (10 messages
without a response from the vendor side to our submit requests). The 11th SMS will be rejected if the
vendor does not respond to it within the submit timeout (30 seconds by default) or the vendor does not
respond at least to one of the pending messages, and also if the Default vendor overflow buffer size
is set to 0. Otherwise the message will be placed in buffer. The default value is 30

Delivery waiting period, sec: the period during which delivery reports are expected from the vendor;
after that, the reports will be ignored. Note that the parameter does not invoke generation of EXPIRED
delivery status once the period is expired. The default value is 172800 seconds (2 days). The
maximum value can be defined based on the server parameters (available disk space)

Ignore registered_delivery for client. ignore the value of the registered_delivery flag for the client.
If the value is 0 and the client sends registered_delivery = 0, the client will not receive a delivery
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report even if the System has received it. If the value is 1, the client will receive the delivery
report irrespective of whether the client requested it or not

Low balance account MPS modifier: the parameter serves to automatically limit the capacity of a
carrier based on its account balance. When the MPS low balance account threshold is reached,
the client MPS will be limited by the value calculated as the actual balance/Low balance account
MPS modifier. The default value is 1. For example, if the MPS low balance account threshold is
500, the actual balance is 450 and the Low balance account MPS modifier is 100, the MPS is
calculated as 500/100 = 5 MPS. This logic will help prevent situations when a partner can send
more traffic than its balance allows. If MPS is exceeded, messages will be rejected. Note that the
functionality is not applicable to trusted clients (for whom credit limit is set empty). See also the
Alaris YouTube video

Track MO responses to MT max waiting period, minutes: serves to set the delivery waiting period for
MO responses. The default value is 1440 (applicable only to MT traffic for client SMS channels with
the enabled checkbox Track MO responses to MTs)

Concatenated messages: All segments submit timeout, sec.: defines the period in seconds for
all the segments of a concatenated message to be received by the switch and processed as
single SMS, otherwise the switch processes them like separate submits. The same parameter
can be applied on the channel level (in Carriers\SMS channels[+z) - in which case it has priority
over the System setting. The default value is 10. Note that the parameter is applied if the System
setting Enable system-wide stateful concatenated messages processing (0 - no, 1 - yes) is set to
1, the channel setting Stateful concatenated messages processing is enabled or the feature is
enabled in the internal switch configuration

Concatenated messages: Delivery waiting period for stateful processing: time (in seconds) to
wait for delivery reports for segments of the same message. The default value is 86400 seconds.
If no DLRs were received, the SMS remains in the SENT status. If DLRs were received for some
segments and not received for others, the EXPIRED status is sent to the client for the entire
message. If different reports were received for different segments (for example, DELIVRD for
some and UNDELLIV for other), the UNDELIV status is returned to the client. If the DELIVRD
reports were received for all the segments, the DELIVRD status is returned to the client. Note that
the parameter is applied if the System setting Enable system-wide stateful concatenated
messages processing (0 - no, 1 - yes)is set to 1, the channel setting Stateful concatenated
messages processing is enabled or the feature is enabled in the internal switch configuration

NOTE: Important! The SMS switch checks if the EXPIRED status must be generated every minute, that is,
on the 60th second, the 120th second, the 180th second etc. Therefore if a vendor sends a delivery
report within the interval, the vendor's report - and not the EXPIRED status - will be sent to the client. For
example, if the parameter is set to 70, delivery reports (with the DELIVRD status) are received on the 75th
second, and the DELIVRD status will be sent to the client since the check-up will be carried out only on
the 120th second.

Concatenated messages: Fast response for every segment (0 - no, 1 - yes): specifies if
successful submit responses (for each segment) should be sent to the client before routing takes
place. Note that in case no routes are found, UNDELIV reports will be sent out. Allowed values
are 0 (disabled, which is default behavior) and 1 (enabled). The same parameter can be applied
on the channel level (in Carriers\SMS channels| ) - in which case it has priority over the System
setting. Note that the parameter is applied if the System setting Enable system-wide stateful
concatenated messages processing (0 - no, 1 - yes) is set to 1, the channel setting Stateful
concatenated messages processing is enabled or the feature is enabled in the internal switch
configuration

Concatenated messages: Reject incomplete messages (0 - no, 1 - yes): when enabled, the
System sends failed submit responses if some segments are not received until the timeout set in

71


https://www.youtube.com/watch?v=oRsmz-o1NQo&t=199s

" w7 Alaris Labs

Administration Telecom Software Products

Carrier-Neutral, Protocol-Agnostic

Concatenated messages: All segments submit waiting period timeout. The allowed values are 0
(the SMS switch processes an incomplete set of segmented SMS messages as separate ones)
or 1 (the SMS switch sends a failed response (ESME_RSUBMITFAIL) to the client and does not
process these submits further). The same parameter can be applied on the channel level (in
Carriers\SMS channels[+-8) - in which case it has priority over the System setting.The default
value is 0. Note that the parameter is applied if the System setting Enable system-wide stateful
concatenated messages processing (0 - no, 1 - yes) is set to 1, the channel setting Stateful
concatenated messages processing is enabled or the feature is enabled in the internal switch
configuration

Concatenated messages: Shift submit time exponentially (0 - no, 1 - yes): when enabled, the
System adds 2*segmentNum seconds to the send time in submit EDR (where segmentNum is
the number of segments of a concatenated message). The parameter solves the message
ID+message sent time unique problem if the vendor returns the same message ID for different
segments of the message. If set to 0, the message sent time will not be modified in the EDR. By
default the parameter is enabled - meaning that a few seconds will be added to the timestamp.
Note that the parameter is applied if the System setting Enable system-wide stateful
concatenated messages processing (0 - no, 1 - yes) is set to 1, the channel setting Stateful
concatenated messages processing is enabled or the feature is enabled in the internal switch
configuration

4.8.14 Security

= Security

Allow password re-use 0
Allowed login attempiz affer password expiry 5
Minimum digit count in password 0
Minimum letfer count in password 0
Minimum mixed case letter count in password 0
Minimum noen-alphanumeric symbel count in password 0
Minimum password length &
Mon-alphanumeric password symbols EEFH & )+=.,_
Password expiry period, days 60
Password expiry reminder (days) 3
Pazsword history period, days a0

Security

The Administration\System settings\Security section serves to control the password generation and
storing policies using the following settings:

Allow password re-use: if set to 0, users are not allowed to use previous passwords when changing
a password (Administration\Users[of) >> User password change)

Allowed login attempts after password expiry: once the password expiration date has come, the
user will still be able to login N times before changing the password, where N is defined by this
parameter

Minimum digit count in password/Minimum letter count in password/Minimum mixed case letter
count in password/Minimum non-alphanumeric symbol count in password: minimum number of
digits/letters/mixed-case letters/non-alphanumeric symbols to be used in the new password
correspondingly. Integer values are allowed. If set to null, the default value will be used (3 digits/0
letters/2 mixed case letters/2 non-alphanumeric symbols correspondingly). If, during password
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change, the user inserts fewer symbols than is specified in the parameter, the following warning will
appear:

Password does not comply with security policy or was already used. The password must contain:
at least 3 character(s)

at least 3 digit(s)

at least O letter(s)

at least 0 mixed case letter(s)

at least 0 symbol(s) from |@#$%"&*()-+=.,;

NOTE: The parameter applies to the main web interface and the Wholesale portal. The list of non-
alphanumeric symbols are defined in the System parameter Non-alphanumeric password symbols.

e Minimum password length: minimum password length. Integer values are allowed (maximum is 60).
If set to null, the default value will be used (8 symbols). The parameter applies to the main web
interface and the Wholesale portal

NOTE: The same mechanism of password generation applies to SMS channel passwords (Generate
button in the Carriers\SMS channels| b interface). SMPP specification 3.4 allows no more than 9
symbols for a password. Therefore, if the setting is greater than 9 and the user generates a password for

an SMS channel (Carriers\SMS channels[ b >> Password >> Generate), the password length will be 9
symbols. Additionally, the generation algorithm will try to fulfill the requirements of the minimum number

of letters/digits/non-alphanumeric symbols

e Non-alphanumeric password symbols: list of symbols allowed for being used in the password
other than digits and letters. Integer values are allowed. If set to null, the default value will be used (2
symbols). Note that the parameter applies to the main web interface and the Wholesale portal

e Password expiry period, days: default number of days after which the password expires. By
default the Expiry date (Administration\Users[9h) is set to the current date + Password expiry period,
days. The minimum value is 1, the maximum is 10000. If the user tries to login to the web interface /
Alaris Campaign Portal / Wholesale portal with an expired password, a warning appears

e Password expiry reminder (days): number of days until the user starts receiving warning letters
about password expiration. Note that the System job BAS_CHECK_EXPIRE_PASSWORD must be

enabled

e Password history period, days: number of days during which the passwords used earlier are
stored. For example, if Allow password re-use is set to 0 and the user tries to change the password
to the same value that is stored in the history (suppose that the old password was used earlier than N
days ago, where N is Password history period, days), a warning appear
4.8.15 Telegram
The System allows sending report results to Telegram. This section serves to configure interaction with
the Telegram service and contains the following parameters:

= Telegram

Proxy ([TYPE] [IP][PORT]). Possible types: DIRECT, 30...  null

Telegram bot token null

Telegram
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Proxy ([TYPE] [IP]:[PORT]). Possible types: DIRECT, SOCKS, HTTP: proxy type in order to send
reports from the Reports interface to Telegram. Default value (null) means that no proxy is used
for sending. Example: SOCKS 212.83.147.101:12850

Telegram bot token: bot token for sending reports (from the Reports[ 73 interface) to Telegram.
To enable this, a bot must be registered (for example, SendAlertsBot) at
https://telegram.me/BotFather - once the registration is completed, a token will be issued. The
token must be inserted in the Telegram bot token parameter and a chat with the bot
(@SendAlertsBot) must be created. The chat will serve to receive automatic messages. The
default value is null (the functionality is disabled)

To configure interaction with the Telegram service, proceed as follows:

0. Set the appropriate values in the System parameters detailed above

1. Register a bot (service on behalf of which notifications will be sent) at

https://telegram.me/BotFather. For example, SendAlertsBot

2. Remember the bot ID

3. Create a chat with the bot (@SendAlertsBot). The chat will be used for receipt of automatic
messages

4. The ID of the chat (which can be checked at https://telegram.me/get_id_bot) can be used in
reports marked as Periodic

As Telegram does not support display of tables, only the content of the dedicated field of a preset will be
sent to the messenger. The full report content can be emailed to predefined email addresses.

4.8.16 Trading tools
The section contains parameters related to Swap deals [,

= Trading tools

Percentage of cubes allowed to be invalidated for swapd... 20

il
1

Repeated alerts buffering interval, min &0
Swap deals stats currency

The list of exeluded vendors null

Trading tools

Percentage of cubes allowed to be invalidated for swap deals: the maximum percent of analytical
cubes for the period covered by a swap deal which may be under recalculation. When the threshold
is reached, the swap deals stats is not updated. For example, if the option is set to 10, this means that
for a deal 10% of cubes can be in the invalid state (can be recalculated). If the percentage is greater,
the notification ‘Swap stats cannot be updated at the moment: percentage of invalidated cubes is
higher that the System threshold’ will appear. Note that the statistics is based on hour cubes for the
current day (24) + daily cubes for other days (which are included to the period of a deal). For
example, if a deal is for a month (January) and the current date and time is 16/01 15:01, 40 cubes in
total (16 daily cubes + 24 hour cubes) are taken into account (so 10% is 4 cubes in Must be
recalculated state is the maximum number for the deal to show ‘actual’ stats)

Swap deals stats currency: serves to configure the currency in which swap deals statistics must be
calculated. If set to null, the System currency will be used. See also the Alaris YouTube video

74


https://telegram.me/BotFather
https://telegram.me/BotFather
https://telegram.me/get_id_bot
https://www.youtube.com/watch?v=IR7aAtINRZE&t=335s

" w7 Alaris Labs

Administration Telecom Software Products

4.9

Carrier-Neutral, Protocol-Agnostic

Template manager

The Administration\Template manager page allows creating templates for various document types
generated by the System - invoices, rate export files, invoice letters etc.

The page is divided in two panels. The left panel is a table of templates. The table contains the following
information:

0 Startpage | . Template manager *

= Template Contract company Account Product type Template direction Products
o All V¥ || Breaking bad | ¥ || 1-To-Allzz, EUR | ¥
_ Balance alert letter (himl) All All
_ Blended routing rule change letter (html) All All
_ Blended routing rule deactivation letter (ntml) All All
_ CDR Recalculating results letter (himl) All All
_ CDR Rerating results letter (html) All All
.+ CDR export letter (html) All All
_ Credit alert letter (html) All All
Template manager
e Template: description of the template and link for downloading the document in XLS, PDF or
HTML format
e Contract company: the legal entity of the System owner on behalf of which it works with a
partner
e Account. carrier account(s) the selected template is used for (if Default — the template is used for
all carriers except for those who have separate templates; Default templates cannot be deleted)
e Product type: US Domestic or International (for voice) or SMS
e Comments: arbitrary notes
e | ast updated: the date of the template latest update
The button “— in the first column activates the Change template view on the right. The button % deletes

the record. The Change template view allows configuration of the following parameters:

Template type: type of the template (select from the drop-down list)
Contract company
Accounts: select carrier account(s) the template is used for

Template direction, available for template types Invoice, Invoice details, Invoice letter, and Invoice
letter (separate letter for usage stats option). Possible values include:

- Al
- Client
- Vendor

Find out more about the feature in the Alaris YouTube video.

NOTE: When the System selects the template for generation of a document, the Template direction field has
priority over the fields Account and Contract company. Suppose two templates of the type /nvoice exist in the
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System, #1 with Account = All, Template direction = Client, and #2 with Account = "Specific account",
Template direction = All. The System will select template #1. However, if template #2 has the Template
direction = Client (or Vendor, as appropriate), the System will select template #2.

e Products: multipicker that allows assigning the templates to several products (available for the
following template types: SMS rate export, SMS rate update letter)

o File name mask

e [etter subject. active only for letter templates. The parameter defines the email subject. It is
possible to use markers here

e [etter body: active only for the letter templates. The parameter defines the email text. It is
possible to use markers here

e Product type: select SMS

e Template file: select a file to upload
Change template

Template type™: v

Contract All -t
Company:

Account fitter:  PocoDinero Enterprises b

Other items Selected items
PocoDinero Enterprizes, EUR (Account I... ALARIS TEST, USD (Account ID: 11015)

Pocolinero Enterprizses, USD (Account I... ==

<=

Product type: Product type
Correction
Internaticnal

SMS

O=O0O0O0

US domestic
Template file: etter template.xls Browse
Selert a new file to update the current template

Change template

When through with defining the parameters, click v/ Save o confirm or 4 Cancel to discard the
settings.

To add a new template to the System click &) Add template 5y open the Add new template view. The
configurable parameters are the same as in the Change template view.
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Add new template
Template type™: Bzlance alert latter Ra
Contract Alarislabs R
company:
Accounts: Selected: 2 |

Letter subject™: Balance alert

Letter body:

- B/ U S Fot- T_ A @A A A

m - é’v - =1 = 1= T, <» I
Dear Sirs,

This 1s to notify that the current balance of the [CompanvName] account
has got below [BalanceOrCreditUsage]. Please top up your account to avoid
service interruption.

The current balance of yvour account is [Balance].
Your credit limit s set to [Credit].

Best regards
The [SvstemOwnerName] Team

Commeants:

Add template view
Below is a list of available markers for the templates.
4.9.1 Markers

Markers are alphanumeric strings in square brackets that are used in document templates as
placeholders of information. Below is a list of markers supported by the System.

NOTE: All amounts can be shown with a reversed sign with the help of the RevSign suffix (negative
amounts shown as positive and vice versa). For example, when the invoice amount is -100, the marker
[EstimatedAmount] is replaced with -100 while [EstimatedAmountRevSign] is replaced with 100.

Invoice markers (cover letter and attachment)

General parameters

[AccountManager] - the account manager’s first and last name

[AccountManagerFull] - the account manager’s first and last name (as of the invoice issue date)
[AgrBankinfo] - content of the Bank info field in Carriers\Agreements[+h

[AgrCode] — agreement code

[BankAccount] - the account number

[BankName] - the bank name

77



" w7 Alaris Labs

Administration Telecom Software Products
Carrier-Neutral, Protocol-Agnostic

[BankRecipientName] - the recipient's name

[BankSwiftCode] - the SWIFT code

[BillingManager] - billing manager first and last name
[BillingManagerEmail] - billing manager email address
[BillingManagerMobilePhone] - billing manager mobile phone number
[BillingManagerOfficePhone] - billing manager office phone number
[BillingManagerSignature] - billing manager signature

[CAR_ID] - carrier's identifier (same as [Companyld])

[CAR_NAME] - carrier's name (same as [CompanyName])
[CompanyAddress] - company's address from the Carriers[99) interface
[Companyld] - carrier's identifier

[CompanyName] - carrier's name

[CompanyRegisteredName] — name of the partner's company as specified in the parameter Company

registered name in Carriers\Agreements |+

[CompanyVAT] — partner’s personal tax reference number
[CurrencyCode] - currency
[CurrencyName] - currency display name from Reference books\Currency exchange rates[+7h

[CurrencySymbol] - symbol of the currency in which the invoice is generated. By default only the USD
symbol is supported. To include other symbols contact the Alaris technical support team and
communicate the code BZ29982. See also the Alaris YouTube video

[Invoiceld] - invoice identifier

[InvoicePeriod] — invoice period

[InvoicePeriodLong] - invoice period with time indication

[InvoiceSysPeriod] — invoice period in the System owner’s time zone

[DetailsFileName] — name of the PDF file with traffic details

[FileName] — PDF file name

[InvDueDays] - value of the parameter In payment period, days from Carriers\Agreements[1h

[InvNotes] - marker used in the Invoice and Credit note templates. It is substituted by the text filled in the
template's Comments field.

[InvoiceCurrentOffset] - invoice timezone offset to GMT in the format: +/-HH:MI

[InvoiceDate] — invoice issue date

[InvoiceDatelnWords] - Invoice issue date with month written in words
[InvoiceDatelnWordsIin<LANGUAGE>] - Invoice issue date with month written in words in <LANGUAGE>
[InvoiceDueDate] - invoice due date

[InvoiceDueDatelnWords] - invoice due date with month written in words

78


https://www.youtube.com/watch?v=1-tQMAR_RKY&t=509s

" w7 Alaris Labs

Administration Telecom Software Products
Carrier-Neutral, Protocol-Agnostic

[InvoiceDueDatelnWordsIin<LANGUAGE>] - invoice due date with month written in words in
<LANGUAGE>

[Invoiceld] - invoice system ID

[InvoicePeriod] - invoice period in partner timezone

[InvoicePeriodInWords] - invoice period with month written in words
[InvoicePeriodinWordsIn<LANGUAGE>] - invoice period with month in written words in <LANGUAGE>
[InvoicePeriodLong] - invoice period in partner timezone with hours, minutes and seconds specified

[InvoicePeriodLonglnWords] - invoice period in partner timezone with hours, minutes and seconds
specified, with month written in words

[InvoicePeriodLonglnWordsin<LANGUAGE>] - invoice period in partner timezone with hours, minutes
and seconds specified, with month written in words, in <LANGUAGE>

[InvoiceRefNumber] — invoice reference number
[InvoiceRegDate] - invoice confirmation date
[InvoiceRegDatelnWords] - invoice confirmation date with month written in words

[InvoiceRegDatelnWordsIn<LANGUAGE>] - invoice confirmation date with month written in words, in
<LANGUAGE>

[InvoiceStartDate] - start date of the billing period

[InvoiceEndDate] - end date of the billing period

[InvoiceSysPeriod] - invoice period is System timezone

[InvoiceSysPeriodinWords] - invoice period is System timezone with month written in words

[InvoiceSysPeriodinWordsIin<LANGUAGE>] - invoice period is System timezone with month written in
words, in <LANGUAGE>

[InvoiceTimezone] — name of the time zone according to which the invoice is generated

[OwnerName] — System owner’s company name as set in the parameter Contract company name in
Carriers[9%)

[PARAM<PARAM_ID>] - value of a custom parameter for the current document
[POIlActivePrefixes] - comma-separated list of currently active POI prefixes
[POIPrefixes] — comma-separated list of POI prefixes pertaining to the account
[PrevPeriodEndDate] - invoice period start date minus 1 day

[ProductDescr] - list of unique product names (comma-separated)

[SingleProductDescr] - if the charge contains a single product, the marker is replaced with the product
name; otherwise it is replaced with void

[TaxRate] - when a country-based tax rate is selected, the marker shows the default tax rate from the
agreement

[TaxRatesByCountry] - tax rates (with reference to the country) that are different from a rate set in the
agreement. For example: 33% - Russian Federation

[YYMMDD] - invoice issue date in format YYMMDD
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[YYYYMMDD] - invoice issue date in format YYYYMMDD
[Year] - year of the invoice issue date
[Month] - month of the invoice issue date

[Day] - day of the invoice issue date

Invoice totals

[«<CURRENCY=>InInvoiceCurrency] - cost of 1 unit of <Currency Code> in System currency
[AgrLegalAddress] - content of the Legal address field from Carriers\Agreements |1
[AmountinWord] — invoice amount written in words

[AmountinWordRevSign] - -1 * [AmountinWord]

[ChargeAmount1] - charge amount in currency 1 with currency code

[ChargeAmount2] - charge amount in currency 2 with currency code

[ChargeAmount3] - charge amount in currency 3 with currency code

[CompanyNameUE] — company name encoded for use in URL

[CurrencyCode1] — name of the currency set by the Finance first currency parameter

(Administration\System settings\Financial module[43)

[CurrencyCode2] — name of the currency set by the Finance second currency parameter

(Administration\System settings\Financial module[43)

[CurrencyCode3] - name of the currency set by the Finance third currency parameter
Administration\System settings\Financial module[43)

[CurrencyCodeUE] - currency code (e.g. USD, EUR, etc.) encoded for use in URL
[EstAmountinWord] — [EstimatedAmount] written in words
[EstAmountinWordRevSign] - -1 * [EstAmountinWord]

[EstimatedAmount] — estimated amount with currency code

[EstimatedAmount1] - estimated amount in currency 1 with currency code
[EstimatedAmount?] - estimated amount in currency 2 with currency code
[EstimatedAmount3] - estimated amount in currency 3 with currency code
[EstimatedAmountin<kCURRENCY>] - estimated amount in <Currency Code>
[EstimatedAmountNum] — estimated amount without currency code
[EstimatedAmountNum1] - estimated amount in currency 1 without currency code
[EstimatedAmountNum?2] - estimated amount in currency 2 without currency code
[EstimatedAmountNum3] - estimated amount in currency 3 without currency code

[EstimatedAmountPlusTax] - estimated amount with tax and currency code (the tax is added if the value
of In/Out tax scheme in Carriers\Agreements[+Nis Add tax % to estimated amount or Document only
tax inclusion)
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[EstimatedAmountPlusTax1] - estimated amount in currency 1 with tax and currency code (the tax is
added if the value of In/Out tax scheme in Carriers\Agreements [+ is Add tax % to estimated amount or
Document only tax inclusion)

[EstimatedAmountPlusTax2] - estimated amount in currency 2 with tax and currency code (the tax is
added if the value of In/Out tax scheme in Carriers\Agreements [+ is Add tax % to estimated amount or
Document only tax inclusion)

[EstimatedAmountPlusTax3] - estimated amount in currency 3 with tax and currency code (the tax is
added if the value of In/Out tax scheme in Carriers\Agreements [+ N is Add tax % to estimated amount or
Document only tax inclusion)

[EstimatedAmountPlusTaxlnkCURRENCY>] - estimated amount with tax and currency code in
<CURRENCY:> (the tax is added if the value of In/Out tax scheme in Carriers\Agreements [+ is Add tax
% to estimated amount or Document only tax inclusion)

[EstimatedAmountPlusTaxNum] - estimated amount plus tax without currency code (the tax is added if
the value of In/Out tax scheme in Carriers\Agreements[+11is Add tax % to estimated amount or
Document only tax inclusion)

[EstimatedAmountPlusTaxNum1] - Invoice amount in currency 1 plus tax without currency code (the tax
is added if the value of In/Out tax scheme in Carriers\Agreements[+h is Add tax % to estimated amount
or Document only tax inclusion)

[EstimatedAmountPlusTaxNum?2] - Invoice amount in currency 2 plus tax without currency code (the tax
is added if the value of In/Out tax scheme in Carriers\Agreements[+Mis Add tax % to estimated amount
or Document only tax inclusion)

[EstimatedAmountPlusTaxNum3] - Invoice amount in currency 3 plus tax without currency code (the tax
is added if the value of In/Out tax scheme in Carriers\Agreements[+His Add tax % to estimated amount
or Document only tax inclusion)

[EstimatedAmountPlusTaxRevSign] - -1 * [EstimatedAmountPlusTax]
[EstimatedAmountPlusTaxRevSign1] - -1 * [EstimatedAmountPlusTax1]
[EstimatedAmountPlusTaxRevSign2] - -1 * [EstimatedAmountPlusTax2]
[EstimatedAmountPlusTaxRevSign3] - -1 * [EstimatedAmountPlusTax3]
[EstimatedAmountPlusTaxRevSignin<kCURRENCY>] - -1 * [EstimatedAmountPlusTaxiIncCURRENCY>]
[EstimatedAmountPlusTaxRevSignNum] - -1 * [EstimatedAmountPlusTaxNum]
[EstimatedAmountPlusTaxRevSignNum1] -1 * [EstimatedAmountPlusTaxNum1]
[EstimatedAmountPlusTaxRevSignNum?2] -1 * [EstimatedAmountPlusTaxNum2]
[EstimatedAmountPlusTaxRevSignNum3] -1 * [EstimatedAmountPlusTaxNum3]

[EstAmntPIsTaxRoundedIinWordMkd] - estimated amount with tax included in words in the Macedonian
language

[EstimatedAmountPlusTaxRounded] - -1 * [EstimatedAmountPlusTaxRevSignRounded]
[EstimatedAmountPlusTaxRevSignRounded] - rounded estimated amount with tax and currency code
[EstimatedAmountRevSign] - -1 * [EstimatedAmount]

[EstimatedAmountRevSign1] - -1 * [EstimatedAmount1]

[EstimatedAmountRevSign2] - -1 * [EstimatedAmount2]
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[EstimatedAmountRevSign3] - -1 * [EstimatedAmount3]

[EstimatedAmountRevSignin<kCURRENCY>] - -1 *

[EstimatedAmountRevSignNum] - -1 * [EstimatedAmountNum]

[EstimatedAmountRevSignNum1] - -1 * [EstimatedAmountNum1]

[EstimatedAmountRevSignNum?2] - -1 * [EstimatedAmountNum2]

[EstimatedAmountRevSignNum3] - -1 * [EstimatedAmountNum3]

[EstimatedAmountWithoutTax] — estimated amount excluding tax with currency code
[EstimatedAmountWithoutTaxNum] — estimated amount excluding tax, without currency code
[EstimatedAmountWithoutTax1] - estimated amount in currency 1 excluding tax but with currency code
[EstimatedAmountWithoutTax2] - estimated amount in currency 2 excluding tax but with currency code
[EstimatedAmountWithoutTax3] - estimated amount in currency 3 excluding tax but with currency code

[EstimatedAmountWithoutTaxinkCURRENCY>] - estimated amount in <Currency Code> excluding tax
but with currency code

[EstimatedAmountWithoutTaxNum] - estimated amount without tax or currency code
[EstimatedAmountWithoutTaxNum1] - estimated amount in currency 1 without tax or currency code
[EstimatedAmountWithoutTaxNum2] - estimated amount in currency 2 without tax or currency code
[EstimatedAmountWithoutTaxNum3] - estimated amount in currency 3 without tax or currency code
[EstimatedAmountWithoutTaxRevSign] - -1 * [EstimatedAmountWithoutTax]
[EstimatedAmountWithoutTaxRevSign1] - -1 * [EstimatedAmountWithoutTax1]
[EstimatedAmountWithoutTaxRevSign2] - -1 * [EstimatedAmountWithoutTax2]
[EstimatedAmountWithoutTaxRevSign3] - -1 * [EstimatedAmountWithoutTax3]

[EstimatedAmountWithoutTaxRevSigninkCURRENCY>] - -1 *
[EstimatedAmountWithoutTaxiIn<cCURRENCY>]

[EstimatedAmountWithoutTaxRevSignNum] - -1 * [EstimatedAmountWithoutTaxNum]
[EstimatedAmountWithoutTaxRevSignNum1] - -1 * [EstimatedAmountWithoutTaxNum1]
[EstimatedAmountWithoutTaxRevSignNum2] - -1 * [EstimatedAmountWithoutTaxNum2]
[EstimatedAmountWithoutTaxRevSignNum3] - -1 * [EstimatedAmountWithoutTaxNum3]
[InvoiceCurrencyln<CURRENCY>] - cost of 1 unit of System currency in <Currency Code>
[InvoiceDateUE] — invoice issue date encoded for use in URL

[InvoiceRefNumberUE] - invoice reference number encoded for use in URL

[PrepaymentAmountNum] — estimated prepayment total (the least of the two values is used:
((EstimatedAmount] or [PreviousBalanceNum]), without currency indication

[PrepaymentAmount] — [PrepaymentAmountNum] with currency code

[PrepaymentAmountRevSign] - -1 * [PrepaymentAmount]
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[PrepaymentAmountRevSignNum] - -1 * [PrepaymentAmountNum]
[PreviousBalance] - account balance at the end of the invoice period, with currency code
[PreviousBalanceNum] — account balance at the end of the invoice period, without currency code

[PreviousBalanceRevSign] - account balance before the start of the invoice period with currency code
with reverse sign

[PreviousBalanceNumRevSign] - account balance before the start of the invoice period without currency
code with reverse sign

[SumChargeSmsCount] - total amount of SMS

[SumPeriodPayments] - amount of payments received during the invoice billing period
[TaxAmount] - tax amount with currency code

[TaxAmount1] - tax amount in currency 1 with currency code

[TaxAmount2] - tax amount in currency 2 with currency code

[TaxAmount3] - tax amount in currency 3 with currency code
[TaxAmountinckCURRENCY>] - same as [TaxAmountNumIn<CurrencyCode>] with currency code
[TaxAmountNum] - tax amount without currency code

[TaxAmountNum1] - tax amount in currency 1 without currency code
[TaxAmountNum2] - tax amount in currency 2 without currency code
[TaxAmountNum3] - tax amount in currency 3 without currency code
[TaxAmountNumIn<CURRENCY>] - tax amount in <Currency Code> without currency code
[TaxAmountNumRounded] - rounded tax amount without currency code
[TaxAmountNumRounded1] - rounded tax amount in currency 1 without currency code
[TaxAmountNumRounded?] - rounded tax amount in currency 2 without currency code
[TaxAmountNumRounded3] - rounded tax amount in currency 3 without currency code
[TaxAmountRevSign] - -1 * [TaxAmountNum]

[TaxAmountRevSign1] - -1 * [TaxAmountNum1]

[TaxAmountRevSign2] - -1 * [TaxAmountNum2]

[TaxAmountRevSign3] - -1 * [TaxAmountNum3]

[TaxAmountRevSignin<kCURRENCY>] - -1 * [TaxAmountincCURRENCY>]
[TaxAmountRevSignNum] - -1 * [TaxAmountNum]

[TaxAmountRevSignNum1] - -1 * [TaxAmountNum1]

[TaxAmountRevSignNum2] - -1 * [TaxAmountNum?2]

[TaxAmountRevSignNum3] - -1 * [TaxAmountNum3]
[TaxAmountRevSignNumIn<CURRENCY>] - -1 * [TaxAmountNumIn<CURRENCY>]

[TaxAmountRevSignNumRounded] - -1 * [TaxAmountNumRounded]
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[TaxAmountRevSignNumRounded1] - -1 * [TaxAmountNumRounded1]
[TaxAmountRevSignNumRounded?] - -1 * [TaxAmountNumRounded?2]
[TaxAmountRevSignNumRounded3] - -1 * [TaxAmountNumRounded3]
[TaxAmountRevSignRounded] - -1 * [TaxAmountRounded]
[TaxAmountRevSignRounded1] - -1 * [TaxAmountRounded1]
[TaxAmountRevSignRounded?] - -1 * [TaxAmountRounded?]
[TaxAmountRevSignRounded3] - -1 * [TaxAmountRounded3]
[TaxAmountRounded] - rounded tax amount with currency code
[TaxAmountRounded1] - rounded tax amount in currency 1 with currency code
[TaxAmountRounded?2] - rounded tax amount in currency 2 with currency code
[TaxAmountRounded3] - rounded tax amount in currency 3 with currency code
[TaxRate] - tax rate (%)

[TotalAmount] - total payable including balance (difference between PreviousBalance and
EstimatedAmount, with currency code)

[TotalAmountNum] - total payable including balance (difference between [PreviousBalance] and
[EstimatedAmount], without currency code)

[TotalAmountRevSign] - -1 * [TotalAmount]

[TotalAmountRevSignNum] - -1 * [TotalAmountNum]

Parameters processed by urlencode function

[CompanyNameUE] — company name encoded for use in URL

[CurrencyCodeUE] - currency code (e.g. USD, EUR, etc.) encoded for use in URL
[InvoiceDateUE] — invoice issue date encoded for use in URL

[InvoiceRefNumberUE] - invoice reference number encoded for use in URL

NOTE: The urlencode function transforms invoice parameters, replacing the corresponding markers
listed in this section into a special format to be used within a URL-link.

Invoice letter body-specific markers

[DocumentLink] — download link to the invoice cover letter
[DetailsLink] — download link to the traffic summary details document
[UILink] - URL link to the System's main web interface

[PortalLink] - URL link to the Partner portal

Charges

[ChargeAmount] — charge amount
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[ChargeAmount1] - charge amount in currency 1
[ChargeAmount2] - charge amount in currency 2
[ChargeAmount2] - charge amount in currency 3
[ChargeAmountNum] - charge amount without currency code
[ChargeAmountRevSign] - -1 * [ChargeAmount]
[ChargeAmountRevSign1] - -1 * [ChargeAmount1]
[ChargeAmountRevSign2] - -1 * [ChargeAmount2]
[ChargeAmountRevSign3] - -1 * [ChargeAmount3]
[ChargeAmountRevSignNum] - -1 * [ChargeAmountNum]
[ChargeCurrencyCode] — charge currency
[ChargeDescription] - service name

[ChargeDescrWithProductDescr] - a combination of markers [ChargeDescription] and
[ChargeProductDescr]. The marker is replaced by the service name (for example, SMS) + product name
(for example, SMS, Wholesale)

[ChargeDirection] - direction of the charge (Payable/Receivable)

[ChargePeriod] — charge period

[ChargeProduct] - charge description (traffic type)

[ChargeProductDescr] - list of products that share the group index pertaining to the charge
[ChargeSysPeriod] — charge period in the System owner’s time zone

[ChargeUnit] - unit

[ChargeVolume] - charge volume

[ChargeVolumeRevSign] - -1 * [ChargeVolume]

Charge details in cover letter

[ChargeAggrAmountNum] - aggregated amount of invoice charges
[ChargeDetAmount] — amount

[ChargeDetAmountRevSign] - -1 * [ChargeDetAmount]

[ChargeDetColumn1] — name of the SMS pack purchased in Alaris Campaign Portal[ss5 (check out Alaris
YouTube video)

[ChargeDetColumn2] - the pack volume (the number of messages in the pack) - check out Alaris YouTube
video

[ChargeDetColumn3] - network
[ChargeDetColumn4] - country
[ChargeDetEvent] — number of messages

[ChargeDetEventRevSign] - -1 * [ChargeDetEvent]
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[ChargeDetMCCMNC] - 6-digit MCCMNC
[ChargeDetProductDescr] - product name, similar to [ChargeProductDescr]
[ChargeDetRate] — rate

[ChargeDetTaxRate] - column in the charge detail record that shows the tax rate applied for a specific
row

[ChargeDetVolume] — volume
[ChargeDetVolumeRevSign] - -1 * [ChargeDetVolume]
[ChargeDetMCCMNC] - self-explanatory

Charges aggregated by group_index

[ChargeAggrAmount] — total amount in the account currency
[ChargeAggrAmount1] — total amount in currency 1

[ChargeAggrAmount?2] — total amount in currency 2

[ChargeAggrAmount3] - total amount in currency 3
[ChargeAggrCurrencyCode] — charges’ currency code
[ChargeAggrProductDescr] - list of product descriptions separated by comma

[ChargeAggrSmsCount] — total amount of billed messages

Invoice daily stats
[SmsDailyDate] - stats date
[SmsDailyVolume] - volume in SMS

[SmsDailyCharge] - charge in account currency

Markers for the invoice reference number
[CAR_ID] - carrier identifier

[AGR_CODE] - agreement code

[YYYYMMDD] - invoice issue date

[YYMMDD] - invoice issue date (another format)

[X*] - invoice number (if, for example, the value is set to XXXX, then numbers are 0001, 0002, ... 9999)

Balance and credit limit notification markers
[Balance] - account balance with currency code

[BalanceOrCreditUsage] - current percentage of credit limit usage
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[CompanyName] - company registered name
[Credit] - credit limit with currency code
[CurrentDate]

[EstimUntilLimitReached] - estimated number of days until credit limit is reached. It is calcualted using
the formula: "(balance + credit limit) / previous day consumption"

[PrevDayConsumption] - balance consumption for the previous day

[SystemOwnerName] — name of the System owner

Markers for SMS rate export (letter and rate file)

[BilledBy] - replaced with 'Sent'/'Delivered' depending on billing type defined in product settings
[BillingPreset] - name of the SMS billing option selected for the product

[Comments] - content of the field Comments (SMS\Rate\Rate export|=st in exported rate sheets)
[CompanyName] — partner name

[CompanyRegisteredName] — name of the partner's company as specified in the parameter Company
registered name in Carriers\Agreements|[+H

[CompanyAddress] — partner address
[Currency] - currency of the partner’s account
[lssueDate] - file generation date (rate export sheet for example)

[IssueDay] - issue date without indication of time (see also the Alaris YouTube video)

[OwnerName] — System owner’s company name as set in the parameter Contract company name in
Carriers| 9%

[ProductName] — name of the partner's product
[RateSnippet] - table with first 15 rate changes present in the export

[SystemIDs] - comma-separated list of channel system IDs (user names) pertaining to the exported
product

[YYYYMMDD] - date in the format YYYYMMDD

[TimeZone] — time zone of the System owner

Invoice detail markers

[DetColumni1] - MNC

[DetColumn2] - MCC / service description
[DetColumng3] - network

[DetColumn4] - country

[DetColumn5] - sender ID

[DetEventCount] - event count
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[DetMCCMNC] - 6-digit MCCMNC

[DetVolume] - volume

[DetRate] - rate

[DetAmount] - amount

[DetTotalEventCount] - total event count
[DetTotalAmount] - total amount
[DetConnFeeRate] - total connection fee amount
[DetConnFeeg] - connection fee rate

[DetProductDescr] - product names for each detail record

Markers used in the Partner portal greeting letter template (See also the Alaris YouTube video)

[UserLoginName] - user's login name

Markers used in emails containing the link that serves to reset the password (for the Main
interface, Alaris Campaign Portal and Wholesale portal)

[SystemOwnerName] - name of the System owner
[UserFirstLastName] — user's first and last names
[UserLoginName] — user's login

[Link] - link to log in to the System owner web interface (if the user carrier id = System owner carrier id
(id=1))

[UILink] - URL link to the System's main web interface
[PortalLink] - login link to the Partner portal

[SelfcareLink] - link to Alaris Campaign Portal, empty if the user is not assigned the role Campaign Portal
partner portal

[InterfaceNames] - list of interfaces for password reset separated by " ,"

Markers used in emails containing the password change confirmation link (for the Main interface,
Alaris Campaign Portal and Wholesale portal)

[SystemOwnerName] - name of the System owner
[UserFirstLastName] — user's first and last names
[UserLoginName] — user's login
[PasswordExpireDate] — password expiry date

[Link] - link to log in to the System owner web interface (if the user carrier id = System owner carrier id
(id=1))

[UILink] - URL link to the System's main web interface
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[PortalLink] - login link to the Partner portal
[SelfcareLink] - link to Alaris Campaign Portal, empty if the user is not assigned the role Campaign Portal

[InterfaceNames] - list of interfaces for password reset separated by " ,"

Markers used for payment registration notification (Learn more in Alaris YouTube video)
[CompanyName] - carrier's name

[SystemOwnerName] - System owner's name

[Balance] - account balance

[PaymentSystem] - comments (payment system)

[BankStatementAmount] - total amount received

[BankFee] - fees

[CurrencyName] - payment currency

[PaymentAmount] - amount debited to the account

[CompanyRegisteredName] - carrier's registered name

Markers used for portal payment notification (Learn more in Alaris YouTube video)
[CompanyName] - carrier's name

[Companyld] - carrier ID

[Accountld] - account ID

[PaymentSystem] - comments (payment system)
[PaymentCurrencyCode] - payment currency
[BankStatementAmount] - total amount received
[BankFeeg] - fees

[PaymentAmount] - amount debited to the account
[TotalAmount] - amount debited to the account
[CurrencyName] - payment currency

[ReferenceNumber] - payment reference number

Markers used in Wholesale portal EDR export letter

[Link] - Link to export result

410 Trace analyzer

The Administration\Trace analyzer page provides a convenient web interface for capturing network traces in
the PCAP format. This comes instrumental in low-level troubleshooting of partner channels.
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The System captures network traces on a non-stop basis and by default stores them for three days. The
Trace analyzer page allows filtering the required file. Filtering tasks can be created for a past period not
exceeding three days (the storage period can be changed by request - contact the Alaris technical support
team).

The page consists of two sections - the Analysis params section that is a filter that serves to locate the
required PCAP file, and the table of tasks.

Analysis params il
Carriar: PocoDinero Entarprises g
Hostname™: | 127.0.0.1] ¥
Start date offset: 127.0.0.1 :
Start date™: 2019.10.31 [3 07:21:28 ¥
End date offset: 00:00 |
@ End date™: 2019.10.31 (3 08:21:28 |v

Analysis parameters (filter)

The Analysis params section contains the following fields:
e Carrier

e Hostname: carrier's IP address or a domain name; masks are not supported.

NOTE: Domain names are resolved by the current IP address. In other words, if traffic was sent through
the domain name my.example.com that was previously resolved as 1.7.1.1 and is currently resolved as
2.2.2.2, the Trace analyzer will not show any data for the hostname another.example.com and the task
will be empty. To see the information specify the IP address instead of the domain name, - in this
example, 1.1.1.1.

e Start date offset: serves to set offset in regard to the Start date to ensure better usability. Note
that if the Start date is set in the future, and the offset will be applied to the current time

e Start date
e FEnd date offset
e FEnd date

To download the file, click on the link in the Details column of the table of tasks.

¥ | Ta=k 1D Task created Task status Carrier Hostname Start date End date Details = User name

T —mzKs= - | Al || All || All ¥ All
TASK3D1124  20198.08.20 22:52:13 ready 8221057 182 2019.08.2021:52:12  2019.08.20 22:52:12 downl...  Alaris
TASK257396 2019.04.10 12:37:27 ready 50.7.93.130 2019.04.10 10:58:00  2019.04.10 11:00:00 downl... Alars
TASK257024 2019.04.10 11:02:01 ready 50.7.93.130 2019.041010:45:00 2019.04.1011:00:00  downl... Alars
TASK252145 2019.03.26 09:21:48 ready 192.168.18.234 2019.03.26 08:21:48  2019.03.26 09:21:48 downl... Alars
TASK211782  2016.11.14 03:05:08 ready ALARIS TEST 209208212224 2015.11.14 00:00:00  2015.11.14 00:15:00 downl... Alars
TASK203086 2018.10.17 14:29:16 ready ALARIS TEST 209208212224 20158.10.0500:00:00 20181017 00:00:03  downl... Alars
TASK1958952  2018.10.0513:29:37 ready ALARISTEST 209208212224 2M810.0500:00:00 2018.10.0500:15:00  downl... Alars
TASK198950 2015.10.05 13:27:33 aborted ALARIS TEST 127.0.0.1 2018.10.0500:00:00  2018.10.05 00:15:00 Alaris
TASK1958945 2016.10.0513:27:20 aborted ALARIS TEST 127.0041 2015.10.0500:00:00  2015.10.05 00:15:00 Alaris
TASK195946 2016.10.05 13:26:56 aborted 1D: 1596 39.31.240.234 2018.10.0500:00:00  2015.10.05 0D:00:00 Alaris

Table of tasks
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NOTE: By default traces are stored in the System for three days.

411

Users

The Administration\Users page contains information on user accounts that allow logging in to the

System. The access to the main System interface is granted only to the System owner users, while other

carriers’ users can log in only over the Wholesale portal[9h or Alaris Campaign Portal[ssh interface.
' § Start page d’) Users '*
¥ | ID ~1 Carrier Login Is active First name Middle name Last name
% All ¥ | Text mask All ¥ | Text mask Text mask Text mask
o 12164 PocoDinero Enterprises poco Yes John Smith
0] 12165 PocoDinero Enterprises Paoco Loco Yes Mary Poppins
(i) 12166 PocoDinero Enterprises Chippolo No Chippo Lino
Users
The right-hand panel contains the Add and Edit tabs.
2 Add
Carriar™: Systam owner R
Conftract ] Anton_comp
companies: Example - Morway
Zeneral
Login™: SuperCom
Email™; SC@SC.com
#| Is active
Allowsed IP- 122.55.66.77
addresses:
Expiry date™: 2019.12.28  [H
| First name™: Alax
| Middle name:
Last name™; Super
Position: anginaer
Birthday: 1903.10.29] |9
Language™: English R

Add tab, General and User data

The Add tab contains the following parameters:

General:
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Carrier: select the carrier from the drop-down list

Contract companies: select the legal entities of the System owner on behalf of which it works
with a partner

NOTE:

The field is displayed only for users of the System owner carrier. For other users the field is hidden

as its data is not used.

Login: the user’s login
Email: the user’s email (several comma-separated values can be used)

Is active: defines whether the user will have access to the System interface (for users belonging

to the System owner) or the Wholesale portal[ef or Alaris Campaign Portal[ssh (for users
belonging to any other carrier)

Allowed IP addresses: IP addresses allowed for logging in to the System. Several comma-
separated IP addresses or a network mask can be entered

Expiry date: specify the user account expiry date

User Data:

First name, Middle name and Last name of the user
Position: the user’s position in the company
Birthday: the user’s birth date

Language: web-interface language. English is the default language

Date format: DD MM Y R
Date time format: | DD.MMYYYY HH24:MI:55 b

#| Send rate changes
#| Send invoices

#| Send alarms

Add tab, Preferences

Preferences:

Date format (a filter can be used to easily locate the appropriate value)

Date time format. the date format with an indication of the time (a filter can be used to easily
locate the appropriate value)

Send rate changes, Send invoices, Send alarms: define whether the System will send this
information to the user’s email address defined in the Email field

Contacts:

Main contact phone number, Office phone, Mobile phone number, Skype, MSN, Other IMs: the
user’s contact information
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Parent manager: v

Inherit Selected: None
permissions from:

Filter permissions by key or name

(| system owner. NO restrictions

Active calls
Show other managers' vendor information
Show other managers' client information
Administration
(] Account manager history
(] Edit account manager history
Outgoing email accounts
Email rules management
("] Custom parameter types
(] Edit custom parameter types
Impersonate
Report schedule
(] Tags
Import of tags
(] System jobs
_ | Service notifications
System parameter view
System parameter edit
(] Template manager v

Add tab, Permissions

Roles: permissions to access the interface components. User roles restrict the information within the
System interface from being seen or edited by specific users - so, for example, a user from the technical
department cannot see any financial details. Select the flag System owner. NO restrictions to grant all
possible permissions to the user.

NOTE: Users that do not have the role System owner. NO restrictions cannot see the Start -> License
info menu. Check out the feature in the Alaris YouTube video.

e Parent manager: this field allows flexible handling of user viewing permissions. The user will be
able to see the parent manager’s carriers as their own.

NOTE: The user can only view the parent manager's carriers. In order to perform any data change for
those carriers (for example, rate changes, invoicing) — the user must have the appropriate permissions
defined.

e Inherit permissions from: allows selecting one or several users from which permissions will be
inherited (Find out more in the Alaris YouTube video)

NOTE: Permissions can be inherited only from System owner users.
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o Filter permissions by key or name: the field helps quickly find the appropriate permission. See also
the Alaris YouTube video

Selection of permissions is based on the following principles (learn more about this in Alaris YouTube
video):
e If a dependent permission is granted, all higher-level permissions are enabled automatically

(for example, selection of the Edit custom parameter types automatically enables Custom
parameter types and Administration as illustrated in the figure above)

e Granting permission of a higher level does not enable all the dependent permissions

e To grant both the higher-level permission and its dependent ones, use CTRL+click on the
checkbox of a higher-level permission

For a full list of permissions, refer to Appendix 8. User permissions[s5. Below the most frequently used
permissions are detailed:

o Administration:

- Impersonate: when selected, the user can log in to the Alaris Campaign Portal and main
interface using another user’s identity (adding its login to the username after #, in the format
yourlogin#otherusername) with its own password. This feature allows checking up the
statistics and other partner-related data as seen by the user (based on the user's rights)
without knowing or resetting its password

- User administration\Manual password change: when enabled, the user's Edit tab contains

the () User password change button that allows setting the password directly in the interface.

e (Carriers:

- View credit limits in agreements: allows the user to view partners’ credit limits (the
View/edit permissions -> View and edit all data (except System owner parent rates)
permission must also be enabled)

-  Edit credit limits in agreements: allows the user to edit partners’ credit limits. The user
can view and edit limits only if this permission and View credit limits in agreements are

enabled
e Carriers -> Products edit:

- Delete products with dependencies: allows the user to delete products that have associated
rates, POl and volume-based deals

o View/edit permissions defines what kind of information can be viewed by the user:

- Edit parent products belonging to system owner: when deselected (and the View/edit all
data permission is not set either), the user cannot edit rates of the System owner's

products (find out more in the Alaris YouTube video)

- View and edit objects of managed accounts: allows the user to view and edit data
pertaining only to the accounts managed by the user. When the checkbox is selected, the
user cannot see templates associated with other users' accounts (templates are configured at
Administration\Template manager[75). See Alaris YouTube video for detail.
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View and edit objects of own contract companies: allows the user to view and edit data
pertaining only to the contract companies assigned to the user. When the checkbox is
selected, the user cannot see templates associated with other users' contract companies
(templates are configured at Administration\Template manager[73Y). See Alaris YouTube video
for detail.

View and edit all data (except System owner parent rates), View all data: allows the user to
view and/or edit any data in the System

NOTE: A user with limited permissions (that is, having no role System owner. NO restrictions or no View
and edit all data (except System owner parent rates) permission) can see only files available to the
carriers that the user can access in sections SMS\Rates\Rate import!2s5 and Administration\Email

processing rules22)

Edit rates\routing permissions
Edit client rates and routes
(] Edit vendor rates and routing
[_] Edit client rates/routing for own accounts
Edit vendor rates/routing for own accounts
Recurring fees edit

Add tab, Edit rates\routing permissions

Recurring fees edit. allows editing recurring fees

SMS analytics
Telescopic mode
View SMS financial details
View SMS technical details
[_] Show other managers' vendor names and chan
[ Show other managers' client names and chann
View all client data
View all vendor data

Add tab, SMS analytics

e SMS —> SMS Analytics:

Telescopic mode: when disabled, the Telescopic mode button is hidden from the
SMS\Analytics[-® page

View SMS financial details, View SMS technical details: allows limiting access to the
technical or financial sections of the SMS\Analytics[>% page

Show other managers' client/vendor names and channels: when disabled, other managers'
client/vendor names and channels respectively are replaced by their IDs

View all client/vendor data: when deselected, statistical layers of client or vendor objects
respectively are completely hidden. For example, if a user does not have View all client
data permission granted, layers like Client product, Client channel, Client country are not
available in the dropdown list
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e.212/e.164 reference book
e.212/e.164 reference book edit
e.212/e.164 reference book export
e.212/e.164 reference book import

SMS -> e.212/e.164 reference book

e SMS -> e.212/e.164 reference book (Find out more in the Alaris YouTube video):

- e.212/e.164 reference book edit. allows editing entries in SMS\Reference
books\e.212/e.164 reference book editor|zsh

- e.212/e.164 reference book export. allows users to perform data export from SMS\Reference
books\e.212/e.164 reference book editor | 2sh

- e.212/e.164 reference book import. allows import in SMS\Referen ks\e.212/e.164
reference book editor | zsh

Partner portal
Campaign portal user administration
Show purchase tab
Show packs
Show rates tab
Show balance
Show finance info
Show message content
Show graphs
Campaign Portal
Wholesale partner portal

Export CDRs/EDRS

Partner portal

e Partner portal: defines permissions for users having access only to the Wholesale portal[9h or
Alaris Campaign Portal[=9. Users having access to Alaris Campaign Portal or the Wholesale
portal must be created on behalf of a carrier other than the System owner

- Partner portal user administration: when granted, the Administration tab appears in the
Alaris Campaign Portal[=sh interface. It provides a list of all existing users that are registered
under the partner and allows adding and editing the users and their permissions

- Show financial tabs: when disabled, the tabs Invoices and Payments are hidden from the
Wholesale portal[ef

- Show purchase tab: serves to display/hide the Purchase page of Alaris Campaign Portal[sh
- Show packs: serves to display the packs in the Purchase page of Alaris Campaign Portal[ s

- Show rates tab: when disabled, the SMS rates tab is hidden from the Wholesale portal and
Alaris Campaign Portal[ssh

- Show finance info: when granted, it allows Alaris Campaign Portal users to view the campaign
cost, rates, balance and price of SMS packs, and Wholesale portal users to view the Cost
column in the SMS stats page. Additionally, when the permission is granted, the Buy
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subscription button is shown in Alaris Campaign Portal. The button appears when the user
attempts to send an SMS to a destination for which the user has no subscription. See also the
Alaris YouTube video

Show message content: serves to control the REST APl method GET sms_edr. When a
user with the disabled permission calls this method, message content is hidden in the
output

Show graphs: when disabled, no charts are displayed on the Dashboard|:s} page of Alaris
Campaign Portal. Also see the Alaris YouTube video

Campaign Portal partner portal: grants access to Alaris Campaign Portal
Wholesale partner portal: grants access to the Wholesale portal

-  Export CDRs/EDRs: when disabled, the export menu will be hidden from the Wholesale
portal interface

SMS routing
[ ] Message templates
SMS routing features edit
SMS routing statistics edit
SMS routing rules view
(] SMS routing rules edit
SMS translation rules view
(| SMS translation rules edit

SMS routing

e SMS routing: enables the view and editing of routing-related capabilities:

Message templates: when enabled, the user is allowed access to SMS\Routing\Message
templates[2eH

SMS routing features edit. when enabled, the user can edit routing features at
ting\Routing features [ze8)

SMS routing statistics edit: when enabled, the user can edit SMS\Routing\Routing
statistics[s15

SMS routing rules view/edit. when enabled, the user can access the SMS\Routing\Routing
rules[ 2 and edit records respectively

SMS translation rules view/edit. when enabled, the user can access the

SMS\Routing\Translation rules[+% page and edit records respectively

Find out more about the feature in Alaris YouTube video.

e SMS rate import. allows the user to select for import vendor or client rates respectively:

Import client rates

Import vendor rates. See also the Alaris YouTube video
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SMS simulation interface
SMS simulation
SMS test send

SMS simulation interface

e SMS simulation interface: contains the permissions SMS simulation and SMS test send. When

disabled, the user cannot access the sections SMS\Routing\Simulation\Simulation[s# and
SMS\Routing\Simulation\Send SMS| =28 respectively. Find out more in the Alaris YouTube video

Campaign Portal
SMS packs
[ ] SMS packs management
SMS packs user subscriptions
[ Edit user subscriptions

Campaign Portal

e Campaign Portal: serves to edit access rights to the Campaign Portal section and contains the
following rights:

- SMS packs: allows viewing the Campaign Portal\SMS packl:s5 page

- SMS packs management. allows creating and editing SMS packages in the Campaign
Portal\SMS pack|ss5 page

- SMS packs user subscription: allows viewing the Campaign Portal\SMS pack user
subscriptionl*% page

- Edit user subscriptions: allows terminating user subscription in the Campaign Portal\SMS
pack user subscription| % page

e Show start page metrics: when disabled, the Start page metrics are not displayed for the user.
Learn more in the Alaris YouTube video

When through with defining the parameters, click # Submit to confirm. The user will receive a password
setup link to the email specified in the Email field.

NOTE: The Edit tab contains the | =" Password reset emal

l_‘ﬁ, User password change

button that sends a password reset link to

the user's email, and the button that allows setting the password directly in the
interface. The latter is available if the user has the User administration\Manual password change right
enabled.

Click ~ Reset 10 discard the settings. Click 18 €19 15 create a duplicate of the configured record. This

is helpful in configuring another user with similar parameters. Click ¥ D=lst= to delete the selected
record.
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5 Carriers

The Carriers section is one of the most essential components of the System. It allows managing
information related to partners as it contains all the basic data about carriers the System owner works
with.

The Carriers section includes the following pages: Carriers, Users, Accounts, Agreements, Products,
SMS Channels and SMS POI. The pages are interconnected and do not allow inadvertent deletion of any
parent item if it has at least one child component. In case you are sure to delete a carrier or some of its
parent components, use the ® Delete this <item name> and all child components button which permits
deletion after confirmation.

Each tab sheet stores a full list of items indicated in the tab, so they can all be viewed in one place. This
is useful when you need to find out, for example, to which carrier belongs a particular IP address. Each
tab sheet allows filtering items according to objects they belong to or by their key parameters using text
masks or drop-down lists under the column headers. To clear the configured filter click the Clear filter e
button located in the top left corner of each tab sheet.

The filters support regular expressions. The expression must start with * and end with $ (the symbols signify
the start and end of the expression respectively). For example, to find all occurrences of the letter combination
"super" use the following expression: *.*super.*$. The following fields in the Carriers subsections support
regular expressions:

Carriers: Carrier name

Users: Login, First name, Middle name, Last name

Accounts: Description

Agreements: Agreement code, Company registered name

SMS channels: Channel name, Host name, Port

SMS POI: Service type
Learn more about the feature in the Alaris YouTube video.

Once you select a carrier by highlighting it in the first tab sheet, all other tab sheets display only objects
belonging to that carrier. The information on each page of the Carriers section can also be filtered
irrespective of the carrier selected in the first page.

Each page of the Carriers section is divided in two panels. The left panel contains the table with the items
registered in the System. The right panel contains the Add and Edit tabs that allow adding new records
or editing existing ones. To activate the Edit tab, click on the record in the table.

5.1 Carriers

The Carriers tab sheet contains general information about carriers. The page is divided in two sections.
The left section displays a table of carrier records registered in the System.
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Carriers Izers Accounts Agreements Products SMS channels SMS POIL

Iv

473
352
418

Region Carrier name Iz trusted customer Credibility Inbound traffic allow ... Outbound traffic allowed

All | || Text mask All » Min. Maz. | | Al » Al »

- Alcazar Networks Mo fes es

- Alice Wondersystems No No es

- Alopex Lagopus WSENMU No No No
Carriers

The table contains the following information:

ID: internal identification number

Region: region of the carrier (the regions are listed in the Reference books\Regions |7 section)
Carrier name: full name of the carrier’s company

Country: the carrier's country

Is trusted customer: type of the credit control approach (if the Is trusted customer parameter is
Yes, the carrier will not be disconnected irrespective of the account balance). The value depends

on the In credit parameter in the Carriers\Agreements[+1 page

Credibility: index of the partner’s due diligence, automatically calculated based on the partner’s
payment stability, subjective estimation, credit limit and traffic volume stability

Inbound/Outbound traffic allowed
Contract company (the top of the column contains a filter to easily locate the appropriate value)

Account manager (find out more in Alaris YouTube video)

The bottom of the table contains the hide inactive checkbox. When selected, inactive records are hidden.
The checkbox is only shown if the Inactive carriers option is set to Show in Start\User settings[14. See also
the Alaris YouTube video.
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lij Add
Carrier name™; CaooCoo
Subjective 4 3
estimation:

#| Inbound traffic allowed

#| Qutbound traffic allowed
Country: Abkhazia R4
Address: 6/26 Overland park

Roundtree Town

18276
Fegion: Eurcpe 25
Caomments;
Contract Alarislabs R4
company™;

¥| Is active

Is test

#| Self signed-up
Add carrier tab

The right section contains the Add and Edit tabs. To add a new carrier, enter the appropriate parameters
in the Add tab. Fields marked with an asterisk (*) are required.

Carrier name: full name of the carrier’s company
Subjective estimation. personal estimation of a carrier for Credibility calculation
Inbound traffic allowed / Outbound traffic allowed

Country: the carrier's country. It is filled in automatically for users that selected the country when
registering in Alaris Campaign Portal

Address: the carrier’s postal address
Region: geographical region
Comments: any relevant notes

Contract company: the legal entity of the System owner on behalf of which it works with the
carrier. The parameter comes handy when the System owner interacts with different partners on
behalf of different legal entities (a filter can be used to easily locate the appropriate value)

Is test. when the checkbox is selected, the carrier's record is displayed in orange font, and the
Carrier name has the prefix [TEST]. Such labeling is intended to prevent using newly added
carriers that are still being verified in production routing
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e |s active: when deselected, the carrier records are grayed out in the table. Products and POls of
inactive carriers cannot be selected when configuring routing rules. To hide inactive carriers from

the table and multipickers, go to Start >> User settings and click &=

e Self signed-up: if the checkbox is displayed as selected in the Edit tab, it means that the user

was created in the Alaris Campaign Portal (Retail) portallss. Such records are highlighted in
green in the SMS\Analytics [2:5) section

User settings

Color scheme: Gray b
Inactive carriers:  Shown 8 Hide
Show rows: 5 | for each cell in multi valus figlds
Sign block
Hide sign . Delete =ign

Sincerely yours,

Martha CooCoo

CooCoo Communications

My_signature.png | Select a jpg or png file with sign

Change password

Current password: | essssss

Mew password: HA—— & Generate
Repeat: P ——
4] Cancel J Save and close

User settings

To make a carrier record operative, at least one account must be created (see Carriers\Accounts 8 for
more detail).

When through with defining the parameters, click &' submit to confirm or Reset to discard the settings.

K g Delete this carrier and all child components

To delete a record, select it in the table and clic in the Edit panel.

Users of the Alaris Campaign Portal can also be created in the Carriers\Carriers page. Click

= Create webLenter clent o4 the hottom of the carriers table. Complete the appropriate fields and click

o Save . The new record appears in the list of carriers. A Partner portal activation letter is sent to the
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email specified in the Email or Username field. The Company name is displayed in the Carrier name
column. See also the Alaris YouTube video.

Create Campaign Portal client

Confract Ganaral A
company™;

Email or portal@pocodinero.com

Lsernamea™:

Password™: whvmvopa g Generats
Last name™: Josa

First name™: Rodrigusz

Company name™: | Pocodinero Enterprises

Currency™: ELIR |"

*All fields are requirad
€ Cancel of Save

Create Campaign Portal client

5.2 Products

The Carriers\Products page contains information about products associated with carriers’ accounts. A
product is a rate plan, or, in other words, a type of service level agreement (SLA) offered to partners.
Products allow grouping vendors and clients based on their SLA, and are then used for creation of
routing rules for such groups.

Each product is linked to an account, so its currency is always the same as that of the account.

Carrisrs Users Accounts || Agreements Products 5M5 channels SMS POI

= o a1 Canmer Preduct name Product notes Acc. curmrency | Acc. desc... | Direction Product type

‘L_fx All v || SUPER SECRET CREMLIM L|» | All w | Al v All w (LAl

g. 171... [TEST] 1812_vendor SUPER SECRET CREMLINLINE - RUB “endor SMS

g 185... ds1_vendor SUPER SECRET CREMLINLINE - RUB “endor SMS

g 185... Mstalis_vendor SUPER SECRET CREMLIN LINE - RUE “endor SMS
Products

Use text masks or drop-down lists under the column headers to filter the records in the table. The
bottom of the table contains the hide inactive checkbox. When selected, inactive records are hidden. The
checkbox is only shown if the Inactive carriers option is set to Show in Start\User settings[ 141. See also the
Alaris YouTube video.

The right panel contains the Add and Edit tabs.
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&) Add
Carrier™:
Account™:
Product type™:
Direction™:
Product name™:

Product notes:

Send rate change
notifications
automatically:

Parent product:

@ HLR prefixes:
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PocoDinero Enterprisss b
PocoDinero Enterprises, USD b
SMS bt
Clisnt ~
2 w
For auto import »

| @ Lse sender MCCMNC based rates

Send full price list b4
'EthY- w
Dip HLR

| Send import results to account

manager
Invoice group C | Autovalue
index®:
Kind Type Clazs
Partner service ...  Premium b4
>
e
E
&) Add classifier
#| 1= active
[z fest
#| Billable
SMS billing Bill by submitted 3
option™:
4, Bill and calculzte routing rate by segments w
Product managser
usar ID:
Add tab

The Add tab allows defining of the following parameters:

e Carrier: select the carrier from the drop-down list

e Account. select the account from the drop-down list

e Product type: possible values include:

- Balance correction

- HLR (available only if Direction is Vendor): select to calculate the rate for HLR dipping for
this product. Rate editing, as well as rate import and export for HLR products is also
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available (SMS\Rates\Rate editor [2, ' [ and SMS\Rates\Rate
export/zst)

NOTE 1: Products of the HLR type can be created for any carrier (it is possible to create a dedicated
partner for each of the employed HLR service providers or create all products under the System owner
carrier). However, the product name must be unique: it must contain the name of the HLR provider in the
lower case, for example, infobip. For a list of HLR providers refer to Appendix 2. Supported HLR
providers[ M. The System will also create invoices for HLR requests that will be managed according to
the billing period defined in the respective agreement. Learn more about this feature in Alaris YouTube
video.

NOTE 2: It is possible to create several products for one and the same HLR service provider. This may
come handy when the HLR provider offers several SLA-based rate plans. Select Product type = HLR, in
the Product field specify the source_name, and in the Product notes field specify the source_type. For
the values of the source_name and source_type contact the Alaris technical support team and
communicate the code BZ26773.

NOTE 3: The user can generate invoices based on HLR proxy EDRs for external client requests. The feature
enables full-fledged reselling of the HLR service. EDRs are imported to the database every several minutes,
and the invoices are generated based on agreement settings. To configure the feature, create an HLR product
with Direction: Client, import the appropriate rates to the product and communicate the product ID and name
of the user created for reselling (whose requests will be billed within the product) to the Alaris technical
support team for internal configuration.

- SMS: SMS traffic

- SMS pack: serves to handle charges generated by the Alaris Campaign Portallss% when a user
buys SMS packages. Learn more in the Alaris YouTube video

e Direction: select the traffic direction (Client or Vendor) from the drop-down list

e Product name: select the product name from the drop-down list (a filter can be used to easily
locate the appropriate value). To create a new product name, type it in the edit box

0

w2 and click the o+ button

e Product notes: select the notes from the drop-down list or create a new note using the edit box
similar to the Product field (a filter can be used to easily locate the appropriate value). The
maximum field length is 64 symbols.

e Use sender MCCMNC based rates: select to enable routing and billing of p2p traffic, that is,
traffic based on the sender MCCMNC. When enabled, the System searches rates based on the
MCCMNCs found for both sender ID and destination number. It is also possible to add or import
sender MCCMNC-based rates to the product (select the Use sender MCCMNC based rates
checkbox and complete the Sender MCCMNC field in the Add rate dialog in SMS\Rates\Rate
editor[2+" or assign the sender e.212 column when parsing a rate sheet in SMS\Rates\Rate
import[ze%). See also the Alaris YouTube video

e Use VerifySMS: when enabled, the SMS router will send a request to the Google Verified SMS
service (if it is configured in advance) in order to register the message. To configure the service
contact the Alaris technical support team and communicate the code BZ36349

e Send rate change notifications automatically: serves to configure automatic notification of rate
changes and contains the following values:

- Do not send: no rate changes are sent

- Send partial price list. send only changes that were made recently
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- Send full price list. send a complete rate sheet

NOTE: The hour at which notifications are dispatched is set by the parameter Rate changes auto send
hour in Administration\System settings\SMS rates[68\. If during the day the user changes rates in a product
that has the parameter Send rate change notifications automatically set to option 2 or 3, a new rate export
task will be generated at the predefined hour, and the user will be notified accordingly. The task is created with
the Export type = changes pending at (current date). This works for rates changed in SMS\Rates\Rate
editor[>:h and SMS\Rates\Rate import/2s5. However, if the changes made in the Rate editor are scheduled for
the dates outside the period set in the agreement, such rates will not be exported. Find out more in the Alaris
YouTube video.

e Rate inheritance mode (available when a product is selected in the Parent product field): rate
searching logic for billing purposes. See also the Alaris YouTube video. Possible values are:

o System default. the System uses the Rate inheritance mode parameter in
Administration\System settings\SMS rates |68

o 0 - longest match at child: the System first searches for the child product and if there is no
suitable rate (for either MCC or MCCMNC), it searches for the parent product

o 1- global longest match: the System searches for the most detailed rate (in terms of both
MCCMNC and dial code) in the parent and child product and uses it to charge the client

e Base product. select the base product from the drop-down list. A base product is a product of
the same direction and associated with the same account that stores the basic rates (those not
linked to A-number)

e Dip HLR: check the flag for real-time HLR query on the network the subscriber is currently
connected to. Contact the Alaris support team to activate this function.

NOTE: An agreement with an HLR provider is required for the function to work.

o HLR prefixes: specify country codes (space separated) for which HLR dipping must be
performed (this parameter helps minimize HLR dipping expenses by selecting only those
countries where it is commercially reasonable).

NOTE: By default if this field is empty, the routing engine uses the internal list defined in the routing
module configuration file which can be updated by the Alaris technical support team.

e Send import results to account manager (available for product type SMS): allows account managers
to know what rates will be changed after rate import and when such changes come into effect. When
selected, successful import of rates into a product will trigger a rate export task, and the export results
will be sent to the manager of the account to which the product belongs

* Invoice group index: define how you want your products to be invoiced. Products having the
same index will be invoiced in a single file. To have each product invoiced separately, assign a
unique index to each product. To include several products in a single invoice as separate
charges, assign a common integer part for appropriate products and different fractional parts for
each of them, for example, 0.1, 0.2, 0.3 etc.

NOTE: When the user changes the Invoice group index in Carriers\Products|[ 5, this can affect the
existing financial entities. For this reason, if you change the group index value to recalculate already existing
invoices, then after the change use the option Recalculate period in the Finance\lnvoices|[ 3 interface.

e Autovalue: when the flag is checked, the grouping is performed as set in the parameter Default
charge grouping mode (for possible values refer to Administration tem settings\Financial
module[45)
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e Add classifier: the table allows creating and assigning personalized tags to products, which may
prove helpful for analytics. Click & #dd classifier 15 create a new product tag, and fill in the fields
as appropriate. To assign a tag, select it in the table

e |s active: when deselected, the product records are grayed out in the table and drop-down lists.
To display only active products, filter by the Is active column

NOTE: The checkbox is only used for convenient display of records and does not affect the actual
routing. To exclude a product from routing, deselect the Enabled checkbox in Carriers\SMS channels [z

e s test. when selected, the product record is displayed in orange font, and the Carrier name has
the prefix [TEST]. Such labeling is intended to prevent using newly added records that are still
being verified in production routing

e Billable: check the flag if the product must be charged for
e SMS billing option: defines billable SMS based on their delivery status. Default options include:
- Bill by submitted: messages with the Sent status are billed (the default value)
- Bill by delivered: messages with the Delivered status are billed
- Bill by attempt. all message send attempts are billed
- Bill by reported: messages with any DLR are billed, irrespective of the delivery status
The user can create custom billing options in SMS\Reference books\Billing status presets [2s.

EMS hilling Bill by submitted B4
option™:

Bill by messages, exclude vendors with seagment billing |

EBiII by messages, exclude vendors with segment billing
Bill by messages, include vendors with segment billing
Bill by s=aments, calculate routing rate by message
Bill by s=gments, calculate routing rate by hilling mode
Bill by messages/segments depending on vendor mode

Billing option

The drop-down list below the SMS billing option field allows selecting a billing mode (by segments or
complete messages). Possible values are illustrated in the figure above.

NOTE: Different SMS billing option values for the vendor/client may result in additional profit/loss. For
example, suppose the System owner receives 100 SMS messages from a client with Bill by submitted
as the SMS billing option, forwards them to a vendor with Bill by delivered as the SMS billing option and
gets only 50 DLR reports. In this case the System owner will receive payment for 100 SMS from the
client and will only pay for 50 SMS sent to the vendor.

e Product manager user ID: this parameter serves to assign the product to a specific manager. It
comes instrumental when there is a need to assign products within a single account to different
managers. The parameter is then used in reports - for example, for calculation of bonuses.

When through with defining the parameters, click # Submit to confirm or 755! to discard the

¥ Delete this preduct and all child components

settings. Click to delete the selected record. The Edit tab

additionally contains the following controls:
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e  Number or POls: sets the maximum number of POls that can be used for the product (thus
limiting the number of routes for the product in the final routing list

o The & SetPOlrouting prioriies | b 451 opens the POI routing priorities . Drag the POI records up and

down the list to configure the termination sequence. The record on top of the list will be the first
for termination. If the number of configured POls exceeds the limit set in the Number or POls
field, the exceeding POI records will be greyed out

POI routing priorities X
Number of PQIs: 2
ID FOI
141909 1-To-Allzz - WholeSale (USD) - #123@95.22.14.5
35320 1-To-Allzz - WholeSale (USD) - 191@173.230.226.248@Switch B

¥ Save without priorities £l Cancel f Save priorities
POI routing priorities

Click # Save priorities 4, cove the configured sequence. Click # SaVe without priofities 5 ¢lear the
sequence and use POls in a random order.

o Edit message limits: opens the Message limits table for defining the maximum number of SMS
that can be sent through the product. Select the appropriate record. To create a new limit, in the
Add new limit field illustrated below enter the maximum number of SMS, select the SMS status
(Successful — the DLR status is Sent, Attempts — any message send attempts, Delivered — the

DLR status is Delivered), select the time period and start date, and click &2 A

Message limits

Current / Limit / Type Period

0/100 (Successful) 2019.06.20 04:00:00 - 2019.08.20 04:59:59 (Hour) x
0/100000 (Successful) 2019.08.19 00:00:00 - 2019.08.25 23:59:29 (WeeK) b4
Add new limit: | 200 Attempts ¥ | Halfamonth |v from: 2019.08.20 [9 03:33:18 v &3 Add 1 Close
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Message limits

—, Open product rates in Rate Editor

e The button opens the SMS\Rates\Rate editor[2+5 page

Deelete this product fi Il routi I .
e The ¥ Delete this product from all routing rules button removes the product from all routing rules. If the

product is used as a vendor in a set of static routes in a choice, its share is split equally between
the other products of the choice

Delete this product and all child t "
e The ¥ Delete this product and all child components button removes the product and all entities that

cannot exist without the product such as SMS POl etc

The bottom of the page contains the button = Apply rate plan to Campaign Fortal client | Click it to add a new
rate plan to a retail client (user of the Alaris Campaign Portal[ssb). Complete the appropriate fields and

click # Aooly
Apply rate plan to Campaign Portal client

Carriar™: PocoDinero Entarprises R

Account®; [EUR (1D: 11433) v

Parent product™: | Systern owner - Temporary sms product (ID:|

*all fields are requirad
3 Cancel \fﬁpply
Apply rate plan to Campaign Portal client

5.3 Accounts

The Carriers\Accounts page contains data on financial accounts associated with the carriers.

Carriers zers Accounts | Agreements Products SMS channels EMS POI

D Carrier Currency Balance Balance updated Manager Client credit “Vendor credit
1TEH All » | Al v fin T T Y | > || Text mask || Text mas
186 Carrier 1 ush 000 20M211.2918.... Alaris (... Positive Positive
Accounts

Use text masks or drop-down lists under the column headers to filter the records in the table. The table
contains the following information:

e |D: internal identification number
o Carrier

e Currency: currency of the account. The currencies and their exchange rates are configured in

Reference books\Currency exchange rates[+7h. In order to integrate real-time update of exchange

rates, contact the Alaris technical support team
e Balance: current balance of this account

e Balance updated: date and time of the latest balance update (is performed every minute)
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NOTE: As the balance is not updated in real time, the credit limit may be exceeded. However, in case of
frequent (every minute) update, the overlimit is normally insignificant.

e Manager: manager responsible for this account on the side of the System owner. The manager is
assigned in Administration nt manager history[2d) once the account is created

e (lient credit. credit status on the client’s side. The figure in brackets is the credit limit configured
in the Carriers\Agreements[+™ page. The value 0 means no credit available (prepaid services); no
figure in brackets means the credit is unlimited (postpaid services)

e Vendor credit. credit status on the vendor’s side. Similarly to Client credit, the figure in brackets
is the credit limit

e Description: arbitrary description of the account

The right panel contains the Add and Edit tabs.

Gj Add
Carrier™; PocoDinero Enterprises L
Currency™; EUR »
Description:
#| Send balance alerts
@ Account credit | 50 %
threshold #1:
Account credit 70 %
threshold #2:
Account credit 100 %
threshold #3:
Account credit %
threshold #4:
Account credit %
threshold #5:
@ Account EUR
balance thrashold
#1:
Account balance EUR

threshold #2:

Account balance EUR
threshold #3:

Account balance EUR
threshold #4:

Account balance EUR
threshold 25:
Add tab
The Add tab contains the following parameters:
e Carrier
e Currency

e Description

e Send balance alerts: select the flag to send the client automatic notifications on reaching the
balance limit (with a CC to the account manager). A copy of the notification can also be sent to
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the System owner's email specified in the field Credit and balance alarms default email

Administration\System settings\Financial modulel45). The selected Send balance alerts
checkbox activates the fields below

e Account credit threshold (#1-#5): notify the client when a certain percentage of the credit limit is
reached (the credit limit must be non-zero and not void); supply the value as a percentage of the
credit limit. Up to 5 notifications can be configured, for example, at 50 percent, 70 percent and
100 percent limit reached

e Account balance threshold (#1-#5). notify the client when a certain account balance amount is
reached (if the agreement is fully prepaid); supply the amount in the respective currency. Up to 5
notifications can be configured

NOTE: Credit and balance alerts are sent for vendor accounts as well - but only to the account manager
and the email addresses set in the parameter Credit and balance alarms default email (null- do not use it)
in Administration\System settings\Financial module[43\. If the agreement with the carrier is bilateral (both
the incoming and outgoing traffic is included), only credit limit thresholds are checked for the vendor. If
the agreement with the vendor includes only the outgoing traffic direction, the System will also check
balance thresholds. See also the Alaris YouTube video.

When through with defining the parameters, click % Submit to confirm or ~ #¥%¥! {0 discard the
settings. Click i@ Delete this account and all child components to delete the selected record.

The Edit tab additionally contains the button .4 €t 36E0UNE MaNAET| 41 o165 assigning a manager to

an account. The button opens the Assign manager dialog of the Administration\Account manager history
page.

. Assign manager
Account™: PocoDinero Enterprises, EURL (1 v
Manager™: admin Administrator (admin) | ¥

Effective from™; | 2017.00.18 |[9

Cancel of Submit

Assign manager

5.4 Agreements

The Carriers\Agreements page stores the most essential terms of the interconnect agreements with the
carriers. Most parameters defined on this page are used by the System in its automatic operation, for
example, in routing. At least one agreement must be entered in the System. Each agreement is linked to
a specific account.

NOTE: If both incoming and outgoing traffic directions are allowed in the agreement, some parameters
will be included twice - separately for each traffic direction, those intended for client traffic starting with
In, while those belonging to the vendor agreement section starting with Out.
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Carriers |Isers Accounts Agreements Products 5MS channels SMS POIT

I | Carrier Acc. curre... | Agreement code  Incoming  Outgoing  |s active  Start date = End date
fﬁt All w Al ¥ || Text mask Al Al WAl v ||-esXgn —m g ) g
Agreements

Use text masks or drop-down lists under the column headers to filter the records in the table.

The right panel contains the Add and Edit tabs.

@ add | 7 Edit
Carrier *: Pocobinero Enterprises R
Arcaunt™®: PocoDinero Enterprises, ELR. i
V¥ Incaming
[~ Outgoing
Start date™: 20160711 (9 oo:oo:oo v
End date™®: 2100.01.01 8 ooooioo v
Agreement 1234057
code™:
Cornpansy Pocobinera Enterprizes, LLC
registered name®:
Barik info: Bank MNarme:
Eranch:
Account Mumnber:
ABA:
SWIFT:
Address:
Default banlk v
account;

Add tab, General and Legal info
The Add tab allows defining the following parameters (in the corresponding account currency):

General:
e Carrier: select a carrier from the drop-down list
e Account. select an account from the drop-down list

e Incoming/Outgoing: traffic direction (unilateral or bilateral).

NOTE: Only one agreement can be created for each direction. Two agreements with the same traffic
direction can only be created if their validity periods do not overlap. Once the agreement is created, its
original traffic direction cannot be removed; however, the other direction can be added.
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Start date: effective date of the agreement

End date: expiry date of the agreement

Legal info: company details used for reference

Agreement code: arbitrary reference code of the agreement

Company registered name: legal name of the partner carrier’'s company
VAT identification number

Legal address

Bank info: bank details of the partner

Default bank account. a default bank account of the System owner used for partner settlements

(configured in Referen ks\Bank nts [+6b)

Attachment link: link to an external document - for example, agreement with the partner

In time zone™; Etc/GMT g
In credit, USD: 110

@ In billing Daily e
periad™:

In payment

period, days:

In maximum 3
invoice billing
periods:

In default dispute | manager@pocodinero.es
amails:

Genarate 1 invoice details file per
product type (client)

Add tab, Incoming billing parameters

Incoming billing parameters, Outgoing billing parameters: identical sets of parameters for client traffic
(start with In) and vendor traffic (start with Out):

In/Out time zones: time zones for the incoming and outgoing traffic. The In time zone value is
used when creating an invoice for the client (invoicing is always done in the client time zone),
while the Out time zone value is important when vendor rates are imported into the System, so
that the System can adjust the effective date/time according to the difference between the
System and the partner time zones.

NOTE: It is good practice to use the GMT time zone for invoicing in order to eliminate possible time
zone discrepancies.

In/Out credit. credit limits for the client and vendor sides (e.qg. if the field is set to 1000, the
balance of the respective account will be allowed to go down to -1000 of the account currency
units before the traffic is blocked). This field value is displayed in the Client credit column of the
Carriers\Accounts| % table
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NOTE: The default value of the In Credit parameter is zero, which means no credit offered to the client. If
the field is empty, the Is trusted customer parameter is automatically set as Yes for that client and the
automated credit control for it is disabled. The default value for the Out credit parameter is blank, which
also turns off auto-disconnection of the vendor by the System credit control.

e In/Out billing period: period of the client/vendor invoice generation. Select a period ranging from
1 day to 4 months from the drop-down list

NOTE: If Monthly is selected, specify the start of the monthly period in the parameter In/Out billing day.
The parameter Weekly (non-calendar) means that invoices will be generated for the following periods: 1st
— 7th, 8th — 14th, 15th — 21st, 22nd — end of the month. Learn more about the feature in Alaris YouTube
video.

e In/Out payment period, days: number of days for issued invoices to get paid. This parameter is
used for monitoring invoices which are not paid in due time. Such invoices are marked as
Overdue

e In/Out maximum invoice billing periods: the number of billing periods after which the System
issues an invoice irrespective of the Minimum invoice amount (detailed below). In other words,
the parameter defines how many billing periods (with low traffic) can pass without having to
generate an invoice. For example, if the parameter is set to 3, the invoice will be generated at the
end of the fourth billing period, if all the four periods contain at least some traffic.

NOTE: If there is no traffic at all during a billing period, no charge is created and the period is not
included in the total count of In/Out maximum invoice billing periods. For example, if a parameter is set
to 2 and there is some traffic in periods 1 and 2 (below the value set in Minimum invoice amount) and no
traffic in period 3, no invoice will be created at the end of period 3. If there is any traffic at period 3, the
invoice will be created at the end of period 3, otherwise the System will wait for a period with any traffic
at all and generate the invoice at the end of it for all the preceding periods. In other words, the invoice
will contain three periods with at least some traffic.

e In/Out default dispute emails: the client email address for sending invoice disputes. Conditions
invoking a dispute are configured in Administration\System Settings\Common/[3%

e Generate 1 invoice details file per product type (client/vendor): when selected, the traffic details for
products of the same product type will be combined in a single file. The file template is configured
using the template type Invoice detail (multiple charges) in Administration\Template manager|[75

114


https://www.youtube.com/watch?v=kmzAukOikkI&t=329s
https://www.youtube.com/watch?v=kmzAukOikkI&t=329s

Carriers

Finance parameters:

In minirmm
invoice amaount,
LISD:

Out minimum
invoice amaount,
LISD:

In tax rate, %:
Qut tax rate, %
In tax scheme:
Out tax scheme:

Cross-monthly
invoice splitting:

Min parcent
mismatch to
invoks a disputs,
%h:

Min absolute
mismatch to
invoke a2 dispute:

Linconditional
invoice dispute
threshold:

a0

a0

20
20
Tax included
Tax included

Default
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[13

Add tab, Finance parameters

In/Out tax scheme:

In/Out minimum invoice amount. threshold of the total invoice amount below which the invoices
are not created. Instead, the System will add the pending amount to the next invoice of the same
customer (in this case the timeframe indicated in the new invoice will include the intervals of both
invoices, and the traffic details will also be combined)

In/Out tax rate, %: if the invoice amount includes taxation, this parameter defines the percent of
the tax (decimal numbers can be used)

Tax included: if the tax is included into the rate, the invoice is calculated as derivative of
(Rate)*(Volume)

Add tax % to estimated amount. if the tax is not included in the rate, the invoice is
calculated as a sum of (Rate)*(Volume) + (Rate)*(Volume)*(tax)

Document only tax inclusion: the tax is included in the invoice but is not actually charged

Add country based tax: when selected, the value is taken from the Tax, % column of the

Reference books\Countries and regions\Countries |75 When this option is selected, the
field In/Out default tax rate, % field appears. Specify the tax rate that will be used if no tax

is found for a specific country in the Reference book

NOTE: The new tax scheme will be applied if the System setting EDR import version (1 - old, 2 - new) is
set to 2. If the setting is configured as 1, the Add tax % to estimated amount scheme will be applied

instead of it.
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e Cross-monthly invoice splitting. serves to configure the invoicing method based on partner
preferences. Possible values are:

- Default: as set in the same name parameter in Administration\System settings\Financial
module[ 45

- Yes
- No. See also the Alaris YouTube video

e Min percent mismatch to invoke a dispute: the minimum relative difference (in per cent) between
the System owner's and partner's invoice amounts to start a dispute (Presented amount and Due
amount). Both this parameter and the parameter Min absolute mismatch to invoke a dispute
should be surpassed to change the invoice status to Disputed

e Min absolute mismatch to invoke a dispute: the minimum absolute difference between the
System owner's and partner's invoice amounts to start a dispute (Presented amount and Due
amount). Both this parameter and Min percent mismatch to invoke a dispute must be exceeded to
change the invoice status to Disputed. In case one of the parameters is set to null, only the other one
will be taken into account for assignment of the Disputed status. In case both parameters are null, the
invoice status can be set to Disputed only manually

e Unconditional invoice dispute threshold: the minimum absolute difference between the System
owner's and partner's invoice amounts to start a dispute, regardless of the parameter Min
absolute mismatch to invoke a dispute. If set to null, the parameter is not used

NOTE: If any of the above three fields is left empty, the respective values will be taken from System
settings. Additionally, the null value can be set in the System settings, in which case no disputes will be
invoked. See also the Alaris YouTube video.
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In increase 7
niotification,
days*:

Cut increase 7
niotification,
days™:

In decrease 0
niotification,
days*:

Ot decrease 0
niotification,
days™:

In new rate 0
niotification,
days*:

Cut newy rate 0
niotification,
days™:

In close rate 7
niotification,
days®:

ot close rate 7

notification,
days™:

Add tab, Rate notification periods

Rate notification periods: the minimum number of days for notifying a vendor or customer about any
upcoming rate changes. Notifications sent at shorter notice may be rejected by the recipient

e In/Out increase notification, days: number of days for an advance rate increase notice to be sent
from vendor/to customer

e In/Out decrease notification, days: number of days for an advance rate decrease notice to be
sent from vendor/to customer

¢ In/Out new rate notification, days: number of days for a notice about new rates

e In/Out close rate notification, days: number of days for a notice about closing rates
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Irvoice delivery Lirk b
option:

Payment alert: Systern default b4
Default invoice fin@pocodinero.es

emails:

Default rate fin@pocodinero.es

change ernails:

Default technical  admin@pocodinero.es
ernails:

Account alert man@pocodinero. es
ermails:

Balance limit, EUR: | 10000

Camments:

Add tab, Notifications and Extra

Invoice delivery option: specify how the invoices must be delivered (a filter can be used to easily
locate the appropriate value):

System default: deliver as configured in the Invoice delivery options parameter in
Administration\System settings\Financial module/48)

Do not send: no invoice is delivered

Attachment. the invoice is sent in an email with two attachments, one containing a cover
letter in PDF format and the other a MS Excel file with traffic summary details

Link: the email contains links to the two invoice files (PDF cover letter and MS Excel traffic
summary details). The files are stored on the System server; once the client clicks on the
links the message status is changed to delivered.

NOTE: This is a reliable way to know that the invoice has been received by the partner.

Attachment and link: the invoice email contains both the attached files (PDF cover letter and
MS Excel traffic summary details) and the links to download them. Once the client clicks on the
links the invoice status is changed to delivered. Find out more about the feature in the Alaris
YouTube video

Separate emails: the PDF cover letter and MS Excel traffic summary details are sent in two
separate messages

Payment alert. sending notification on received (confirmed) payment to the partner (System
default, Do not send, Send to account alert emails, Send to default invoice emails). System
default is defined by the Send payment confirmation to partner parameter in the

Administration\System settings\Financial module[45). A filter can be used to easily locate the

appropriate value.
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NOTE: A copy of the alert is sent to the carrier's account manager even if the manager's email address
is not specified as a payment alert recipient. Learn more in Alaris YouT i

Extra:

Default invoice emails: emails for sending invoices to. Several comma- or semicolon-separated
addresses may be indicated. If the field is empty, invoices are sent to the carrier’s user email
addresses, defined:

- on the Administration\Users[9M page (only users with the checked Send invoices flag are
considered)

- inthe Email address list to CC finance-related emails parameter defined in the
Administration\System settings\Financial module[45)

Default rate change/technical/account alert emails: email addresses of the partners’ financial,
rate and technical departments, where rate increase/change, monitoring alerts, balance limit
reached alerts and other notifications are sent:

- Default rate change emails: the maximum field length is 1024 symbols. If a user attempts to
enter more than 1024 symbols an error message will be displayed. If the field is empty, rate
change notifications are sent to the carrier’s user email defined on the
Administration\Users [9 page (only users with the checked Send rate updates flag are
considered)

- The Default technical emails field contains email addresses to send notifications configured
in the Administration\Service notifications (321 page. If the field is empty, partners will
receive no notifications

- If the Account alert emails field is empty, the alerts are sent to the email address of the
primary System administrator and to the email indicated in the Credit and balance alarms
default email parameter in the Administration\System settings\Financial module[4%

Include in service notifications: the checkbox serves to allow or disallow sending service
notifications to the emails set in the Default technical emails field. When deselected, service
notifications will not be sent to the mentioned emails. Find out more about the feature in the Alaris

YouTube video

Comments: arbitrary comments

NOTE: If a user does not have one of the following permissions: System owner: No restrictions / View all
data / View and edit all data (except System owner parent rates), all agreements belonging to accounts
of other managers will have their email data hidden.

Client agresment | admin
managear:

Document link:

Vendor agreement | admin
Managar:

Custom parameters
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o Client agreement manager, Vendor agreement manager: serve to set the managers for each
traffic direction. These fields can be used as layers in SMS\Analytics[=® allowing the user to
view the data by Analytics client manager and Analytics vendor manager

When through with defining the parameters, click % Submit to confirm or 755! to discard the
settings. Click # D=lst= to delete the selected record.

5.5 SMS channels

SMS channels represent physical connections between carriers used for SMS transmission and receipt
(analogue to “Bind” in SMPP). All created channels are automatically mirrored to the switch if all the

necessary parameters are specified in the System Settings\SMS|56).

The SMS channels page contains information on the channels registered in the System.
74 Start Page @ Company Region 4 Carriers =
Carriers |sers Accounts Agreements Products | SMS channels SMS POIT

I Carrier Direction GUID Enabled Channel name Host name Port

i Al LA » || Text mast| | Al » || Text mask ext mask

W
[
i
]

SMS channels
Use text masks or drop-down lists under the column headers to filter the records in the table.

The right panel contains the Add and Edit tabs. The Add tab contains the following fields.
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2 Add

Carrier*: 1-To-Allzz b4
Partner direction: | Client R
Bind type*: Auto s

Concatenated messages parameters

Stateful concatenated messages processing

All segments 5
submit timeout,
sec.:

Fast response for | System default v
every segment:

Reject incomplete | System default | v
messages:

Enabled

Channel name*: Channel 1

Use optional field for receipt

List of optional VI
fields*: /| 0x001e - Receipted message id

/| 0x0423 - Network error code

V| 0x0424 - Message payload

V| 0x0427 - Message state

V| 0x1416 - Optional mccmne -
Log level: 0

["] Repush delivery reports
Track MO responsas to MTs

Add tab, General

General:

Carrier: select a carrier to which a channel is associated from the drop-down list
Partner direction: select a direction from the drop-down list (Client/Vendor, Client or Vendor)
Protocol: SMPP or HTTP (available for selection if Partner direction is Vendor)

Send text in payload (available when Partner direction = Vendor, Protocol = SMPP): when
enabled, the SMS switch will always send the message text in the TLV field smpp_payload. Normally
the text is contained in the short_message field of the SMPP packet, however, some vendors require
that the text is sent in the message_payload field. See also the Alaris YouTube video

Bind type: possible values: TX (transmit), RX (receive), TR (transmit/receive — recommended for
interconnection with vendors), Auto (as specified by the party establishing connection,
recommended for interconnection with clients; available if the Partner direction is Client)
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e Stateful concatenated messages processing (available only when Partner direction = Client and
Bind type = auto): when enabled, the channel is used to send all segments of an SMS through a

single vendor. See also the Alaris YouTube video. When enabled, the following three parameters are
available:

NOTE: It is also possible to enable this as a System-wide option. For this purpose, activate the
parameter Enable system-wide stateful concatenated messages processing in Administration\System
settings\SMS[ 58\,

o All segments submit timeout, sec.: defines the period in seconds for all the segments of a
concatenated message to be received by the switch and processed as single SMS,
otherwise the switch processes them like separate submits. The same parameter can be
applied on the System level (in Administration\System settings\SMS switch[7d). The
parameter on the channel level has priority over the System setting. The default value is 10

o Fast response for every segment (0 - no, 1 - yes). specifies if successful submit responses
(for each segment) should be sent to the client before routing takes place. Note that in case
no routes are found, UNDELIV reports will be sent out. Allowed values are 0 (disabled, which
is default behavior) and 1 (enabled). The same parameter can be applied on the System level
(in Administration tem settin MS switch[78). The parameter on the channel level has
priority over the System setting

o Reject incomplete messages (0 - no, 1 - yes): when enabled, the System sends failed submit
responses if some segments are not received until the timeout set in Concatenated
messages: All segments submit waiting period timeout. The allowed values are 0 (the SMS
switch processes an incomplete set of segmented SMS messages as separate ones) or 1
(the SMS switch sends a failed response (ESME_RSUBMITFAIL) to the client and does not
process these submits further). The same parameter can be applied on the System level (in
Administration\System settings\SMS switch[78). The parameter on the channel level has
priority over the System setting

e Send bind to client side (active when Partner direction is Client;, Bind type is RX, TX or TR:
checkbox that allows sending a bind request to the client (may come instrumental for some
types of equipment)

NOTE: Select this checkbox only if requested by the partner.

e Enabled: identifies channel activity. A channel can be temporarily disabled for a number of
reasons, for example, for error correction purposes

e Channel name: arbitrary name defined by the user (this name is displayed in Reports/+"% and
SMS\Analytics %)

e Use optional field for receipt. check to use the optional fields in the delivery report (the list of
fields can be selected in the parameter List of optional fields)

e List of optional fields (available if the Use optional field for receipt checkbox is selected): serves
to specify the fields that must be sent to the client in the delivery report, and exclude fields that are not
required or supported. See also the Alaris YouTube video

e [ og level: the log level for the channel. Valid values include: 0 - log disabled; 7 - log enabled

NOTE: The parameter is currently inactive.

e Repush delivery reports: select the checkbox to store delivery reports while the channel is offline
and send them when it goes online. If the checkbox is deselected, delivery reports will not be
sent if the channel is offline
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Track MO responses to MTs: select to save the sender/recipient number pairs that were successfully
sent to the vendor. This feature allows setting identical number pairs to route MO messages to several
clients simultaneously. When an MO message is received from any vendor, the System verifies that
the numbers are saved in the memory. If the record is found, the received MO message will be sent to
the client channel. If there is no record in the memory, the message is routed according to the Short
code reference book. Note that if the checkbox is enabled and the client channel is offline, the
channel option Repush delivery reports will be applied. The delivery waiting period for MO responses
is set in the System parameter Track MO responses to MT max waiting period, minutes
(Administration\System settings\SMS switch[76))

Routing stop codes (available for channels with Partner direction: Vendor): a comma-separated
list of response codes. When the switch receives a code specified in the field, it will not reroute
the message to the next vendor route. Along with standard SMPP submit_sm_resp codes, the
field supports internal codes, for example: 2147483650 which means 'submit_sm_resp timeout'.
If no submit_sm_resp was received within the timeout (default or on the channel level), the switch
will not send the message through other vendors

@ Host namea™: 127.0.0.1
Port: 8080
| Login: user_777
: Password: udxrwhve g Generats
Systam type:
S5L type: SSlw23 g
Timesout:
@ Local address™: | Use switch default setting b
Mo, of 0
connections:

Enguire_link_resp |0
timeout, sec.:

Add tab, Connection (Partner direction=Vendor, Protocol=SMPP)

Connection:

If the Partner direction is Vendor:

If SMPP is selected in the Protocol field, the following fields are active:

- Host name: domain name or IP address for sending bind requests. The use of multiple IP
addresses and masks in a single channel is not supported

- Port: port for sending bind requests to

- Login and Password: user name and password to be indicated in each bind request for
authentication purposes (the Password field can contain up to 60 characters). Click

w Genersic] 4o generate a password
-  System type: optional parameter used for authentication during binding. It categorizes the

type of ESME that is binding to the SMSC; e.g. “VMS” (voice mail system) or “OTA” (over-
the-air activation system)
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SSL type: sel ect the version of the SSL protocol

Timeout. submit_sm response timeout (for vendor channels). When the timeout expires, the
SMS is switched to the next route. If left blank, the default value (30 seconds) is used (set in
the switch configuration)

Local address: enter the local IP address of the System’s switch that will be used to
connect to the vendor (in case several network interfaces on the switch server are
employed)

No. of connections: the number of binds established with vendors using the same
credentials (login, password, IP address and port). This parameter comes instrumental
when connecting to vendors that have limited throughput capacity per bind. The load is
distributed between the binds in a round-robin pattern

Enquire_link_resp timeout, sec. (available only if the Partner direction is Vendor): This
parameter controls the response timeout to the enquire_link. The default value is 30 seconds. If
the vendor failed to respond twice in a row, the connection with the channel is interrupted and
further re-established. Find out more about the feature in the Alaris YouTube video
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Password:

URL Template:

HTTP headers:

POST template:

Timeout:

@ Local address™:

MNo. of
connections:
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2b231usik
Jihykcpn g Generats

http://192.169.18.234:38002/api?
command=submitfani=%ani$&dnis=%
dnissRusername=5usernamasapassw
ord=%password$&message==5text$hse
rviceType=sslt

Format:

http:/ /localhost: 8000/ api?
ani=%ani$&dnis=%dniss&usernam
e=5username$&password =5passw
ord$&message=s$texts&command
=submitiserviceType=5serviceTyp
asklongMessageMode=$message
Modes

Address and port will be replaced with
ones from the respective fields (Host
name and Port).

Possible messageMode values:

cut {trim message text to 140 bytes)
split {split message into several with
LIDH header)

split_sar (split message into saveral
with SAR)

payload (send message with text in
message_payload fisld)

Add tab, Connection (Partner direction=Vendor, Protocol=HTTP)

e |f HTTP is selected, the following fields are active:

Login and Password: user name and password to be indicated in each bind request for
authentication purposes (the Password field can contain up to 60 characters). Click

w Genersic] 4o generate a password
URL template: the vendor's URL template. Specify the IP address and port instead of the

<localhost:8000=> in the template string (for vendor channels only). For client HTTP
channels, no URL template is needed. The client must comply with the following URL

format ttg //Iocalhost 8000/api?

&command= subm|t&serV|ceType—$serV|ceType$ (replace <Ioca|host> with the System S

switch IP address and <8000> with 8001)
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NOTE: Along with other markers, the marker $hexText$ can be used in the URL template. It is replaced
by text in the hex format.

- HTTP headers

- POST template: when used, verification of the URL template (usage of all the required
markers) is disabled. When making an HTTP POST request, the URL from the URL
template field will still be used while the POST template data will be placed into the body.

The POST template must be provided by the vendor and may look like this: $dnis$$ani$

- Timeout. submit_sm response timeout (for vendor channels). When the timeout expires, the
SMS is switched to the next route. Learn more about the feature in Alaris YouTube video

- Local address: enter the local IP address of the System’s switch that will be used to
connect to the vendor (in case several network interfaces on the switch server are
employed)

- No. of connections: the parameter is irrelevant for HTTP vendors. Ignore it

NOTE: For client channels, the number of interconnections with the same credentials is unlimited.

@ Host name™: 127.0.0.1

Login: user_1530

Password: [4KkDCB7 g Generats
Systam type:

S5L type: b

DLR push URL curl "hitp:/{client_ip/sms/api?id=$mes:
templats:

MO push URL curl --data "{ "message_id" : "$messag
template:

Send submit_smi_resp before routing

Add tab, Connection (Partner direction=Client)

If the Partner direction is Client:

Host name: IP address for sending bind requests. The use of multiple IP addresses in a single
channel is not supported; however, a subnet mask can be used, e.g. 1.2.3.4/24

Login and Password: user name and password to be indicated in each bind request for
authentication purposes (the Password field can contain up to 60 characters). Click = ©5™="=E] o

generate a password

System type: optional parameter used for authentication during binding. It categorizes the type of
ESME that is binding to the SMSC; e.g. “VMS” (voice mail system) or “OTA” (over-the-air
activation system)

SSL type: select the version of the SSL protocol

DLR push URL template, MO push URL template: the parameters serve to set up deliver/MO
callbacks respectively for client HTTP channels. The format is restricted; please use the
following markers and examples in order for callbacks to work:
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- Supported markers: $message_id$, $delivery_status$, $result_code$ (err code from
deliver_sm), $mccmnc$ (from the reference book), $delivery_time$ (received in vendor’s
deliver_sm), $system_delivery_time$ (date and time when deliver_sm from vendor was
received), $message$ (text from deliver/MO), $ani$ (sender ID), $dnis$ (destination address)

Examples of requests that can be used in these fields:
DLR push URL template

- GET request:

curl 'https://client.

id= $message |d$&state—$dellvery status$&reason-

- POST request:

curl -X POST 'https://client. ress.com/api/call k/api?' -d 'msg-
id=$message_id$&state=$delivery_status$&reason-
code=%result_code$&to=3dnis$&time=$done_date$&msg-id=$meesageld$&mcc=$mcc$&mnc=$mnc$'

MO push URL template

- GET request:

- POST request:

curl -X POST 'https://sms.client.com/api?' -d 'message=$message$&to=$dnis$&from=%ani$&sms-
id=$message_id$'

NOTE: Examples of vendor requests sent to to the System:
DLR push URL template:

- GET request:

MsgStat DELIVRDI

- POST request:

curl -X POST 'http://address:8003/api?' -d
'dnis=123&ani=123&username=esh123&password=esh321&command=deliver&divrMsgld=1221145&dlvr
MsgStat=DELIVRD'

MO push URL template

- GET request:

curI httg //address 8003/api?

- POST request:

curl -X POST 'http://address:8003/api?' -d
'dnis=123&ani=123&username=esh123&password=esh321&command=mod&text=1221145'
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http://address:8003/api?%27
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This is the default format that can be changed by request. To change the format, contact the Alaris
technical support team and provide a sample request and format description.

Send submit_sm_resp before routing: when enabled, the SMPP client will receive
submit_sm_resp before a routing request is made, which will decrease the delay between the
request and response. In case there are no available routes for a client submit, it will receive a
deliver_sm with UNDELIV status almost immediately after submit_sm_resp with 0x00 code

Status template: http://1.2.3.4:8001/3pi?
Busername=$usernamesfpassword=
$passwordsBrommand=queryBsenice
Type=4%serviceTypesdmessageld=35m
essagelds

N 10

LA
Fd
o

@ 5M5 status
request periods:

Final SMS status: | DELIVRD|REJECTD|FAILED

Add tab, HTTP API status request

HTTP API status request: the section defines the status request parameters of HTTP SMS to the vendor:

Status template: URL used for getting the SMS status (for outgoing channels only; must be
provided by the vendor). NOTE: for incoming connections leave the field blank and provide the
cllent with the following status template string: httg //1.2.3.4:8001/api?

$&messageld $messageld$ (the client must replace 1.2.3. 4 W|th the System's IP address the
port is normally 8001 but if necessary check it with the Alaris support team)

SMS status request periods: serves to set the number and periods of requests (the periods are set
as numbers separated by either comma or blank space). The default value is 5,75,60. Up to 4000
symbols can be inserted. Positive integer values are allowed, negative values will trigger an immediate
request sent to a vendor. If the field is left empty, standard periodicity settings will be applied to the
SMS that are configured in the System parameter SMS status request periods (also separated by
either comma or blank space, see Administration\System settings\SMS[56Y). For example, if the user
specifies 5 5 5 in the SMS status request periods parameter, the SMS switch will request the status
from the vendor three times every 5 seconds (or less than three times if an expected status is
received earlier). If both the channel and System settings are left empty (null), no request will be sent
to the vendor. See also the Alaris YouTube video

Final SMS status: SMS status the receipt of which will stop further status requests. Several |-
separated statuses can be indicated.

NOTE: Standard SMPP 3.4 statuses (DELIVRD, REJECTD) must be used here. If the vendor sends
custom statuses, the switch must be configured to translate them to the standard format.
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addr TOM: Unknawen (00 =
addrMPI; Unknown (0 b
addrRange: | |

Add tab, Bind parameters
Bind parameters:

e addrTON: the type of sender ID. Select Alphanumeric (5) if planning to transfer messages from
alpha senders; select Unknown (0) if only messages from numeric senders will be transmitted

e addrNPlI defines the Numeric Plan Indicator (NPI) to be used in the SMS address parameters.
Possible values: Unknown, ISDN (E163/E164), Data (X.121), Telex (F.69), Land Mobile (E.212),
National, Private, ERMES, Internet (IP), WAP Client ID. The default value is Unknown and normally
there is no need to change it

e addrRange: optional parameter used to specify a set of SME addresses serviced by the ESME
client. A single SME address may also be specified. UNIX Regular Expression notation should be
used to specify a range of addresses. Messages addressed to any destination in this range shall
be routed to the ESME
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[ ] Reject too long messages

Client capacity
(sms/sec):

Client overflow
buffer size:

@ Vendor capacity |20
(sms/sec):

i) Submit interval: | 0.05

Vendor overflow 100000
buffer size:

» @ Vendor window | 100

| size:
Default data 0: GSM 7-bit Default Alphabet (GSM ¥
coding scheme:

Allowed data
coding list™®;

0: SMSC Default Alphabet (S...
1:1AS (CCITT T.50)WASCI (AN. ..
2: Octet unspecified (8-bit bina. ..
3. Latin 1 (I50-86838-1)

4: Octet unspecified (8-bit bina... ¥
Selected 13 of 13

g [ (<] [ [<

Transcode messages in unsupported encodings:

Force transcoding to NV

0: GSM 7-bit Default Alphabet (GSM 03.38) ™

Add tab, Limitations (part 1)

Limitations:

Reject too long messages: select the checkbox to reject SMS whose length exceeds the preset
limit (based on the GSM specification, the limit is 160 symbols for GSM 7bit, 140 symbols for
GSM 8bit, and 70 symbols for GSM 16bit.) The limit can be configured in the internal switch
settings

Client capacity (sms/sec):. allowed number of SMS per second for client. When exceeded, and if
the value of the parameter Client overflow buffer size is not set, SMS messages are rejected

Client overflow buffer size: allowed number of SMS in the storage buffer. In case when the Client
capacity is exceeded, all new incoming SMS are stored in a buffer. If the buffer is overflowed, all
the following SMS are rejected

Vendor capacity (sms/sec). allowed number of SMS per second for vendor. When exceeded, and
if the value of the parameter Vendor overflow buffer size is not set, SMS messages are rejected

Submit interval (in seconds): this parameter is related to Vendor capacity (sms/sec) and limits
how often a message can be sent through the channel
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NOTE: It is recommended to set non-zero values in both Vendor capacity (sms/sec) and Submit interval
to prevent rejecting messages that are sent to the route when multiple messages are processed with a
small delay.

Vendor overflow buffer size: allowed number of SMS in the storage buffer. In case the Vendor
capacity is exceeded, all new outgoing SMS are stored in a buffer, to be sent when the load on
the vendor channel is back to normal. If the buffer is overflowed, all the following SMS are routed
to the next-in-line vendor

Vendor window size: allowed number of pending messages awaiting the vendor’s response
(submit_sm packets without submit_sm_resp received). If, for example, the value of Vendor
window size is 10, the System will not send the eleventh message, pending receipt of at least
one submit_sm_response message from vendor side. If no value is set, the default value will be
specified (taken from the System parameter Default vendor window size, Administration\System
settings\SMS switch|[763)

NOTE: If the vendor has a large number of pending messages awaiting response, sending traffic to the
vendor is unreasonable. Once the Vendor window size is reached, the System stops sending traffic to
the vendor until the number of pending messages decreases.

Default data coding scheme: serves to define the character set that the partner uses/expects when
the data coding 0 is used. For client channels the parameter will make the switch decode the message
sent with DC 0 using the encoding defined in this option. For example, if the Default data coding
scheme is set to Latin-1 (DC 3) and the client sends a message with DC 0 then the vendor will
receive the same message with DC 3. For vendor channels the parameter will make the switch send
the message with DC 0 to the vendor in case both DC 0 and the character set selected as the Default
data coding scheme are not chosen in the Allowed data coding list. For example, if the vendor
requested you to send all messages in Latin-1 (DC 3) with DC 0 then it is necessary to remove 3 from
the list of available data codings and all such messages will be sent encoded in Latin-1 but with DC 0.
Learn more about this feature in the Alaris YouTube video.

NOTE: The parameter is available when 1) the Partner direction is Client/Vendor or Client and Bind type
is TX or TR; 2) the Partner direction is Client and Bind type is Auto; 3) when the Partner direction is
Vendor, the Protocol is SMPP and Bind typeis TX or TR.

Allowed data coding list. the parameter serves to limit the data codings that will be sent through
the channel. If the message is encoded in the data coding that is not allowed in the list, it will be
rejected with the status INCOMPATIBLE DATA CODING

Transcode messages in unsupported encodings (available when the Partner direction is
Client/Vendor and Bind type is TX or TR): the following values are possible:

- No transcoding: the text is not changed; the message is passed using this channel in case
the data coding of this message is selected in the Allowed data coding list

- Only lossless transcoding to: allows transcoding the message whose data coding is not
included in the Allowed data coding list. Select the transcoding in the drop-down list that
appears. Furthermore, the SMS switch has an internal configuration file that contains
translation rules for the symbols not available in the target encoding

NOTE: To configure symbol-based translation for specific channels and character sets, contact the
Alaris technical support team.

- Force transcoding to: same as Only lossless transcoding to, except that symbols not found
in the target encoding are replaced with question marks

131


https://youtu.be/tRPyAL5TxJU?t=40

Allowed src ToN:

Allowsad src NPI:

Allowed dst ToN:

Allowed dst NPI:

Allowsad sender ID
pattern:

Add tab, Limitations (part 2)

Mo, of resends: 5
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ected T of 7

SEEEE

£n

=

undefined
Unknown (D)
ISDM (1}
Cata (3)

Telex (4)
ected 9of 9

JEEEE

L

-]

undefined
Unknown (0)
International (1)
Mational (2}

Metwork Specific (3)
ected T of 7

JEEEE

o]

=]

undefined
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Selected S of 9
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Resend interval: |2

Feroute statuses;
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Add tab, Resends and Rerouting
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Allowed src/dst ToN/NPI: deselect the ToON/NPI not supported by the partner's equipment (traffic
containing the deselected values will not be routed through the channel)

Allowed sender ID pattern: specify a regular expression to be matched by origination address in
order for the traffic to be sent through the channel

[
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Resends: this group of parameters defines how to resend SMS if the vendor bind is down, or if the bind
responds with a code suitable for rerouting. The codes are set in the internal configuration of the router
and can be changed by the Alaris support team if necessary:

e No. of resends: the number of resend attempts. Once the number of attempts is reached, the
System will go to the next-in-line vendor

¢ Resend interval: the interval between resend attempts in seconds
Rerouting:

e Cnf statuses: select delivery statuses for rerouting of SMS. If the vendor returns one of the
selected statuses, the System will send the SMS through the next-in-line vendor

Click the %] Clone putton to create a duplicate of the configured channel. This is helpful in configuring
another channel with similar parameters. When through with defining the parameters, click o Submit 1o

confirm or 725! {0 discard the settings. Click ¥ Delsts to delete the selected record.

NOTE: Resending logic based on the value of the validity_period field can be activated. When a client
channel has this option enabled, in case all the vendors rejected a message, failed to respond within
timeout or were offline during the process, the submit will be put into a dedicated pool in case its validity
period is yet to expire. It will be resent several times with various configurable delays. To enable this
mode for specific client channels, contact the Alaris technical support team.

3.5.18 The uniqueness of a newly created channel is checked by a combination of the following fields: IP
address, Port, GUID, Connection type and Local address. See also the Alaris YouTube video.

5.6 SMS POI

An SMS POI (point of interconnection) is a logical entity that links a channel to a product. It allows
differentiation between service quality levels for billing purposes - for example, when a single channel is used
to send traffic for two products with different SLA. One channel may be linked to a number of different POls
with varying Service type parameter, which is an alphanumeric value set by the user similar to the technical
prefix used for the same purposes in voice billing.

The SMS POI page contains all the information on the PQOls registered in the System.

Carriers Users Accounts Agreements Products | SMS channels SMs POT

]

Carrier

All

10152 SMS Vendor 8
10062 SMS Carrier 2
10061 SMS Carrier 2
10080 Test_Client
10082 Test_Vendor
10083 SMS Vendor 2
10104 SMS Carrier 3
10103 SMS Vendor 1
10105 SMS Carrier 3
10101 SMS Vendor 1

SMS POI

Product name

¥ || Text mask

SMS Vendor & - Wholesale
SMS Carrier 2 - Wholesale
SMS Carrier 2 - Wholesale
Test Client - Wholesale
Test Vendor - Wholesale
SM3 Vendor 2 - Wholesale
SMS Carrier 3 - Wholesale
SMS Vendor 1 - Wholesale
SMS Carrier 3 - Wholesale
SMS Vendor 1 - Wholesale
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Use text masks or drop-down lists under the column headers to filter the records in the table.

@ Add | " Edit

Product™: PocoDinero Enterprises - Premium (USD) - Client ¥
Active from*: 2020.05.29 [% 00:00:00 ¥

Active till*: 2100.01.01 [3 00:00:00 ¥

SMS channel*: PocoPaco A
Login:

Service type:

@ Buffer size: 1000

@ Buffer drain 10

speed limit

(sms/sec):

o

@ Force buffering [
mode:

£

& Buffer mode schedule:

Mode
[[] Passthrough mode -

[] Buffering mode +

4
AMlD 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23

o I O
111 oo o
||l o
o I N O O ) S S S
g1 o o
|1 oo o

S = = — — — = =1 e e I e e = e =
Reset of Submit

Add tab

The right panel contains the Add and Edit tabs that allow adding new records or editing existing ones. To
activate the Edit tab, click on the record in the table. Enter the required parameters in the corresponding
fields. Fields marked with an asterisk (*) are required. The Add tab contains the following parameters:

Carrier: carrier to which a POl is associated

Product. product to which a POl is associated

Active from / Active till: date and time of POI activation/deactivation
SMS channel: channel the POl is linked to

Login: shows the value from the Username field of the Carriers\SMS channels[ 2} interface
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e Service type: reference to the service quality level, which is an arbitrary parameter defined by the
user (must contain less than 6 symbols to match the SMPP 3.4 requirements). Normally, this field
is left blank

NOTE: It is possible to configure the receipt of all messages from a specific client SMS channel with any
value in the serviceType field. To enable this, specify * (asterisk) as the value in the Service type field.
Note that if you specify *, only one SMS POI can be created per SMS channel. If there are any other SMS
POls for the channel, remove them before creating the SMS POI with Service type = *.

e Buffer size: allowed number of messages in the storage buffer (for client products only). The
buffer size is defined separately for each POl. When the buffer is full all new incoming messages
are rejected. When defining buffer size values, keep in mind that each POI has its own separate
buffer taking additional RAM memory; 1Gb of RAM can hold approximately 300,000 messages in
a buffer

e Buffer drain speed limit (sms/sec): speed at which messages are passed over from the buffer to
the routing module for delivery. The actual speed of SMS passthrough is also limited by other
factors and parameters:

- the passthrough speed is not greater than half of the available capacity of the switch
(available switch capacity = total estimated capacity, which is calculated by the switch
every second MINUS current load of the switch). The estimated capacity limit is higher in
priority than the limits defined at the POI level

- limitation of the outgoing SMS speed defined for outgoing vendor channels that were
chosen by the routing module for SMS delivery

e Force buffering mode: all incoming messages are buffered for later delivery. When this flag is
unchecked, the system operates according to the Buffer mode schedule. NOTE: If the buffer is
full, all incoming messages are rejected

e Buffer mode schedule: defines the logic of dealing with incoming SMS messages based on day
of week and hour of day. Two variants are possible:

- Buffering mode: incoming messages are not sent further, but stored in the internal buffer for
later delivery

- Passthrough mode: incoming messages are passed over to routing logics for delivery.
Select the appropriate mode and click on the schedule to fill it

When through with defining the parameters, click % Submit to confirm or ~ #¥%¥! {0 discard the
settings. Click ¥ Delsts to delete the selected record.
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6 Finance

All financial aspects associated with the carrier business are covered within the Finance section
accessible from the Start menu. The System offers differentiated access to all financial data providing
the System owner with a balanced coverage of financial status for each separate partner, account or
product. The Finance section contains the following pages: Charges, Invoices, Payments and Recurring
fees.

6.1 Charges

A charge is the amount charged by the System for a specific partner product for a single billing period.
Charges serve as the basis for generating invoices. The Finance\Charges page contains information on
charges generated by the System.

It has three panels: the Charge filter, the Charges table and the Charge details.

Charges

Amount currency: “Cu:u:uunt Currency |V’
I Charge type Contract company Carrier Account

22521 Manual Alariglabs Demo 3.4 PocoDinero Enterprizes PocoDinero Enterprises (USD)
22522 Auto Alarizlabs Demo 3.4 MumrmyDoll Telecom MumrmyDoll Telecom (USD)
22603 Auto Alariglabs Demo 3.4 MummyDoll Telecom MummyDoll Telecom (USD)
22523 Auto Alariglabs Demo 3.4 MoreThanWords SMS MoreThanWords SMS (USD)
22524 Auto Alarizlabs Demo 3.4 Ketchum & Killum Ketchum & Killum (USD)
22525 Auto Alariglabs Demo 3.4 Marnia Telecom Narnia Telecom (USD)

Charges table
The Charges table displays the following information:
e |D: internal identification number
e Charge type: generated automatically or manually

e Contract company: the legal entity of the System owner on behalf of which it works with the
carrier

e Carrier

e Product. alist of products that share the group index pertaining to the charge

e Account. account for which the charge is generated

e Product type: as configured on the Reference books\Product types [+ page (here: SMS)

e Charge direction: Payable or Receivable

e Confirmed: shows whether the charge is confirmed on the Finance\lnvoices[ % page (Yes or No)

e Group index: the value of the Group index parameter in the Carriers\Products [+ page. Products
having the same index will be invoiced in a single file. Invoices generated for products of the
same account having the same integral part of the group index and different fractional parts, will
have a single cover letter but separate traffic details files
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e Volume: volume of the provided services
e Units: measurement units (here: SMS)
e Service count. number of service units (messages)

e Amount: the charge amount. Click on the link to open the Charge details table at the bottom of
the page

e System period: charged period, displayed in the System owner’s time zone
e Partner period: charged period, displayed in the partner’s time zone

e Correction ID: identifier of the charge, for which this one is correctional (if this charge corrects a
previous one)

e Version: version of the correction
e [ ast update: date and time of the latest calculation

The Amount currency drop-down list at the top of the table opens the list of currencies in which the
charge can be displayed. By default the data is shown in the account currency. Other currencies are
configured in the parameters Finance first (second, third) currency in Administration\System
settings\Financial module[43\. When all these parameters are empty, the Amount currency drop-down list
is not displayed.

NOTE: The invoice and charge data is stored in financial cubes (for more detail on cubes, see
Reports\SMS Analytical cube status (Administration)[ ). After you configure the currencies in Finance
first (second, third) currency, perform EDR rerating (see SMS\EDR management\EDR Rerating[2:%) and
invoice recalculation (see Finance\lnvoi Editing invoices [ %) for the appropriate period, otherwise all
amounts in the Charges table will be zero.

The amounts are calculated at the exchange rate as of the date of each charge. For example, the charge
dated October, 12 will be calculated at the exchange rate as of October, 12. The exchange rates are

taken from the Reference books\Currency exchange rates[+h.

The #1 button in the upper left corner of the page toggles the Charge filter view.

Charge filter

Charge ID:

Contract company: | All —
Carrier: LLJ{ | A 7
Account:

Product type: SMS ==
Charge direction: All 4
Group index: 3

Billing period: All =
Period from: 2018.06.25 [ 12:41:00 ~
Period to: 2018.07.25 [3 12:41:00 ¥

Charge filter
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Enter the appropriate parameters and click % “pply fitsr t filter the records in the Charges table. The L
button opens the list of carriers that can be filtered by carrier name and region.

Click the “— button on the lower tool bar of the Charges table to refresh the table.

=n
Select a record in the Charges table and click the L. RECICUIEIE ENAMGE 1 115 for recalculation of the

K i@ Delete charge

selected charge. Clic if you wish to delete the selected charge.

The & Add charge detail record 1 1 opens the Create charge detail window for adding a new charge
manually. This form comes instrumental in manual creation of a new credit note or additional invoice —
for example, when settling a dispute. For more detail on credit notes, see Finance\lnvoi

works/[ 143,

Create charge detail X

Charge direction®: @) Receivable () Payable
Account®: | Krakozhia Telecom, EUR A
Product type®: | SMS e
Rates based on*: v
Group index®: |0 =

Start date®: | 2020.08.27 L2 00:00:00
End date: (% 23:59:59
MCC*: 210
MNC:
Dial code:
Network:
Country:
SMS sent®: | 1000

Rate, EUR: | 0.0

Charged amount, EUR*: | 30 E

Create/update invoices

€] cancel o Save

Create charge detail

If the charge for this account with the same direction, product type and group index already exists, a
newly created charge is added to the existing one. The Create charge detail form contains the following
parameters:

e Charge direction: Payable or Receivable
e Account. account for which the charge is generated

e Product type
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e Group index: index of the charge grouping

e Start date, End date: charged period

NOTE: The charged period is set in full days.

e MCC: Mobile Country Code

NOTE: If the MCCMNC used by the routing and billing is absent from the e.212/e.164 reference book, the
interface and financial module will use the country name from the MCC record.

e MNC: Mobile Network Code

e Network: name of a destination, for example Russia Moscow fixed
e Country: name of the country

e SMS sent. number of sent SMS

e Rate: rate in the account currency

e Charged amount: total amount of the charge (in the account currency) is calculated automatically

as a derivative of (SMS sent) * (Rate). Click i to recalculate the amount if SMS sent or Rate is
changed. The field also allows entering the amount manually

e Create/update invoices: if this checkbox is selected, the System creates an invoice for the
charge or updates the invoice if it already exists. If the checkbox is deselected, the invoice
amount will remain the same even if the charge for it is updated

Click ¥ 5% o confirm or 3 Cancel to discard the settings.

NOTE: For easier handling of correctional charges — that is, charges created to correct the partner
balance - it is recommended to use a dedicated value in the Product type field. Go to Reference
books\Product types[+75), create a product type Correction, and in the Unit field select Service. When
adding a correctional charge in the Create charge detail form, select Service in the Product type field. In
this case, the MCCMNC, Network and Country fields will be hidden.

© Add | 7 Edit

Type name™: Correction

Charge Correctional charge

description™:

Linic™: | Service| R

Add tab in Reference books/Product types

Clink on the link in the Amount column to open the Charge details table at the bottom of the page.
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Charge 19695 details “

MCC
Total:
202
206
206
206
206
206
206
206
206

The table displays details of the selected charge: MCC and MNC codes, network name, country, number of

MMNC Metwork

05 odafone Gre...
01 EastLink

05 Telenet

05 Telenst

05 Telenet

10 Mobistar 5.4,
10 Mobistar 5.4,
10 Mobistar 5.4,
20 BASE

sent messages, rate and charged amount.

Country

Greece
Belgium
Belgium
Belgium
Belgium
Belgium
Belgium
Belgium

Belgium

SMS sent
24023
2
17
1

[= I

tn

tn

Charge details

¥ Alaris Labs
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Rate, EUR Charged amount, EUR

0.00240
0.02450
0.00870
0.00770
0.01104
0.01270
0.01280
0.03310
0.01070

185.47
0.02
0.42
0.0

NOTE: Charge details for the Product type = SMS pack have the following columns: Name, SMS

included, Description, Volume, Rate and Charged amount.

The bottom of the Charge details tab contains the following controls:

© Add

* Edit

- edit the record

- create a record for the charge detail

(& cione - duplicate of the record. This is helpful in configuring another charge detail record with

similar parameters

¥ Delets - delete the selected record

{5 Show partner detail

- toggle the Charge partner details view that allows comparing the System owner's

charge details with the partner data.
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Charge partner details

Destination Dial code
Total:
Greece

Russia

Page 1 of1

To make a comparison, click

File to import

* Impaort

Calls count Duration

@ 200+ rows 3 Clear

¥ Alaris Labs

Telecom Software Products
Carrier-Neutral, Protocol-Agnostic

Charge partner details

Charges_partnerl.xlsx

Import settings

Active sheet™®

Start row:

Partner charges

2 fix row

Ignore errors

Import settings

to open the file parsing view.

Rate, EUR Charged amoun. ..
80
0.03 a0
0.05 30
% Import &8 compare
Browse
sap Upload
W

In the File to import panel upload a file with partner charge details in the XLS, XLSX or CSV format.

In the Import settings view select the active sheet and specify the start row. Select Ignore errors to

ignore errors during parsing.

Partner charges

MCC
1 MCC
[2] 202
3 202
4 204

MNC
MNC
21
212

Country
Country
Greece
Greece

Netherlands

File preview

Network
Network
Greece
Greece

Barablu Mobile

Dial code
Dial code
30

200
316590
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In the file preview tab assign the appropriate columns (the required columns are MCC, MNC, Country,

Network, Dial code for SMS and SMS included, Volume, Description for SMS packs). Click ¥ MPort o
import the file. Its data will appear in the Charge partner details view as shown in the same-name figure
above.

To compare the System owner's charge details with the partner's data, click L “?TPZ€ | the

Similarity field specify the allowed percentage of similarity between the System owner's and partner's
data (the default value is taken from the System parameter Default detail comparison match percentage
in Administration\System settings\Financial module[43). If the similarity of the owner's and partner's data
is less than the field value, records are considered as different; otherwise they are considered as
"same".

NOTE: The similarity is analyzed by the MCC field for products of the SMS type, by the Name field for
products of the SMS pack type and by the Service description field for custom product types.

Click " Run
Compare charge details *
Similarity: 80 =
Cancel ay Run

Compare charge details

An MS Excel file with a comparison will open. If records are interpreted as different they will be listed as
separate entries; otherwise they will be shown as a single record marked as 'same'.

6.2 Invoices

The Finance/Invoices page is a toolkit for reviewing and sending invoices to clients as well as generating
vendor associated invoices for verification purposes.

Invoice generation is fully automated. The System collects billing data from incoming EDRs into a
dedicated data pool. The pool is continuously updated at the rate of EDR arrival. This data pool
constitutes the backbone of all further analytical processes carried out by the System and forms the
basis for billing procedures. When the current billing period (defined by the partner agreement) is over,
the System has access to all the processed statistics necessary for generating a new invoice. At this
point it only needs a few seconds to create the invoice file, which then can be reviewed by the user
before sending.

6.2.1 How it works

By default all invoices, created automatically or manually (in the Finance\Charges| s page), have the
Draft status and are never auto-sent to clients. Each invoice can be reviewed and edited if needed and is

dispatched only after confirmation (= Confirm and send 1y o0 on the tool bar at the bottom of the Invoices
table). It is possible to configure automatic dispatch of invoices — by the parameter Invoice auto-dispatch
delay, hours in Administration\System settings\Financial module[43\.

All invoices automatically generated by the System are created a few hours after the end of each billing

period (the billing period is defined in Carriers\Agreements|[%).

NOTE: The delay for invoice creation is configured by the parameter Invoice generation delay, hours in

Administration\System settings\Financial module[43\.
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The billing period and delays are configured in the partner time zone (defined in Carriers\Agreements [%).
To avoid confusion, it is recommended to use GMT both as the System owner and partner time zones.

Apart from invoices, a user can issue another type of financial document - a credit note. A credit note is
a type of invoice that is used to correct the partner balance and can be instrumental in case of disputes.
When amount correction in the client’s favor is needed after the invoice has been received, a credit note
can cover the required amount by increasing the client’s balance. In a vendor-associated case, a credit
note stands for the amount to be compensated to the System owner by reducing the vendor’s balance.
To issue a credit note, create a charge with a negative amount, and the credit note will be generated
automatically (if the Create/update invoices checkbox is selected in the Create charge detail dialog of the

Finance\Charges | page).

Confirmed invoices are delivered to the preset email addresses. The default address is set in
Carriers\Agreements|[+1 (optional parameter Default invoice emails). Invoice copies can also be sent to
other recipients defined in Administration\System settings\Financial module[43) (parameter Email
address list to CC finance-related emails) or to specified System users if the Send invoices flag is set
Administration\Users[ 9% (Edit tab).

An invoice comprises two separate files: a PDF file containing general invoice information (cover letter)
and a MS Excel file with traffic details (the MS Excel file is password-protected against editing, the
password is set in the parameter Invoice detail Excel password (not used if empty) set in
Administration\System settings\Common/ 33\ Find out more in the Alaris YouTube video). Both files can
be sent out as attachments to a single email, or as two separate emails. The type of delivery is set in
Carriers\Agreements | (parameter Invoice delivery options). A convenient option is link: the client
receives an email with a link to the invoice. The System owner will know exactly if the invoice has
actually been received (opened) by the client. This is the only case when the invoice status is changed to
Delivered. Some other general billing parameters associated with invoice generation, dispatch and
payment balances are set in Administration\System settings\Financial module[431 and Carriers[e9)
sections.

6.2.2 Invoices table

Invoices

3 Amount currency: | Account currency ~ 4 Recalculate period | 7| Close billing period and generate in
|:| % Ref # Direction Contract ¢... Camier Account * | Status State Due amount Paid amount = Unpaid am... Cur...
D ﬁ“_") Sort Ascending
|:| Invoice to partner Alarislsbs Xfone 018 Xfone 018 (USD il Sort Descending 0.83 0.00 0.83 USD
& Invoice to partner Alarislabs Xfone 018 Xfons 018 (USD) 10,00 0.00 10.00 USD
D Invoice to partner Alarislabs Lanck Telecom Lanck Telecom ( él Columns b 0.88 0.00 083 USD
|:| Invoice to partner Alarislsbs QuickDial CuickDial (LUSD) Draft Actusl 0.45 0.00 045 USD
|:| Invoice to partner Alarislsbs TelcoSer TeleoSec (USD) Draft Actual 0.08 0.00 0.08 USD
|:| Invegice to partner Alarislzbs Breezecom Breezecom {USD) Draft Actusl 0.25 0.00 025 UsD
|:| Invoice from partner  Alarislabs Breszecom Breezecom {USD) Draft Actusl 0.31 0.00 0.31 UsSD
|:| Invoice to partner Alarislsbs CC3 CCS (UsD) Draft Actusl 0.40 0.00 043 USD

Invoices table

The Invoices table contains information on invoices registered in the System. Drop-down lists in the
column headers allow ascending/descending sorting of the records. The Columns list allows
hiding/unhiding columns.

The (% ClEarmapeing 1y, 5 in the top left corner cancels the mapping of the selected invoices. It is
available for invoices with the Payment status: Partially paid or Paid in full.

The Amount currency field at the top of the page allows selecting the currency in which the amounts in
the table will be displayed (in the fields Due amount, Presented amount and Tax amount). If a value other
than the account currency is selected, the fields are highlighted in green. The list contains currencies set
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in the System parameters Finance first currency, Finance second currency and Finance third currency
Administration\System settings\Financial modulel45).

The table contains information on the following parameters:

Ref. #: actual invoice number, automatically assigned to an invoice after its draft is confirmed
and the invoice is sent out or configured manually; the initial number can be set in
Administration\System settings\Financial module[45 (parameter Current invoice numben. The
number format can be set in Reference books\Contract companies [ (the parameters Invoice
reference number format (inbound) and Invoice reference number format (outbound))

Direction: Invoice to/from partner (to partner means to the client; from partner - from the vendor);
Credit note to/from partner (a credit note is an invoice with a negative amount that serves for
balance correction in case of backdate changes of data)

Contract company: the legal entity of the System owner on behalf of which it works with the
carrier

Carrier: client/vendor name, as per data in the Carriers[991 section
Account. account for which the invoice is generated
Status:

- Draft - status assigned to all generated non-confirmed invoices

o
- Sent - status assigned to an invoice after its confirmation and dispatch (= Genfirm and send
button)

- Delivered - status assigned to an inbound traffic invoice after it is received by the client, in
case of link-assisted delivery

- Registered - status assigned to a vendor invoice (Direction: Invoice from partner) after it is

confirmed with the help of the ¥ Lenfim without sending ,,tton

- Confirmed - status assigned to an invoice after it is confirmed without sending to the client
(the | = Confirm without sending button)

- Needs to be resent - is assigned to sent invoices (with the statuses Sent/Delivered) if they
are modified (for example, of the Presented amount is changed or new charges are added
to the invoice)

- Pending - an intermediate status ssigned to invoices that are being sent

- Insignificant - status assigned to an invoice with an estimated amount lower than defined in
Carriers\Agreements|+1 (parameter Min invoice amount). Such invoices are not sent out for
the current billing period, but are supplemented to the following period invoice, which in this
case comprises two separate charges for two successive periods

- Disputed - status assigned to an invoice challenged by the partner, provided that both of
the following preset parameters are surpassed: Min absolute mismatch to invoke a dispute
and Min percent mismatch to invoke a dispute defined in Administration\System
settings\Financial module[ 4. The mismatch is the difference between the Presented
amount and Estimated amount (for client invoices the Presented amount must be lower than
the Estimated amount, and vice versa for vendor invoices). The Disputed status may be
assigned to invoices with the status Confirmed or Registered (based on the invoice
direction)
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- Dispatch failed - status assigned to an invoice if the invoice could not be sent due to one
of the following reasons (displayed when hovering over the status):

- The template of the invoice cover letter or traffic detail file is incorrect or not available
- The mail server is configured incorrectly or is unavailable
- No emails for sending invoices are configured

- Running or scheduled EDR recalculation tasks for the invoice period for the product
whose traffic is included in the invoice

- Internal System error
State:
- Actual - regular invoices generated according to currently valid billing data

- Outdated - invoices are automatically marked as outdated if any relevant changes to
underlying billing data are introduced into the System retrospectively, for example in case
of EDR recalculation. Such outdated invoices are subject to recalculation

Due amount. actual amount owed against the invoice. The displayed sum is equal either to
Estimated amount (plus Tax amount if any) or Presented amount, depending on the Amount
source value (see Edit invoice description below)

Paid amount: a click on the value in this column opens the Invoice mapping[++5 page displaying
correlation between issued invoices and made payments or counter invoices. The value in this
column is displayed as a link only for registered invoices

Unpaid amount. the outstanding amount in the invoice
Currency: currency of the invoice
Payment status: Payment expected, Paid in full, Partially paid, Not sent, Overdue

Estimated amount:. total amount due based on the System calculation. A click on the value opens
charge details for each specific invoice. The same data constitutes a detailing XLS/XLSX file to
be sent to a client, charge details can be exported to the XLS/XLSX format

Tax amount. tax amount of the invoice. Depends on parameter Tax scheme in the
Carriers\Agreements [+ settings:

- Tax included: the tax is already added to the invoice amount. In this case Due amount is
equal to Estimated amount

- Add tax % to estimated amount: tax is calculated according to the invoice amount. In this
case Due amount = Estimated amount + Tax amount

Presented amount: total amount due according to partner estimation, if available; the value is
introduced manually as Presented amount in the Edit invoice tab. A difference between Estimated
and Presented amount, if any and if unfavorable for the System user, changes the invoice status
to Disputed provided it is greater than the value of either parameter - Min absolute mismatch to
invoke a dispute or Min percent mismatch to invoke a dispute, whichever is stronger — see

Administration\System settings\Financial module[48

Period from / Period to: start/end date of the invoiced period

Issue date: date of the invoice issue
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e Reg date: date on which the invoice was confirmed

e Invoice last updated: date and time of the latest update of the invoice

e File: a click on the download link opens the PDF file of the invoice (only the cover letter; the
traffic details file can be downloaded by clicking =” on the toolbar at the bottom of the table)

e Invoice last updated: date and time of the latest update of the invoice

Invoice filter

Reference number:

Direction: Invoice to pariner R
Confract company: | all =
Account manager: All »
Currency: all e
Carrier: PocoDinero Enterprises R
Account: All =
Product typs: all bt
Invoice status: all o
State: all =
Due amount: from | Min. to |Max.

Paymeant status: All A
Billing period: all e
Period betwaan: 2019.11.01 [3 and 2019.12.00 [3

Issue date between: |2019.12.01 |3 and [2019.12.00 [A

Last updated [A| and A
between:

Invoice filter

The #! button in the upper left corner of the Invoices page toggles the Invoice filter view.

Enter the appropriate parameters and click % 428!y filter 1 filter the records in the Invoices table.

6.2.3 Invoice mapping

Invoice mapping is allocation of payments and invoices to one another (for example, payments to
counter payments, payments to invoices, invoices to counter invoices etc.) It can be done automatically
or manually. Automatic mapping is configured on the Finance/Payments|[+sh page (the Make auto
mapping checkbox in the Edit payment form).

NOTE: When automapping is enabled, the System allocates the received payments to cover the oldest
invoices first. For manual mapping, click on the link in the Paid amount column to open the Invoice

mapping page.
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Invaices 0000001: invoice mapping ~

Document Covered amount Manual/Auto

Invoice from partner 2015.02.01-2015.0228 405.58 U... 200 manual —]
Invoice mapping page
The =+ Map document 1, 1100 on the tool bar at the bottom of the Invoice mapping page allows adding
unmapped documents to the profile by specifying the document and choosing between listed amount

options. Fields marked with an asterisk (*) are required.

Map document ®

MNon-mapped docurment™:

Invoice to partner 2015.01.01-2015.01.31 390.48/390.48 USD s
Drop down list w NT amount, document dates and e amount
eft to be mapped after previo

LSD
@ Map full document amount UsD
() Specify amount to map UsD
23 Cancel O Add

Map document

e Non-mapped document. drop-down list of available invoices. The list is formed automatically
and displays the amount available for distribution for every charge or invoice (in case unallocated
financial documents from a partner are registered in the System)

e Map full invoice amount:. is active only if the invoice is totally covered by selected payment or by
counter invoice

e Map full document amount: if the payment amount is less than the amount of the invoice, the
payment can be used to partially cover the invoice

e Specify amount to map: manually specify the payment amount or counter invoice to cover the
selected invoice

Click & Add 14 apply the settings.
6.2.4 Editing invoices
Double-click on any value in the Invoices table (except the links) to open the Edit invoice window. The

same window can be opened by the o/ Editinveies 1 ton on the tool bar at the bottom of the table.
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| Edit invoice

Reference number:
Direction:

Carrier:

Status, State:

Due amount:
Armount source:
Faid armount:
Payment status:
Estimated amount;
Tax amount:
Prasented amount:
Disputed amount:

Dispute status
override™:

Begin date:
End date:

Issus date™:
Registration date:

Due date:
Maotes;

Attachment:

Invoice last updated:

43 Cancel
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x {

Invoice from partner
Clara sill

Draft, Actual

93 058.93 USD

System owner estimated amount + tax w
0.00

Mot sent

93 058.93

0.00

0.00

Default b

2019.12.09 00:00:00 (System time: 2019.12.09 00:00:00)
2019.12.15 23:59:59 (System time: 2019.12.15 23:59:59)
2019.12.15 |3

Will replace an existing file Browse

Clara Sill 2019.12.15.pdf

#| Make auto mapping
2019.12.16 04:26:38

__qf} Confirm without sending Jﬂp;ly

Edit invoice window

The window contains the following parameters:

Reference number

Amount source: select Amount presented by partner or System owner estimated amount + tax to
choose which amount is considered correct - Estimated (calculated by the System) or Presented

(provided by the partner)

Disputed amount: difference between Due amount and Presented amount. If Amount source is
set as Amount presented by partner, then Due amount becomes equal to Presented amount, and
the Disputed amount is null
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Dispute status override: the drop-down list allows changing the invoice status overriding the
current one. Possible values include:

- Default. leave the current logic for setting the Disputed status unchanged
- Disputed: override the statuses Sent, Confirmed, Delivered, or Registered with Disputed
- Non disputed: leave the status non-disputed even if it should be set as disputed

Begin date / End date: invoiced period

Due date: payment due date

Notes: arbitrary comments

Make auto mapping: enables automatic synchronization of a registered payment with the relevant
carrier/account invoicing and payment profile. When the checkbox is selected, the System
allocates the payments to cover the oldest invoices prior to recent ones

Enter the appropriate parameters and click  Aoply 1o apply the settings. Click the

L% Confirm without sending 1 1tton to confirm the invoice draft. The invoice status will change from Draft to
Registered.

The

Recalculate period. 1 won in the upper right corner of the Invoices page opens the Recalculate

period window, which allows recalculation of all invoices for the specified period, for example in case of
billing period readjustments, outdated invoices etc.

NOTE: Recalculation of invoices must be done after EDR rerating to bring the invoicing information up to
date. Refer to SMS\EDR Management\EDR Rerating[2s% for more detail.

Recalculate period *
Direction: All Rd
Account™: i i
Start date™: 2015.03.01 2 00:00:00 ¥
End date®: 2015.03.20 (3 o00:00:00 ¥

Keep confirmed invoices

3/ Cancel 5y Recalculate

Recalculate period

Enter the appropriate parameters in the window and click [ Recalculats to recalculate the selected

invoice:

Direction: traffic direction (Client, Vendor or All)

Account. select the account from the drop-down list. The L button opens the list of accounts
that can be filtered by account name or carrier region

Start date: first date of the revised period

End date: last date of the revised period
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e Keep confirmed invoices: deselect the checkbox to re-create confirmed invoices (all invoices will
be deleted and created again with the Draft status)

Close billing period and generate invoice *
Invoice direction: © To partner ™ From partner
Carrier®: ||| | PocoDinero Enterprises .
Account™: EUR ==
Issue date™: 2016.10.06 [3

Q Cancel %&p Create invoice
Close billing period and generate invoice

The button |- Close biling period and generate invoice |y the ypper right corner of the Invoices page serves to
generate an invoice for a billing period that is still open. The invoice will be generated on the date
specified in the Issue date parameter. The last day of the billing period that is closed will be the day
before the one set in the Issue date field. For example, if Issue date is 08.09.2019, then Period to will be
07.08.2019 inclusively. The next auto-generated invoice will cover the remaining days of the preset billing
period, its end date becoming the last day of the period.

NOTE: Do not use this button to generate invoices for a completed billing period, when such invoices
have not yet been created automatically (this normally happens when rates are imported
retrospectively).

Enter the appropriate parameters in the window:
¢ Invoice direction: to/from partner

e Carrier: select the carrier from the drop-down list. The Ll button opens the list of carriers that
can be filtered by ID, region or carrier name

e Account. select the account from the drop-down list

e |ssue date: date of the invoice generation

Click * Createinvoice 15 generate the invoice. The invoice will appear in the table with the Draft status.

Page 1 of1 & | | 200+ rows ¢ " Edit & Resend | & Confim~ | 3§ Setamount to zero [ Recalculate | % -

Bottom toolbar

Click ¥ ©eni™~ o the bottom tool bar and then select (=) Confirmand send if you wish to confirm the
selected invoice draft and send it to the partner (the invoice will be automatically sent to the e-mail

defined in the Carriers\Agreements[ settings). Click & "M~ gng select ¥ Confirm without sending 4,
confirm the invoice without sending (for example, in case of backdate corrections).

The button # Setameunt to zere gets the Amount source field of the selected invoice to Amount presented
by partner, and the Presented amount field to 0. It comes instrumental when the user wishes not to
charge a specific invoice for some reason (for example, the amount is too small or was already charged
elsewhere). The button is available only if the user has the permissions Confirm vendor invoice and/or
Confirm client invoice.

Click @ Resend to resend the invoice to the partner.
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Click [ Recalculate 1o recalculate the selected invoice draft (for example, when a partner performed
backdate changes in the billing data).

The button = ~ opens the invoice download menu that allows downloading the cover letter, traffic details
or both.

)

Cowver letter
Traffic details

Both cover letter and traffic detailz

Invoice download details

The download queue is displayed in the Invoice files downloading list that can also be opened by the #
button in the bottom right corner of the page.

Invoice files downloading list

Y
-

Ik

Task 1D

TASKZ284010
TASKZ281246
TASKZ279532
TASK275094

Document types

Cover letter
Cover letter. Traffic details
Cover letter. Traffic details

Cover letter. Traffic details

Task created Task status
— <X < ~ Al
2019.07.04 14:10:01 ready
2019.06.25 08:43:17 ready
2019.06.20 16:27:38 ready
2019.06.06 02:20:38 ready

Invoice files downloading list

Click to export the Invoices table to a MS Excel file.

6.3

Payments

Details

download
download
download

download

The Finance\Payments page serves to track incoming and outgoing payments. The Invoice/payment
mapping feature allows automatic matching of registered payments against issued invoices. Payments
are entered (registered) to the System manually.

6.3.1

Payments table

The Payments table displays information about all payments registered in the System.

Payments

@ Synchronize balances g} Make auto mapping

Ref. # Contract company Biank account « Camier
o 201910280855812367 Ak Best Company 1-To-Allzz
o 201910281008812371 AK Best Company 1-To-Allzz
@ 201910251008812370  AK Best Company 1-To-Allzz
) 2019102807 19812361 AK Best Company 1-To-Allzz
@ 201910280737#12363  AK Best Company 1-To-Allzz
o 2019102807 35812364 AK Best Company 1-To-Allzz
o 2019102808 56812368 AK Best Company 1-To-Allzz

Payments table

sap Import payments &)

Account

1-To-4llzz (RUB) test!
1-To-Allzz (RUB) test!
1-To-Allzz (RUB) test!
1-To-Allzz (EUR)
1-To-Allzz (EUR)
1-To-Allzz (EUR)

1-To-Allzz (RUB) test!

&) Create payment

Payment date

E

2016.10.28 000000

2019.10.28 00:00:00

2019.10.28 00:00:00

2019.10.28 00:00:00

2019.10.28 00:00:00

2019.10.28 00:00:00

2019.10.28 D0:00:00

Click on the column headers for ascending/descending sorting of the records. Use the Columns list to
hide/unhide columns. The table contains information on the following parameters:
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Ref. #. internal System reference number of the payment record
Contract company

Bank account. the System owner's bank account number as configured in Reference
books\Bank accounts b

Carrier: client/vendor name, as per data in the Carriers[ 99 section
Account. the partner account name and currency
Payment date: the actual payment date

Expiry date: for payments in the Draft status. Upon registration of payments (including those in
the Draft status) the balance is immediately updated. In case when a payment is not registered
before the Expiry date, it becomes ignored. In other words, a Draft is considered a regular
payment only until the Expiry date.

NOTE: This can happen when a partner informed the System owner that a payment has been made, but
the actual money has not arrived yet. The partner can be notified in advance about the expiry of a draft
payment. The notifications are set in the parameter Send notifications of deferred payments coming due
to client; the period is set in Notification period of deferred payments coming due, days

(Administration\System settings\Financial module[43). The email addresses are set in
Carriers\Agreements |+ (Default invoice emails field).

Registration date: date of the payment registration in the System
Direction: Inbound or Outbound

Bank statement amount. payment amount against the bank statement (the amount actually paid
by the partner, before bank charges)

Amount debited: the sum posted to the account (balance) after bank charges

Bank fee: bank activity charges, calculated as difference in absolute value between Bank
statement and Amount debited

Covered amount. underlying invoice amount covered by the payment; may be partial or full. A
click on the value opens payment mapping profile displaying correlation between payments
made and invoices issued (see Finance\Payments\Payment mapping|1s})

Status: (Draft, Confirmed): a payment record may be saved in the System as a draft, for example
if the actual payment from the client has not been received but the customer claims it has already
been executed — such record acquires the Confirmed status only after additional confirmation
and submission to the System. Draft payments have temporary impact on partner balance (until
the Expiry date). Confirmed payments have a permanent impact on the partner balance while the
payment remains in the System (that is, until it is deleted)

Document. underlying document

Comment. arbitrary comments

The #! button in the upper left corner of the Payments page toggles the Payments filter view.
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Payments filter

Reference numbsr:

Direction: All k.4
Confract company: | All w
Bank account: All g
Carrier: L) Al kS
Date between: 2019.07.01 [3 and 2019.12.07 [3
Status: All bt
Currency: All g

Payments filter

Enter the appropriate parameters and click % “29l¥ filter 1 filter the records in the Payments table. The
L button in the Carrier field opens the list of carriers that can be filtered by ID, region or carrier name.

6.3.2 Payment mapping

A click on the Covered amount column values opens the payment mapping page displaying correlation
between payments made and invoices issued. The page is similar to the Finance\lnvoices\Invoice
mapping[+# page detailed above. Mapping can be done on either page.

Payments 21i3wele payment mapping *

Document Covered amount Manual'Auto

Invoice from partner 2015.02.01-2015.02 28 405.58 USD 100 manual g
Payment mapping page

The [EF Mapdocument p tton at the bottom of the Payment mapping page allows adding unmapped
documents to the profile by specifying the document and choosing between listed amount options:

Map document *

Mon-mapped document™®:

Invoice to partner 2015.01.01-2015.01.31 390.48/390.48 USD Ed
Drop dowen list will show the document ref #, document amount, document dates and the amount
eft to be mapped after previous mapp ng operagons

sD
i@ Map full document amount UsD
71 Specify amount to map UsD
(3 Cancel 0 Add

Payment mapping
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6.3.3 Interface controls

The Finance\Payments page has the following controls.

The = Synchronize balances p, ton opens the same-name dialog:

Synchronize balances %
Fil=*: Balances.xlsx Browsze
Method™: Create charges “’
Group index: |2 -

4] Cancel g Upload

Synchronize balances

The dialog enables synchronization with external accounting systems through uploading data. It contains
the following parameters:

e File: select a CSV file separated with semicolon (;) with the following fields:

- Carrier name: string of 256 characters maximum (must coincide with the carrier name in the
System)

- Currency: string of 256 characters maximum, e.g. USD, EUR
- Balance value: balance amount; decimal separator dot (.) can be used
- Balance effective date: submitted in the format DD MM YYYY HH24 MI SS

e Method: select the document that must be created to synchronize balances. Possible values
are:

- Create charges
- Create payments

e Group index: select a group index (available only if Create charges is selected in the Method
field)

Learn more about the feature in Alaris YouTube video.

The (2 Make aulo mapping 1, o0 |aunches automatic allocation of payments to invoices for selected
accounts:
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Make auto mapping

Carrier: | All > Currency: | Al s

Accounts Selected accounts
Alcazar Networks, USD (Account ID: 466) -

Alice Wondersystems, USD (Account ID: 338)

Alopex Lagopus VSEMU, USD (Account ID; 404)

Amber Telecom, USD (Account ID: 280} ==
Ancient Communications, USD (Account ID: 314) >
Asgard Telecom, USD (Account ID: 413} <
Astrobleme Limited, USD (Account ID: 470) e

Awalon Telecom, USD (Account ID; 147}

Bellezza Telecom, USD (Account ID: 303)

Black-and-VWhite & the Huntzman Co, USD (Account ID: 587)

CallMeZoon Communications, USD (Account 1D 186) =

3 Cancel

Make auto mapping

The *& Import payments phytton opens the same-name window:

Import payments X
Fila*- Browse
3/ Cancel s@p Upload

Import payments

The window allows import of external payment records; it requires CSV-format files separated with
semicolon (;) with the following fields:

Carrier name: string of 256 characters maximum (must fully coincide with the carrier's name in
the System)

Payment direction: ‘0’ or ‘inbound’ for payments from client; ‘1’ or ‘outbound’ for payments to
vendor

Payment date: submitted in format DD MM YYYY HH24 MI SS

Payment reference number: string of 256 characters maximum

Payment amount. payment amount, decimal separator “.” (dot) can be used
Payment currency: currency code, e.g. USD or EUR

Payment comments: string of 4000 characters maximum

Account ID: the Account ID from the Carriers\Accounts [} table (the field is required for partners
having more than one account in the same currency)
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Agreement code: The System will use the column to define the appropriate account if the fields
Carrier name or Account ID are empty

The ‘& Create payment v, ., opens the Payment registration window:

Payment registration b4
Reference number: 33211
Direction: ® Inbound Outbound
Carrier™: ||| PocoDinero Enterprises i
Account™: LISD Rd
Contract company: Alzrislabs
Bank account: MNoMoney Bank (192837402-) v
Payment date™: 2019.12.06 [H
Bank statemeant amount™: | 500 LISD g
Armount debited: 480 UsD
Expiry date: 3 b
Comment:
Confirming document: Paymentl.csv Browse

#| Confirmed payment
Make auto mapping

€] Cancel o Save

Payment registration

The window allows manual creation of payment records by configuring the following parameters:

Reference number: payment ID from the payment service provider
Payment direction: Inbound (from partner) or Outbound (to partner)

Carrier: relevant client/vendor, as per data in the Carriers[e91 section. The L_| button opens the
list of carriers that can be filtered by ID, region or carrier name

Account. relevant account, as per data in Carriers\Accounts| 1%

Contract company

Bank account: the bank account number from Reference books\Bank accounts [1eh
Payment date: date of actual payment execution

Bank statement amount. payment amount against the bank statement (the amount actually paid
by the partner, before bank charges). Select currency in the drop-down list next to the field

Amount debited: the sum posted to the account (balance) after bank charges
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e Expiry date: the expiration date of payments with the Draft status. If the payment status is not
changed to Registered by the date (that is, the actual payment is not received and
acknowledged), the amount will be written off the partner's balance.

NOTE: This field only makes sense when the Registered checkbox is deselected.

e Comment. arbitrary comments to payment
e Confirming document. underlying document

e Registered payment. if the checkbox is selected, the payment gets registered immediately. The
selected checkbox shows that this payment is not a Draft and has no Expiry date

e Make auto mapping: enables automatic synchronization of a registered payment with the relevant
carrier/account invoicing and payment profile. When the checkbox is selected, the System
allocates the payments to cover the oldest invoices prior to recent ones

NOTE: The currency exchange rate is taken as of the payment date.

When through with defining the parameters, click ' Save o confirm or €3 Cancel to discard the
settings.

The (%] Clone payment by 1on creates a duplicate of the configured payment. This is helpful when
configuring another payment with similar parameters.

Click #!to refresh the page.

The button %7 Confirm draft and submit payment(s} gllows payment confirmation and registration in the System.

The button &3 Delete payment(s) Jeletes the selected payment record.

NOTE: The balance will change by the payment amount (unless the deleted payment is an expired draft
payment).

Any payment record can be exported either to an CSV or XLS-file using the buttons 21 and
respectively.

6.4 Recurring fees

The Finance\Recurring fees page serves to configure regular charges to partners for continuous services -
not only traffic exchange, but also, for example, server or data channel rental. The page contains a table of
recurring fees and the Add and Edit tabs.

= Details Next start date Next end date Confirm... Direction
b || Text mask
Recurrent fee 2016.11.01 00:00:00 2016.11.07 00:00:00 Mo Client

Recurring fees table

NOTE: For easier handling of recurring payments it is recommended to create a dedicated product type.
Go to Reference books\Product types[+, create a new product type (for example, Server rental), and in
the Unit field select Service.
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&2 Add
Details™: Traffic exchange deal

| Confirm invoice
Direction™; Client R
Product type™: SMS =
Invoica group 3 #| Autovalue
index™:
Rate™: 0.1
Volume™: 1
Account™: PocoDinero Enterprises, LISD R
Start date™: 2017.12.24 [3 |00:00:00 |¥
End date™: 2018.01.24 [3  00:00:00 ¥
Create charge at: | end of the period A
Product: hd

Volume threshold: | 1000

» Comments: If the actual traffic volume is less than
: 1000 SM5 for the billing period, the
partner will still be charged

H

Add tab

The Add tab of the Recurring fees page contains the following parameters.

Details: payment description

Confirm invoice: when the checkbox is selected, invoices are confirmed automatically
Direction: Vendor or Client

Product type: select a product type specifically created for this service

Invoice group index: specify a uni